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Getting Started

(U) Welcome to FANTOM ! This guide offers task-oriented instructions to
help you quickly start using the FANTOM software. It focuses on time-
saving features and tasks that you are likely to use while performing analysis.

(U) This chapter provides an overview of the application, explains how to
obtain a FANTOM deployment kit, lists requirements, discusses how to
make feature requests, describes typographical conventions used in this
guide, shows you how to start and exit FANTOM, and explains how to
choose a graphic user interface (GUI) look and feel.

What is FANTOM?

(U) The FANTOM application was created by the FBI to help analysts more
quickly understand and exploit large and complex network data sets.

(U) FANTOM is based on the concept of visual analytics—that the
combination of intuitive and responsive visuals, coupled with powerful
analytics will allow analysts to identify interesting patterns from large
amounts of data. The goal of FANTOM is to present complex information
in a simple manner, allowing analysts to “shorten the time to insight” on
investigations or intelligence matters that involve data sets that are too
complex for most applications.

(U) The Advanced Visualization Team uses a high-end workstation to run
the FANTOM software for intensive analysis work. The FBI also may be
able to provide the software to approved organizations (see
“Requirements.’)

What is Visual Analysis?

(U) Visual Analysis is the science of analytical reasoning facilitated by
interactive visual interfaces. It is a unique blend of human computer
interaction, analytical reasoning, cognitive science, high-performance
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computing, and computer graphics. It lets you expose meaningful patterns
and identify hidden relationships in any structured data set.

(U) As developed and implemented by the FBI Advanced Visualization
team, FANTOM encompasses a custom suite of internally developed and
extensible visual analysis software. FANTOM software presents information
on state-of-the-art visual displays and uses powerful algorithms to support
personnel who must dissect and analyze immense amounts of information.
It is targeted at analyzing relational data sets including, but not limited to
financial transactions, IP traffic, communications logs or any type of data
that has a point-to-point connection.

Figure 1-1: (U) FANTOM reveals patterns in data connections

Nodes, or data
/points, are
represented by
3D globesin a
definable color

and icon

- Multi-Edges and
edges display as
lines between
two nodes in
a FANTOM
graph; a
multi-edge can
be comprised
of one or more
edges (single
data
connections)

Requirements

(U) You can use a workstation to run FANTOM if it meets the following
minimum requirements:

¢ (U) For a 32-bit operating system, such as Microsoft Windows XP, we
recommend 2 gigabytes (GB) random access memory (RAM)

or:

(U) For a 64-bit operating system, such as Microsoft Windows 7.0 or
Apple Macintosh OS X v10.6 Snow Leopard, we recommend a
minimum of 4 GB RAM
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Note: If you want to work with the 3D Viewer window, you cannot use
VMware with FANTOM 3.0.

¢ (U) Application usage: approximately 60 MB of hard disk storage
@ (U) Java JRE 1.6.37 or later

Example of Memory Allocation
(U) The number of rows that can be ingested is determined by the amount
of memory that is available to the application. As an example:

¢ (U) for 1 GB of memory, you can ingest about 100,000 rows of data;

¢ (U) for 32 GB of memory, you can ingest about 10 million rows of data.

Feature Requests and Scalal)ility
(U) FANTOM is a system that evolves based on user needs. It was created
internally by the FBI, so it better addresses investigative user needs and
concerns. The Advanced Visualization team encourages you to provide
feedback regarding new features or functions that you believe would make
FANTOM a more helpful and potent application.

(U) Send feedback to the Advanced Visualization team through your
established contacts.

Typog’rap}lical Conventions
(U) This guide uses the following typographical conventions:

¢ (U) GUI objects that you manipulate, such as options in dialog boxes,
commands on menus, and buttons are shown in bold. Examples: File >
Import command, Node Icon Size text box, or Save button.

¢ (U) Submenus and commands are separated from the menus where they
reside using greater than symbols (>). Examples: File > Import.

¢ (U) Characters you type are shown in the Courier New font.

¢ (U) Keyboard keys that you press are highlighted using SMALL CAPS.
Multiple keys that you press at the same time are indicated with a plus
sign (+) that you do not press. Examples: SHIFT+drag to draw a selection
rectangle around nodes to select or ALT+drag to move the selected
nodes.

@ (U) Placeholders are shown in italics surrounded with less than and
greater than symbols. Examples: <user name> and <password>.

FBI FANTOM Version 3.1.3 UNCLASSIFIED 1-3
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Starting FANTOM
(U) To start FANTOM:

1.  (U) Click the FANTOM.bat file in the folder where the application
has been installed.

Figure 1-2: (U) FANTOM.bat icon

(U) The FANTOM Controller window displays (Figure 1-3).
Figure 1-3: (U) FANTOM Controller

2. (U) Choose the View > 3D Viewer command to open the 3D Viewer
window (Figure 1-4).
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Getting Help

Figure 1-4: (U) FANTOM 3D Viewer window

(U) FANTOM offers a Help menu with the following commands:

*

(U) Analytics — The FANTOM Layouts Quick Reference Card PDF file
displays. This document is also provided after the end of this user’s
guide (see FANTOM Analytics Quick Reference Card).

(U) Contact Info — The FANTOM Contact information displays.

(U) Hot Keys — The FANTOM Quick Reference Card displays. This
document is also provided after the end of this user’s guide (FANTOM
Hot Keys Quick Reference Card).

(U) Layouts — The FANTOM Analytics Quick Reference Card PDF file
displays. This document is also provided after the end of this user’s
guide (see FANTOM Layouts Quick Reference Card).

(U) Release Notes — The FANTOM Release Notes describe the updates
in the current version of the software.

(U) Reports — The FANTOM Reports Quick Reference Card PDF file
displays. This document is also provided after the end of this user’s
guide (see FANTOM Reports Quick Reference Card).
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¢ (U) About — The FANTOM User’s Guide displays.

¢ (U) About — The About dialog box displays, showing you all services
with the version and description.

Analytics
(U) To go to the Analytics Quick Reference Card PDF, choose Help >
Analytics.

Figure 1-5: (U) Analytics Quick Reference Card (PDF file)

Contact Info
(U) To view the contact information, choose Help > Contact Info.

Figure 1-6: Contact Information
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Hot Keys
(U) To go to the FANTOM Hot Keys page, choose Help > Hot Keys.
(U) The FANTOM Hot Keys page displays.
Figure 1-7: (U) FANTOM Hot Keys
Layouts

(U) To go to the Layouts Quick Reference Card PDF, choose Help >
Layouts.

Figure 1-8: (U) Layout Quick Reference Card (PDF file)
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Reference

(U) To go to the FANTOM Reference Guide, choose Help > Reference.
(U) The guide displays in an Adobe Acrobat Reader or Preview window
(Figure 1-9).

Figure 1-9: (U) FANTOM Reference Guide example

Release Notes
(U) To go to the FANTOM Release Notes, choose Help > Release Notes.

(U) The notes display in an Adobe Acrobat Reader or Preview window
(Figure 1-10).
Figure 1-10: (U) FANTOM Release Notes

FBI FANTOM Version 3.1.3 UNCLASSIFIED 1-8
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Reports
(U) To go to the FANTOM Reports Quick Reference Card, choose Help >
Reports.
(U) The card displays in an Adobe Acrobat Reader or Preview window.
Figure 1-11: (U) FANTOM Reports Quick Reference Card example
About

(U) FANTOM provides version numbers for not only the application itself,
but also for the individual services available to you within FANTOM.

(U) To go to the About FANTOM message box, choose Help > About.
(U) The About FANTOM message box displays.

Figure 1-12: (U) About FANTOM

e il
FANTOM

Framework for Analysis and Navigation of Transient Object Maps
Version: 3.1.3.7

Name / Version

3D Viewer 1.0 o
|About 13 J
|Access Importer 13

|Activity Date Range 10

(Analytics 11

|Around Event 11

|Articulation Points 10

|Attribute Colorizer 10

[Attribute Lookup 12

|Attribute Tracker 11

Baselumper Conduit 29

Betweenness 10

[BIDMAS Importer 112

julk Selection 10 L=l
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Exiting FANTOM
(U) In FANTOM, your data is temporarily stored in random access memory
(RAM). You should save FANTOM work sessions so you can return to the
data later (see “Saving a FANTOM Session.”) You can also export FANTOM
data to a CSV (comma separated value) file that can be opened with many
applications, such as Microsoft Excel (see “Exporting FANTOM Data to a
Delimited File”)

(U) To exit FANTOM, choose File > Exit.
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Accessing and Storing Data

(U) This chapter explains:
¢ (U) Importing Data into FANTOM
4

U) Import Tips

U) Importing Microsoft Access Databases

U) Importing Delimited Data

U) Importing Microsoft Excel Data

)
)
)
)
)
)
)
)

U) Importing GraphML Data

U) Importing PCAP Data

U) Importing Email Data

(
(
(
(
(
(
(
(

® & 6 6 6 o o

U) Dragging and Dropping Files into FANTOM

¢ (U) Saving FANTOM Data

U) Exporting FANTOM Data to a Delimited File
U) Saving a FANTOM Session

U) Saving a Screenshot of Your Graph

)
)
)
)

(
(
(
(

U) Copying and Pasting Table Data into an External File

*® 6 O o o

(U) Exporting FANTOM Data to a Google Earth KML File
¢ (U) Opening a FANTOM Session

¢ (U) Querying a Database

¢ (U) Finding Text in the Controller Window

Note: (U) FANTOM 2.8.1 and later requires you to specify classification
information when you import data. FANTOM adds this
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classification as the first row of data if you export it later. If you do
not supply a classification, you cannot continue to access the data.

Note: (U) When you import or export data, FANTOM initially opens the

C:\Users\<username> directory; after you browse to a different
location and open or save a file, FANTOM remembers this location
and returns you to it the next time you import or export data.

Importing Data into FANTOM
(U) You can import data into FANTOM in the following ways:

*

*

(U) Microsoft Access Database — Import Microsoft Access database
files in the .accdb and .mdb file formats.

(U) Delimited File — The Delimited File import command is a powerful
feature. A delimited file is a text file where each line represents an edge
of the graph (possibly including attributes of the edge and the nodes).
FANTOM recognizes delimited files in one of the following text-based
file formats:

¢ (U) CSV (comma separated value) — A standard format for table
data that you might create using word processors, spreadsheets, or
database export capabilities. Microsoft Excel can save files as .csv,
which is a delimited file, so you can think of a delimited file as an
Excel spreadsheet saved as .csv.

¢ (U) DSV (delimiter separated value) — A file format that uses
separator characters such as commas, tabs, or colons.

¢ (U) LOG - IIS log files and other Internet traffic logs with comma
delimited data may use a .log file extension. FANTOM recognizes
these .log files when you drag and drop them into a FANTOM
window.

¢ (U) TXT (text) — Plain text file.

(U) Each line in a delimited file is divided into fields by a delimiter
character (usually a comma). The fields represent nodes and attributes.
Usually we think of the fields as “columns” since every line will have the
same number of fields.

(U) BIDMAS (.csv, .dat) — The Bureau Investigative Document
Management and Analysis System (BIDMAYS) is a database application
accessible on UNet where FBI investigators can review and share
information with other partners (DOJ, SEC, and FDIC) and Law
Enforcement entities. After you export data from BIDMAS in either .dat
or .csv format, you can import that data file into FANTOM without
needing to define import settings.
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¢ (U) Microsoft Excel (.xls, .xIsx) — Microsoft Excel Spreadsheet file.

¢ (U) GraphML - The GraphML import command lets you import
graphs saved in GraphML (Graph Markup Language) exchange file
format. You can also use it to import . XML files.

4 (U) IVML - This format was added because a FANTOM customer
needed it. For more information about IVML files, you can go to the
following public Internet link:

http://citeseerx.ist._psu.edu/viewdoc/summmary?doi=10.1.1.84_5400

¢ (U) Legacy Session — The Legacy Session import command lets you
import .fsaz sessions saved with FANTOM 2.8.5 or earlier.

¢ (U) PCAP (Packet Capture Data) — PCAP files (.pca, .pcap, and .pcp
files) are created by network analyzer software, such as Wireshark.

¢ (U) Research (.xls, .xlsx) — The Research import file type lets you
import Open Research-exported Excel files (XLS or XLSX) into
FANTOM. It lets you import these files without needing to define
import settings.

@ (U) Session — FANTOM 3.0 and later saves session files with the file
extension of .session.

Import Tips
¢ (U) You can drag and drop multiple files of the same type onto the
FANTOM Controller or 3D Viewer window to begin the Import
process.

¢ (U) If you perform multiple imports with the same column titles, the last
value imported will display if the values are different. If you want both
columns, rename one of the column titles so they are unique.

@ (U) Nodes (Source and Destination) are case sensitive.

¢ (U) You can edit a template, but the columns must stay in the same
position. If you want to rearrange columns, create a new template.
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Importing Microsoft Access Databases
(U) To import Microsoft Access database data:

1.  (U) Choose File > File Importer or click the Import tool button
C )
(U) A standard Open dialog box displays.
Figure 2-1: (U) Import dialog box

2. (U) Choose Microsoft Access Database from the Files of type menu.
(U) FANTOM hides all files except those of the file type you selected.
3. (U) Select a file and click the Open button.

Tip: (U) You can press SHIFT+CLICK to select a contiguous range of files,
or CTRL+CLICK (Windows) or COMMAND+CLICK (Macintosh) to
select multiple noncontiguous (or unadjacent) files.

(U) FANTOM opens the database in the background.

(U) The Microsoft Access Import dialog box displays, listing the
available tables.

Figure 2-2: (U) Microsoft Access Import dialog box
=10l x|

4.  (U) Select a table from the menu and click OK.

(U) The Template Selection dialog box displays (Figure 2-3).
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Figure 2-3: (U) Template Selection dialog box

Template Selection x|
Input Files
I ft Access Import
Template Files
Mew | Load | Edit | Delete | Cancel oK

5. (U) Do one of the following:

¢ (U) Click the New button if there is not yet a template for the
database you are importing.

(U) FANTOM displays a Save dialog box where you can provide a
filename for the new template and then define template settings.
See Chapter 12, “Creating Import Templates”

¢ (U) Click the Load button if a template file exists for the file you
are importing.

(U) FANTOM displays an Open dialog box where you can select
an existing template. After you select a template file and click
Open, FANTOM adds the full path to the Template Files text
box.

Note: (U) You can select the file in the Template Files list at the bottom of
the dialog box if you need to edit or delete the selected template.

6.  (U) Click OK in the Template Selection dialog box.
(U) The Access Importer dialog box redisplays.
Figure 2-4: (U) Access Importer dialog box
x|

Input Files

s-semicolons.xls - Sheet 1of 1

Template Files

IC: Jsers\bmeier\Desktop\FANTOM undass data'\comma-semicolon-tests\csv-template. te

4 | ©

New |Load Edit Delete Ccancel | 0K |
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(U) Click OK.

(U) The Access Importer dialog box redisplays.

(U) Do one of the following:

¢ (U) Click Import More Files to select more data files to import.

¢ (U) Select a file in the Files to import list and click Delete to
remove that source from your import list.

¢ (U) Click Process Access Import to begin importing data.

(U) FANTOM imports the data and when it’s ready to display the data
set, it first displays the Classification Editor dialog box.

Figure 2-5: (U) Classification Editor dialog box

Classification Caveats

I allow Override | a

CCCCCCCCCC _I
ISECRET
It
x|

UNCLASSIFIED

(U) You must choose a Classification level before you can continue.
(U) Select Classification options and then click OK.
(U) Your options include:

¢ (U) Allow Override — Select this check box if you want to be able
to change the classification from higher to lower after importing
the data. For example, if the data set is currently set at Confidential
(from another import), the Classification Editor dialog box
disables Unclassified unless you select the Allow Override check
box. You can always change from lower to higher (Unclassified to
Confidential) regardless of whether this check box is selected.

¢ (U) Caveats — Type a caveat in the Caveat text box and click the
Add button.

(U) FANTOM adds the caveat text after the classification,
separated with double slash marks (//).
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Figure 2-6: (U) FANTOM adds caveats after the classification separated by
double slash marks

x
Classification Caveats
™ Alow Override Foo
[Fouo -
(=
il
R
UNCLASSIFIED // FOUO
oK Cancel

(U) If the file you are importing is large, a blue-striped Status bar
displays at the bottom right of the Controller window while the data is
imported (Figure 2-16). You can double-click the Status bar or blank
tray to examine the Task Monitor dialog box. This dialog box provides
you with details about the progress of tasks. FANTOM also lets you
choose the View > Task Monitor command to examine the Tasks
dialog box.

Note: (U) If FANTOM discovers duplicates, it displays an error message to
let you know. See “Duplicates Error Message” on page A-6..

Figure 2-7: (U) Double-click the blue-striped or blank tray in the Status bar to examine
Task information

|sPECTRO TEK LLC

[
|FULLER HALL & ASSOCIATES... |
I
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9
Jaa

UNCLASS|FIEDFOUOFISA

M: 105346 / E: 730711  M: 181575 Selected N: 0 /E: 0 |
-loix)
Task Name I Status Progress Elapsed Time
CSVImporter  [Done [TTTTTTT T TR
Double-click the blue-
striped or blank tray
in the Status bar to
examine tasks in the
Task Monitor (or
choose View > Task
Monitor)
Cancel | Close
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(U) FANTOM displays the Merge on Import dialog box if the Show
Merge Dialog option is selected in the Edit > Preferences > General

Importer dialog box.

Figure 2-8: (U) Merge on Import dialog box

Merge on Import

Merged Node Name: Merged Nodes:

|

Nodes to Merge:

10. Do one of the following:

¢ Click OK or Cancel if you have no nodes to merge at this time.

# Specify any groups of nodes that you want to identify as merged
nodes by typing a unique name in the Merged Node Name text
box, typing or pasting the list of nodes into the Nodes to Merge
text box and clicking the Add button. FANTOM adds the node to
the Merged Nodes list. Repeat this process to add more Merged
Nodes if needed. Click OK when you finish.

Figure 2-9: (U) Merged Nodes added

Merge on Import

Merged Mode Name: Merged Modes:

x|

I ¥ Merged Node 1
- # Nodel
% Node2
‘e Node3
¥ Merged Node 2
- # Noded

Modes to Merge:

# Node5
Lo g Noded

(U) The data displays in the FANTOM windows.

Note: (U) When you import data, FANTOM creates a default filter for the
full data set identified by the data set’s filename. The filter is initially
disabled. To hide the entire data set, click the Filter tab and select the

Enabled check box for that filter

entry in the list.
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Figure 2-10: (U) Default filter for imported data set

Importing Delimited Data
(U) To import delimited data:

1.  (U) Choose File > File Importer or click the Import tool button

C )
(U) A standard Open dialog box displays (Figure 2-11).
Figure 2-11: (U) Import dialog box

2. (U) Choose Delimited file from the Files of type menu.
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(U) FANTOM hides all files except those of the file type you selected.
3. (U) Select a file and click the Open button.

Tip: (U) You can press SHIFT+CLICK to select a contiguous range of files,
or CTRL+CLICK (Windows) or COMMAND+CLICK (Macintosh) to
select multiple noncontiguous (or unadjacent) files.

(U) The Template Selection dialog box displays (Figure 2-12).
Figure 2-12: (U) Template Selection dialog box

4. (U) Do one of the following:
¢ (U) Click the New button if there is not yet a template for the file

you are importing.

(U) FANTOM displays a Save dialog box where you can provide a
filename for the new template and then define template settings.
See Chapter 12, “Creating Import Templates.”

¢ (U) Click the Load button if a template file exists for the file you
are importing.

(U) FANTOM displays an Open dialog box where you can select
an existing template. After you select a template file and click
Open, FANTOM adds the full path to the Template Files text box.

Note: (U) You can select the file in the Template Files list at the bottom of
the dialog box if you need to edit or delete the selected template.

5. (U) Click OK in the Template Selection dialog box.
(U) The CSV Importer dialog box redisplays (Figure 2-13).
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Figure 2-13: (U) CSV Importer
=

Files to import

Input Source [ Template File
(C:\Users'pmeier\Desktop\FANTOM undass datalftwo-... [C:\Users\bmeier\Desktop FANTOM undass data\Enro... |

Import More Fies Delete Process CSV Import

6.  (U) Do one of the following:
¢ (U) Click Import More Files to select more data files to import.

¢ (U) Select a file in the Files to import list and click Delete to
remove that source from your import list.

¢ (U) Click Process CSV Import to begin importing data.

(U) FANTOM imports the data and when it’s ready to display the data
set, it first displays the Classification Editor dialog box.

Figure 2-14: (U) Classification Editor dialog box

x|
Classification Caveats
I~ Allow Override s
=]
=1
Il
x|

(U) You must choose a Classification level before you can continue.
(U) Select Classification options and then click OK.
(U) Your options include:

¢ (U) Allow Override — Select this check box if you want to be able
to change the classification from higher to lower after importing
the data. For example, if the data set is currently set at Confidential
(from another import), the Classification Editor dialog box
disables Unclassified unless you select the Allow Override check
box. You can always change from lower to higher (Unclassified to
Confidential) regardless of whether this check box is selected.
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¢ (U) Caveats — Type a caveat in the Caveat text box and click the
Add button.

(U) FANTOM adds the caveat text after the classification,
separated with double slash marks (//).

Figure 2-15: (U) FANTOM adds caveats after the classification separated by
double slash marks

Classification Editor x|
Classification Caveats
I~ Allow Override Foo

UNCLASSIFIED // FOUO

oK Cancel

(U) If the file you are importing is large, a blue-striped Status bar
displays at the bottom right of the Controller window while the data is
imported (Figure 2-16). You can double-click the Status bar or blank
tray to examine the Task Monitor dialog box. This dialog box provides
you with details about the progress of tasks. FANTOM also lets you
choose the View > Task Monitor command to examine the Tasks
dialog box.

Note: (U) If FANTOM discovers duplicates, it displays an error message to
let you know. See “Duplicates Error Message” on page A-6..
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Figure 2-16: (U) Double-click the blue-striped or blank tray in the Status bar to examine
Task information
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Monitor)

Cancel | Close

(U) FANTOM displays the Merge on Import dialog box.

Figure 2-17: (U) Merge on Import dialog box
&

Merged Node Name: Merged Nodes:

Nodes to Merge:

8. (U) Do one of the following:
¢ (U) Click OK or Cancel if you have no nodes to merge at this time.

¢ (U) Specify any groups of nodes that you want to identify as
merged nodes by typing a unique name in the Merged Node
Name text box, typing or pasting the list of nodes into the Nodes
to Merge text box and clicking the Add button. FANTOM adds
the node to the Merged Nodes list. Repeat this process to add
more Merged Nodes if needed. Click OK when you finish.
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Figure 2-18: (U) Merged Nodes added

Merge on Import x|
Merged Mode Name: Merged Modes:

| 1 5 Merged Node 1
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I Node2
@ Node3
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— |
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(U) The data displays in the FANTOM windows.

Note: (U) When you import data, FANTOM creates a default filter for the
full data set identified by the data set’s filename. The filter is initially
disabled. To hide the entire data set, click the Filter tab and select the
Enabled check box for that filter entry in the list.

Figure 2-19: (U) Default filter for imported data set
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Importing Microsoft Excel Data
(U) FANTOM lets you import Excel spreadsheet files in either .xls or .xIsx
format. If the file has multiple sheets, FANTOM lets you specify the Source,
Destination, and columns to add for each sheet, one after another.

(U) FANTOM also lets you indicate that your Excel file was exported from
Open Research by selecting that type of file when opening the file.

To import an Excel file:
1.  (U) Choose File > File Importer or click the Import tool button
C )
(U) A standard Open dialog box displays.
Figure 2-20: (U) Import dialog box

2. (U) Choose Excel file from the Files of type menu.
(U) FANTOM hides all files except those of the file type you selected.
3. (U) Select a file and click the Open button.

(U) FANTOM displays the Template Selection dialog box (Figure 2-
21).

Figure 2-21: (U) Template Selection dialog box with multiple sheet Excel input file

x

Input Files

This Input File status indicator shows you
which of the sheets in the input file you
are currently working with; the indicator
increments to the next sheet number
Tempiate Files once you finish defining a new or loading
an existing FANTOM template

xport. xlsx - Sheet 1of 5

MNew Load Edit Delete Cancel Ok

FBI FANTOM Version 3.1.3 UNCLASSIFIED 2-15



UNCLASSIFIED
FANTOM User’s Guide March 2016

(U) Do one of the following:
¢ (U) Click New to save a new template for this spreadsheet .
¢ (U) Click Load to use an existing template.

(U) Select the template file in the bottom Template Files section at the
bottom of this dialog box.

(U) The Input Files <filename> Sheet # of # indicator increments to
the next sheet in the Excel spreadsheet so you can define the columns

to use as a Source and Destination.

6.  (U) Repeat step 4 and step 5 until you finish creating or loading an

import template for the last sheet.

(U) The Excel Importer dialog box displays.

Figure 2-22: (U) Excel Importer dialog box

Files to import
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Template File
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C:\Users
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C:\Users

bmeier\Desktop\FANTOM-dassified-data\Bo...

415M-cases-Sentinel-export. xsx

-Sheet 4of 5

C:\Users

bmeier\Desktop\FANTOM-dassified-data\Bo...

Import More Files | Delete | Process Excel Import

7. (U) Click the Process Excel Import button.

(U) FANTOM imports the information based on the template

definitions.

(U) It displays the Classification dialog box to let you specify the
proper markings for this data set.

8. (U) Select the proper classification markings for this data set and click

OK.

(U) FANTOM displays the imported information in the Controller
and Graph Viewer windows.

FBI FANTOM Version 3.1.3

UNCLASSIFIED

2-16



UNCLASSIFIED
FANTOM User’s Guide March 2016

Importing GraphML Data
(U) GraphML is an XML-based file format used for graphs. In Figure 2-23,
you can see an example of a GraphML file, which defines a graph created in
FANTOM.

Figure 2-23: (U) Example of the text contents of a GraphML file

(U) To import GraphML data:

1.  (U) Choose File > File Importer or click the Import tool button
C )
(U) A standard File Import dialog box displays.

2. (U) Select the GraphML file type (Figure 2-24).
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Figure 2-24: (U) File Import dialog box

3. (U) Select one or more GraphML files or a folder that contains one or
more GraphML files.

(U) You can use SHIFT+CLICK to select a contiguous range of files or
COMMAND+CLICK to select multiple files that are not adjacent.

4., (U) Click the Open button.

(U) The imported GraphML files display in the FANTOM Controller
and 3D Viewer windows.

Note: (U) When you import a data set, FANTOM creates a default filter for
it identified by each data set’s filename. The filter is initially disabled.
To hide the entire data set, click the Filter tab and select the Enabled
check box for that filter entry in the list.
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Importing PCAP Data
(U) You can import PCAP (Packet Capture Data) data into FANTOM for
analysis. The PCAP data format is used by network monitoring and packet
sniffing software, such as Wireshark. These applications let you analyze
network traffic data.

(U) To import PCAP data:
1.  (U) Choose the File > File Importer command or click the Import
tool button ().
(U) A standard Import dialog box displays.
Figure 2-25: (U) File Import dialog box

2. (U) Select the PCAP file format.

3. (U) Browse to the location where your PCAP files are stored, and
select one or more of them or a folder that contains one or more
PCAP files.

(U) You can use SHIFT+CLICK to select a contiguous range of files or
COMMAND+CLICK to select multiple files that are not all adjacent.

4.  (U) Click the Open button.
(U) The PCAP Importer dialog box displays (Figure 2-26).
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Note:

Figure 2-26: (U) PCAP Importer dialog box
x|

Import Options

" Import Aggregate TCP PCAP Data

oK | Cancel |

(U) Select the Import Options:

¢ (U) Import Raw PCAP Data — Select this radio button and
FANTOM maps each IP packet to a FANTOM record. Each
packet in the PCAP file is treated as an edge. For example, if
someone is downloading a file, there could be thousands or
millions of packets (edges) for that one connection.

¢ (U) Import Aggregate TCP PCAP Data — Select this radio
button and FANTOM maps each unique TCP session to a
FANTOM record. Each unique TCP session (technically from the
SYN to the FIN packets) is considered one edge. The total TCP
session is aggregated into a single edge. In the scenario of
downloading a single file, this would (most likely) show up as a
single edge. If the connection is interrupted, it may still split TCP
sessions though.

U) Click OK.
U) Wait for the import to complete.

(
(
(U) FANTOM displays the Classification Editor dialog box.

(U) Select the classification, add any caveats, and decide whether to
allow override of the classification after the data set has been

imported into FANTOM.
(U) Click OK.

(U) FANTOM displays the packet capture information for the first file
in the Controller window table and displays the information visually in
the Graph window.

(U) Repeat step 7 and step 8 for each PCAP data set you are importing.

(U) If no classification has been selected, you cannot continue.

(U) When you import a data set, FANTOM creates a default filter for
it identified by the data set’s filename. The filter is initially disabled.
To hide the entire data set, click the Filter tab and select the Enabled
check box for that filter entry in the list.
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Importing Email Data
(U) FANTOM lets you import Multipurpose Internet Mail Extensions
(MIME) email data formats including Microsoft Outlook .pst, MBOX, and
.eml.

To import Email data:
1.  (U) Choose File > File Importer.
(U) FANTOM displays a standard Open dialog box.
Figure 2-27: (U) Import Open dialog box

2. (U) Select Email (*.eml, *.pst, *.mbox, *.ost, *.txt) from the File
name menu.

(U) The Mime Importer dialog box displays.
Figure 2-28: (U) Mime Importer dialog box
x|

Import Options

I™ Add Email to IP Address Relationshin

oK | Cancel |

3. (U) Select or deselect the Add Email to IP Address Relationship
check box and click OK.

(U) The Classification Editor dialog box displays (Figure 2-29).
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Figure 2-29: (U) Classification Editor dialog box
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4. (U) Select the classification level, add any caveats, and specify whether
to Allow Override of this classification in this data set later.

5.  (U) Click OK.

(U) FANTOM displays the email data set in the Controller and 3D
Viewer windows.

Dragging and Dropping Files into FANTOM
(U) FANTOM lets you drag and drop files into either the Controller or 3D
Viewer windows to indicate you want to open them. The following table
shows the way FANTOM responds when you do this.

Table 2-1: (U) Dragging and Dropping Files into FANTOM

File Format FANTOM Response

Delimited (csv, dsv, log, txt) Displays the Choose Importer dialog box. After you select
the type of import (CSV or Email), FANTOM displays the
Template Selection dialog box where you can create a
new or select an existing FANTOM template

Excel (xls, xIsx) Displays the Choose Importer dialog box. After you select
the type of import (Excel or Research for Open Research),
FANTOM displays the Template Selection dialog box where
you can create a new or select an existing FANTOM
template

GraphML Displays the Classification Editor where you can specify the
classification for your data. Then, FANTOM opens the
GraphML or XML file

Legacy Session File Directly opens a FANTOM 2.8.5 or eatrlier session file

Email (eml, pst, mbox, msg, ost, | Displays the Mime Importer dialog box where you can

txt) select or deselect the Add Email to IP Address Relationship
option
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File Format FANTOM Response
PCAP Displays the PCAP Importer dialog box where you can

select either the Import Raw PCAP Data or Import
Aggregate TCP PCAP Data option

Session File Directly opens a FANTOM 3.0 or later session file

Saving FANTOM Data
(U) FANTOM lets you save your work in the following ways:

¢ (U) File > CSV Exporter — Saves all of the data from the tables but does
not save the appearance of the graph in CSV format. See “Exporting
FANTOM Data to a Delimited File”

¢ (U) File > Session File - Save saves the graph and table data, plus it

saves the view position on the graph, and the filters. See “Saving a
EANTOM Session”

¢ (U) Highlight data in any FANTOM table, press CTRL+C to copy, go to a
spreadsheet or word processor window and press CTRL+V to paste.

Exporting FANTOM Data to a Delimited File
(U) The CSV Exporter produces a comma-separated value file that
spreadsheet programs such as Excel can import. The content merges the
Node Table and the Edge table. FANTOM can import the resulting file with
the Delimited file importer. However, the graph layout and other things
related to the display form will be lost.

Note: (U) Exported CSV files are not intended for re-import into
FANTOM. It has no mechanism for saving filters or filtered
information. If you want to save everything, including currently
filtered data, be sure to turn off any enabled filters first. Saving a
session is the best way for you to save everything including filters,
node icons, and so on. CSV files that you have exported from
FANTOM can be imported, but it requires the template creation
process described above. Saving a session is simpler and saves
everything.

(U) To export FANTOM data:
1.  (U) Choose File > CSV Exporter or click the CSV Exporter tool
button ().

(U) A standard Save dialog box displays (Figure 2-30).
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Figure 2-30: (U) Save dialog box

2. (U) Specify the filename to use in the File name text box, or accept the
default, and then click Save.

Caution: (U) If filters are enabled, the CSV Exporter exports only the
filtered graph and not the full graph data set. If you want to save all the data,
either disable the filters or use Save Session.

Saving a FANTOM Session
(U) When you save a session, FANTOM saves the current state of your
FANTOM session including the graph, tables, filters, view (or camera)
position, the results of analytics in the tables, including the colors of nodes,
position of nodes, viewpoint position, and results of filtering.

(U) The selection and labeling of nodes is saved, as are the sizes of windows
and the formatting of tables (where you can deselect columns for display
and change the displayed width of columns).
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Table 2-2: (U) Evolution of FANTOM Session Files

FANTOM Session File Active in FANTOM Version Description
* fsa and a related FANTOM version 2.7.4 or eatrlier A FANTOM *.fsa file held the filters,
fsa folder camera views, and similar

characteristics. Each .fsa file should
have a companion fsa folder,
which FANTOM placed in the same
location as the .fsa file. The fsa
folder contains resources like node
icon graphic files and a .graphml
file. The .graphml file contains the
actual graph.

To open a FANTOM .fsa file in
FANTOM 3.0 or later, open the .fsa
folder and drag the *.graphml file
to the Controller or 3D Viewer
windows. FANTOM 3.0 does not
currently support conversion of the
.fsa file, so you will need to
recreate any filters.

*fsaz FANTOM 2.8.0to 2.8.5 A FANTOM *.fsaz session file is a
compressed file that contains the
FANTOM fsa file and its associated
resources.

FANTOM 3.0 can open *.fsaz files.

*.session FANTOM 3.0 and later FANTOM 3.0 introduces the .session
file format for its session files.

(U) To save a FANTOM session:

1.  (U) Choose File > Session File - Save or click the Save Session tool
button ().

(U) A standard Save dialog box displays (Figure 2-31).
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Figure 2-31: (U) Save dialog box

2. (U) Accept the default filename, or change the filename (the portion
left of the .session file extension) in the Save As text box to something
meaningful to you.

Note: (U) Keep the .session file extension intact or completely remove it;
otherwise, FANTOM cannot correctly save your session. FANTOM
version 2.8.5 or earlier saved sessions using the *.fsaz file extension.
You can drag and drop these files into FANTOM 3.0 to open them
and then resave a new session in the new file format.

3. (U) Click Save.

Saving a Screenshot of Your Graph
(U) FANTOM offers a command to let you save a screenshot of the graph
you are viewing in the FANTOM Graph Viewer window.

(U) To save a screenshot of your graph:
1.  (U) Choose the Graph > Save Screenshot command.

(U) A standard Save dialog box displays (Figure 2-32).
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Figure 2-32: (U) Save dialog box

2. (U) Accept the default filename, or change it to something that
reminds you of the screenshot’s contents.

3. (U) Select type of file and then click the Save button.
(U) The available file types are:

¢ (U) JPG Image — JPG is short for JPEG (Joint Photographic
Experts Group). This compressed, LOSSY image file type was
defined jointly by the ISO and ITU-T. LOSSY image compression
means some quality may be lost.

¢ (U) PNG Image (*.png) — PNG (Portable Network Graphics) is a
compressed bitmap image file format widely used on the Internet
and intranets. Like BMP, you can open, view, or edit these
compressed bitmap image files using Microsoft Paint. PNG was
approved by the Worldwide Web Consortium as a patent and
license-free replacement for the GIF file format.

¢ (U) Bitmap Image (*.bmp) — BMP is the standard uncompresse3d
bitmap image file format used with Microsoft Windows-based
computers. You can open, view, or edit these bitmap image files
using Microsoft Paint (click Start > Programs > Accessories >
Paint) or other graphics applications if they are available to you. If
you ZIP a BMP image, the ZIP form of compression will noticeably
reduce the document’s file size.
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Table 2-3: (U) Image file sizes at 2560 x 1581 pixels

Image File Type 2560 x 1581 Pixel Image File Size
JPG 209 KB
PNG 227 KB

BMP as saved by FANTOM | 11.5 MB

BMP Zipped 263 KB

Copying and Pasting Table Data into an External File
(U) FANTOM lets you copy and paste data from the Controller table into an
open document file, such as a word processing or spreadsheet document.

(U) To copy data into another application:

1. (U) Drag up or down and left or right to highlight one or more rows
and columns of data in the FANTOM Controller window’s table.

(U) FANTOM changes highlighted table cells to navy blue with
reversed text in white (Figure 2-33).

Figure 2-33: (U) Highlighting data in the Controller window

=101x]
File Edit View Datsbases Graph Analytics Layouts Reports Help
ICIEEEICEEEICN S
UNCLASSIFIED
Node Table | Edge Table | Mult-Edge Table | Filter Table |
Selected Labeled Icon Type Case Account |
[ni r X non-target lloyd_cannon@mai.... ﬁ!
- r o] target UT-12345 rick_simpson@mail....
r r % non-target ledgar_long@mail.com
r - % non-target leleanor_coates@m. ..,
r r % non-target \gibert_adkins@mail. ..
(] r X non-target lhally_stone @mail.com
[mi r X non-target Inatalie_goldstein@...
] r P non-target allen_teague@mail. ...
(Bl r % non-target lglen_fleming@mai....
m r % non-target foyd_schroeder@m. ..
r r % non-target wesley_teague@m...
- - ] non-target lphiip_barefoot@ma. ..
- r X non-target lvickie_wolfe@mail.c...
(] r X non-target paul_yates@mail.com
r r X non-target ray_tiley @mail.com
] r P non-target iallen_wiliams @mail.....
[N} - % non-target [slison_adams@mail..
r r % non-target peggy_schroeder @...
r - * non-target richard_pritchard@...
- - iscott_hoyle @mail.com ] non-target lscott_| il.com
- r lucile_arnold@mail.... X non-target lucile_arncld@mail....
r r 2580 diane_elington @ma... X non-target diane_elington@ma. .
r r 21148 idaire_townsend@m... X non-target idlaire_townsend@m. ..
m - 2977Q dean_leach@mail.com X non-target dean_leach@mail.com
[l [l 310X imarcia_patel@mail.... % non-target Imarcia_patel@mail....
r r 40992 (frederick_chen@ma... % non-target (frederick_chen@ma. ..
- - jenny_bailey@mail.... & non-target jenny_bailey@mail....
- r lesiie_ariffin @mail. com X non-taraet lesiie_ariffin@mail.com

N: 4548 / E: 9148 / M: 4573

Selected N: 0 /E: 0

2. (U) Choose the Copy command by pressing the CTRL+C keys.

3. (U) Open another application’s document and place the cursor where
you want to paste the FANTOM data.

4.  (U) Choose the Edit > Paste command (or press CTRL+V).
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Exporting FANTOM Data to a Goog’le Earth KML File
(U) If your data set includes IP addresses, you can use the GeolP Local
command to obtain the longitude and latitude plus other selected
information. Once you have the Longitude and Latitude, you can use the
KML Exporter command to create a .KML file which can be dragged and
dropped into Google Earth to see the geographical location of the IP
addresses.

To export FANTOM data to a Google Earth .KML file:

1.

(U) Verify that your IP data set has latitude and longitude columns, or
use the Databases > GeolP Local command to obtain these values.

(U) Choose File > KML Exporter (GoogleEarth) or click the KML
tool button ().
(U) FANTOM displays a standard Save dialog box.

Figure 2-34: (U) Save dialog box

(U) Type a filename and click Save.

(U) Start Google Earth and then drag/drop the .kml file into the open
Google Earth window.

(U) Google Earth places the placemarks into the Places pane’s
Temporary Places folder (Figure 2-35).
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Figure 2-35: (U) Example of Google Earth with exported FANTOM data

Opening a FANTOM Session

(U) After you save a FANTOM session, you can reopen it to resume your
work. FANTOM can open either the original FANTOM session file format
(*.fsa) or the current compressed FANTOM session file format (*.fsaz).

(U) To open a FANTOM session:
1.  (U) Choose File > Session File - Open or click the Open Session tool
button ( ).

(U) A standard Open dialog box displays (Figure 2-36).
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Figure 2-36: (U) Open dialog box

2. (U) Select a session file with a .session file extension and click Open.

Querying a Database
(U) FANTOM lets you connect to an Oracle, MySQL, PostgresSQL, or SQL
Server database to access the data it contains using the Databases >
Database Importer command.

Note: (U) You can open multiple data sets in FANTOM using the Import
and Databases commands to cross-correlate point-to-point
connections across these data sets. The only limit to the amount of
data you can access is how much RAM is available on the computer
where you are running FANTOM.

(U) This section explains how you can query a database that has an existing
template, which the Advanced Visualization Team has probably created for
you. In FANTOM, templates specify what data to use and how it should be
presented.

(U) To access a database:
1.  (U) Choose Databases > Database Importer.

(U) The Database Connection dialog box displays (Figure 2-37).
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Figure 2-37: (U) Database Connection dialog box

() Database Connection =]
rConnection Information
Database Type:
Database URL: IH ffmy.server
Database Name: I
User ID: I [T |Use Windows Authentication
Password: I [~ Use 5L
Connect Disconnect |
~SGOL Command
Clear | Submit |
~Results
Import | Close |
2. (U) Specify the following database connection information, and then

click the Connect button:

¢ (U) Database Type — Choose MySQL, Oracle, PostgreSQL or
SQL Server.

¢ (U) Database URL — Type the name of the database in the
following format:

@ (U) Oracle — @<server_name>:<port_number>

¢ (U) MySQL - //<server_name>

¢ (U) PostgreSQL — //<server name>/<host:port>/
& (U) SQL Server — //<server_name>:<port_number>

¢ (U) Database Name — Enter the name for this database in this text
box.

¢ (U) User ID and Password — Supply your database user name and
password.

¢ (U) Use Windows Authentication — This check box is only
available when you choose SQL Server. It uses your current

logged in user credentials to authenticate you (disables the User
ID and Password fields).
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¢ (U) Use SSL — This check box is only available for PostgreSQL and
MySQL database types. You should use it if the database requires a

Secure Socket Layer (SSL) connection to authenticate.

Figure 2-38: (U) Example of a database connection established

() Database Connection - ol x|
rConnection Information
Database Type: IMySQL ;I
Database URL: Ifﬂocalhosh"enron ffmy.server
Database Name: Ienrnn
User ID: Irooﬂ I | Use Windows Authentication
Password: I I~ UsessL
Connect | Disconnect |
~5QL Command
Clear | Submit |
~Results
Import Cloze |

(U) Type a SELECT command in the SQL Command text box that
defines the information to retrieve from the database (see example in

Figure 2-39).
(U) Click the Submit button.
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Figure 2-39: (U) Example of submitted SELECT command

(U) Data that matches the SELECT command you typed displays in
the Results table.

5.  (U) Click the Import button.
(U) The Template Selection dialog box displays.
Figure 2-40: (U) Template Selection dialog box

Template Selection x|
Input Files
C:\Users\bmeier \Desktop\FANTOM undass data\addresses.csv
Template Files
Mew | Load | Edit | Delete | oK

6.  (U) Do one of the following:

¢ (U) Click the New button if there is not yet a template for the file
you are importing.
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(U) FANTOM displays a Save dialog box where you can provide a
filename for the new template and then define template settings.
See Chapter 12, “Creating Import Templates.”

(U) Click the Load button if a template file exists for the file you
are importing.

(U) FANTOM displays an Open dialog box where you can select
an existing template. After you select a template file and click
Open, FANTOM adds the full path to the Template Files text box.

7. (U) Click OK in the Template Selection dialog box.

(U) The CSV Importer dialog box displays.

() CSV Importer

Files to import

Figure 2-41: (U) CSV Importer

Input Source Template File

C:YUsers\bmeier \Desktop\FANTOM undass data'addr... [C:\Users'bmeier \Desktop\FANTOM unclass data'addr...

Import More Files | Delete Process CSV Import

8.  (U) Do one of the following:

*
*

*

(U) Click Import More Files to select more data files to import.

(U) Select a file in the Files to import list and click Delete to
remove that source from your import list.

(U) Click Process CSV Import to begin importing data.

(U) The Classification Editor dialog box displays (Figure 2-14).
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Figure 2-42: (U) Classification Editor dialog box

() Classification Editor x|

Classification Caveats

UNCLASSIFIED

oK | Cancel |

(U) You must choose a Classification level before you can continue.
9.  (U) Select Classification options and then click OK.

(U) The data displays in the FANTOM Controller and 3D Viewer
windows.

Finding Text in the Controller Window
(U) In FANTOM, you can find text in the Controller window.

(U) To find text:
1.  (U) Click any cell in the Node, Edge, Multi-Edge, or Filter tables.
2. (U) Press CTRL+F.
(U) The Find dialog box displays (Figure 2-43).
Figure 2-43: (U) Find dialog box

BT X
Bnd: [

[~ Case sensitive
I~ Wrap Search
[~ Backward

e |

3. (U) Type the text to find and select any of the options:

¢ (U) Case Sensitive to require a match by upper or lower case for a
search string to be found.
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¢ (U) Wrap Search to continue the search from the top or bottom of
the table once one end or the other is reached.

¢ (U) Backward search to change the direction of the search.

4.  (U) Click the Find button repeatedly to go from one result to the next.
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Performing’ Queries

(U) This chapter contains step-by-step procedures for:
¢ (U) Querying a Database

¢ (U) Getting GeolP Information with GeolP Local

Querying a Database

(U) FANTOM lets you connect to an Oracle, MySQL, PostgresSQL, SQL
Server, or SQLite database to access the data it contains using the
Databases > Database Importer command.

Note: (U) You can open multiple data sets in FANTOM using the Import
and Databases commands to cross-correlate point-to-point
connections across these data sets. The only limit to the amount of
data you can access is how much RAM is available on the computer
where you are running FANTOM.

(U) This section explains how you can query a database that has an existing
template, which the Advanced Visualization Team has probably created for
you. In FANTOM, templates specify what data to use and how it should be
presented.

(U) To access a database:
1.  (U) Choose Databases > Database Importer.

(U) The Database Connection dialog box displays (Figure 3-1).
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Figure 3-1: (U) Database Connection dialog box

L=

~Connection Information

Database Type: |[Gi%

SOl

Database URL: Iff

ffmy.server

Database Name: I

User ID: I

[~ Use Windows Authentication

Password: I

[~ UsessL

Connect Disconnect |

SQL Command

Clear Submit Cancel

~Results

Column Delimeter: I,

Import | Close

2. (U) Specity the following database connection information, and then
click the Connect button:

¢ (U) Database Type — Choose MySQL, Oracle, PostgreSQL, SQL

Server,

or SQLite.

¢ (U) Database URL — Type the name of the database in the
following format:

# (U) Oracle — @<server_name>:<port_number>

(U) MySQL - //<server_name>

(U) PostgreSQL — //<server name>/<host:port>/

4
4
& (U) SQL Server — //<server_name>:<port_number>
4

(U) SQLite — <standard path to database location>

4 (U) Database Name — Enter the name for this database in this text

box.

¢ (U) User ID and Password — Supply your database user name and
password.

¢ (U) Use Windows Authentication — This check box is only
available when you choose SQL Server. It uses your current
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logged in user credentials to authenticate you (disables the User
ID and Password fields).

¢ (U) Use SSL — This check box is only available for PostgreSQL and
MySQL database types. You should use it if the database requires a
Secure Socket Layer (SSL) connection to authenticate.

Figure 3-2: (U) Example of a database connection established

3. (U) Type a SELECT command in the SQL Command text box that
defines the information to retrieve from the database (see example in

Figure 3-3).
4.  (U) Click the Import button.
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Figure 3-3: (U) Example of submitted SELECT command

Database Connection o =] 5
~Connection Information
Database Type: IMySQL LI
Database URL: I,fﬂocalhost.’enrcn fimy.server

Database Name: Ienron

User ID: Iroot I™ Use Windows Authentication

Password: I I~ UsessL

Connect Disconnect |

~5QL Command

Clear Submit Cancel

Results

Column Delimeter: I, Impart | Close |

(U) Data that matches the SELECT command you typed displays in

the Results table.
(U) Click the Import button.

(U) The Template Selection dialog box displays.
Figure 3-4: (U) Template Selection dialog box

x

Input Files

C:\Users\bmeier\Desktop\FANTOM undass data'\addresses.cav

Template Files

Mew Load Edit Delete QK
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6.  (U) Do one of the following:
¢ (U) Click the New button if there is not yet a template for the file

you are importing.

(U) FANTOM displays a Save dialog box where you can provide a
filename for the new template and then define template settings.
See Chapter 12, “Creating Import Templates”

¢ (U) Click the Load button if a template file exists for the file you
are importing.

(U) FANTOM displays an Open dialog box where you can select
an existing template. After you select a template file and click
Open, FANTOM adds the full path to the Template Files text box.

7. (U) Click OK in the Template Selection dialog box.
(U) The CSV Importer dialog box displays.
Figure 3-5: (U) CSV Importer

CSV Importer 1'
Files to import
Input Source I Template File

C:\Users'bmeier\Desktop\FANTOM unclass dataltwo-... |C: \Users\bmeier \Desktop FANTOM undlass data'two-... |

Import More Files | Delete Process CSV Import

8.  (U) Do one of the following:
¢ (U) Click Import More Files to select more data files to import.

¢ (U) Select a file in the Files to import list and click Delete to
remove that source from your import list.

¢ (U) Click Process CSV Import to begin importing data.
(U) The Classification Editor dialog box displays.
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Figure 3-6: (U) Classification Editor dialog box

Classification Editor x|
Classification Caveats
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= |
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(U) You must choose a Classification level before you can continue.
9.  (U) Select Classification options and then click OK.

(U) The data displays in the FANTOM Controller and 3D Viewer
windows.

Getting GeolP Information with GeolP Local

(U) FANTOM provides a GeolP Local service that uses the Max Mind
geographic data set. You need to obtain a license from the corporation at:

http://www.maxmind.com

(U) Periodically, the Max Mind data must be updated. It includes the
following files: GeoIPCity.dat, GeolPDomain.dat, GeoIPISP.dat,
GeolPOrg.dat, and GeolPSpeed.dat.

(U) FANTOM provides GeolP Local preferences to show you information
about these files. It also lists the version of the GeolP Local Analytic in the
Help > About message box (see “About” on page 1-9).

(U) If the MaxMind GeolP files are not found at the location specified in
your GeolP Local Analytic Preferences, FANTOM displays a message to let
you know when you choose this analytic. You can view or change the path
by choosing Edit > Preferences and choosing GeolP Local. You can obtain
the MaxMind files and copy them to the default, or another, location
specified in preferences.

To get GeolP information about IP addresses in your data set:
1. (U) Choose Databases > GeolP Local.

(U) The GeolP Local dialog box displays (Figure 3-7) if the MaxMind
files are found at the location specified in GeolP Local preferences.
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Figure 3-7: (U) GeolP Local dialog box

() GeoIP Local == ]
Source Attribute:
Node: ID ;I
Graph Attribute
Latitude I
Longitude T
Country Code I
Country Name I
Region Code I
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City I
Postal Code i
Metro Code i
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Domain i
Qrganization I
Internet Service Provider I
Met Speed I
selectal | Clearal |
POk I Apply | Can... |

2. (U) Select the node in the Source Attribute menu and Graph
Attributes to use, and then click OK.

3. (U) FANTOM adds columns matching the selected Graph Attributes
to the table in the Controller window (Figure 3-8).

Note: (U) If the check boxes are dimmed, verify the path to the MaxMind
data is correct in the GeolP Local Analytic preferences component.
Choose Edit > Preferences, select GeolIP Local from the Plug-in
menu. You can expand the dialog box to more easily read or change
the path by dragging the bottom right corner of the dialog box.
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Figure 3-8: (U) GeolP results example with GeolP values added to Node Table; the GeolP
Local columns are each prefaced with LMM-
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Customizing the Grapll and
Controller

(U) FANTOM offers several ways to customize the appearance of
information in the Controller and 3D Viewer windows.

(U) After you access data, the Controller window displays information
about that data in tables in the Node Table, Edge Table, and Multi-Edge
Table tabs. The same information is shown graphically in the 3D Viewer
window.

(U) This chapter explains the following options:
¢ (U) Showing and Hiding Columns

(U) Resizing Columns

(U) Sorting Columns

(U) Setting and Clearing Colors

(U) Labeling a Node

(U) Configuring Labels

* 6 O O o o

(U) Clearing Graph Information
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Showing and Hiding’ Columns

(U) To show or hide a column, right-click the Column Display button ( [**/)
and choose a column name from the list. Columns with check marks will be
hidden when you choose them; columns without check marks will be shown
when you choose them.

Figure 4-1: (U) Column display button and menu

- ol x|
\ (e} 1. Click the Column Display
i NOFORN/FISA / button
Label ¥1 Color Icon [
WF | v Horizontal Serol
Ll 1 Pack All Columns
Tier 6 — ,
TER 6 R vz::‘::dmwum" 2. Choose a column title to
| i i
j‘ms v Labeled — show or hide it (check marked
| .
Texas | A columns are shown in the table
al
= I and non-check marked columns
| .
Stone Mountain | ¢ " are hidden
st [ 7
IC!I‘

Resizing Columns

—~~

U) To change the width of columns in the Controller table, do one of the
following:

L 2

(U) Point at a vertical bar between two column titles; when the Arrow

pointer changes to the Resize pointer ( + ), drag the vertical bar left or
right to resize the two columns that share this border.

Figure 4-2: (U) Drag a vertical bar to resize the two columns that share this border

Node Table | Edge Table | Multidge Table | Filter Table |
Selected Labeled ++ Label

dean_|utz@mail. com

alex_may @mail.com

|l

francs_mcnamara @mail.com
jeanette_montgomery@mail.com
roy_wagner @mail.com

teresa_hardy@mail.com
troy_sawyer @mail.com
gary_weinstein@mail.com

jeanne_crabtree @mail.com

alice_garrett@mail.com

sherry_crabtree @mail.com

e

o |

randy_barry@mail.com

FBI FANTOM Version 3.1.3 UNCLASSIFIED 4-2



UNCLASSIFIED

FANTOM User’s Guide

March 2016

¢ (U) Click the Column Display button ( | ) and choose the Pack All
Columns command (Figure 4-3). FANTOM makes each column slightly
wider than the widest entry in that column.

Figure 4-3: (U) Pack All Columns command
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SL

Sorting Columns

v Horizontal Scroll
Pack All Columns
Pack Selected Column

v Selected

' Labeled

v 1D

' Label

v Calor

v Icon

I

(U) FANTOM lets you sort multiple columns in the Controller window’s
Node Table, Edge Table or Multi-Edge Table.

(U) To sort multiple columns:

1. (U) Click a column title until the sort order you prefer is indicated.

(U) The sort indicator toggles between the following three settings:

¢ (U) Ascending sort order &1

¢ (U) Descending sort order ¥
4 (U) Unsorted

2. (U) Hold down the SHIFT key while selecting another column title.

(U) FANTOM displays another sort indicator ( 42 ) incremented by one
from the previous sort column. It toggles between ascending, descending,
and unsorted.
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Figure 4-4: (U) Example of multiple column sorting

i =1olx|

MNode 1 &l MNode 2 &2
alex_may@mail.com |alan_meadows@...
alex_may@mail.com |albert_brock@mail....
alex_may@mail.com |albert_jain@mail.c...

Setting a Node's Icon in the Controller

(U) FANTOM version 2.8.0 and earlier provided a collection of node icons
designed to help you easily distinguish them when working with massive

data sets where nodes in the Graph Viewer window are very small or
overlapping.

Figure 4-5: (U) FANTOM node icons — main categories

Figure 4-6: (U) Original FANTOM node icons

(U) FANTOM version 2.8.1 and later offers greater flexibility by providing

more node icon collections, such as targets, social media, FBI Most Wanted
Terrorists, financial, people, case IDs, alias, and so on.
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Figure 4-7: (U) Case ID node icons

Figure 4-8: (U) FBI Most Wanted Terrorist node icons (from FBI public internet site)
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Figure 4-9: (U) Social Media node icons

FBI FANTOM Version 3.1.3 UNCLASSIFIED 4-6



UNCLASSIFIED
FANTOM User’s Guide March 2016

(U) You can also select other PNG file images to use as node icons. If you
obtain your own .png images, resize, crop, or trim them—use the Windows
Paint application to do this—so they have one of the following dimensions
(in pixels):

® 64x64
¢ 32x32

Note: (U) Be careful about the image size of png files you use as node icons.
The larger the file size, the longer it takes for FANTOM to repaint
the images in its Controller table and Graph Viewer.

(U) To select a node icon:

1.  (U) Go to the Nodes tab in the Controller window and select one or
more rows.

2. (U) Do one of the following:
¢ (U) Double-click a node icon or icon placeholder ([1).
¢ (U) Right-click an icon or icon placeholder and choose Set Icon.
(U) The Select a Node Icon dialog box displays (Figure 4-5).
Figure 4-10: (U) Select a Node Icon dialog box

Click the plus button to add a new icon palette
enter a name, and select a directory of files \

l

Select one or more node icons, right-click

Double-click one node’s Icon box and choose Set Icon and the expanded
and the simple Select A Node Icon select A Node Icon dialog box displays;
dialog box displays; your selection your selection changes the node icons
changes only the node icon you for all the node icons highlighted in the
double-clicked node table
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3. (U) Locate and select a node icon image (a .png file).

4.  (U) (Expanded dialog box only) Select whether the icon should apply
to the highlighted rows or to rows based on an exact Value you specify
for an Attribute Name in the Node Attributes Filter section.

5.  (U) Click OK.
(U) FANTOM does one of the following:
¢ ((U) Adds the icon to the icon box you double-clicked.
@ (U) Adds the icon to the selected node icons.
¢ (U) Adds the icon to nodes that meet the criteria you specified.

(U) FANTOM also applies the node icon to the corresponding nodes
in the Graph Viewer window.

Figure 4-11: (U) Example of a terrorist target node icon applied

Setting and Clearing’ Colors

(U) You can set a node and edge color for one or more of the selected
objects to help you more easily identify them in a graph. Multi-edges are
colored based on the colors of the edges that comprise them. FANTOM also
lets you clear colors.

Note: The colors you select for edges automatically color the
corresponding multi-edges. If you set different colors for one multi-
edge, the multi-edge changes to the first manually set color. If you
change the color for all edges in a multi-edge, FANTOM changes the
multi-edge to the new color.
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Table 4-1: (U) Ways to Color Nodes, Edges, and Multi-Edges

What to Color Command Color Selection Method

Nodes or Edges | Double-click a Color box in Color palette selection

corresponding table

Nodes or Edges | Source to Destination Path Analytic Optionally sets Node color and
Edge color to the color you select
(red is the default)

Edges Colorizer Analytic Color by rule

Edges Link Cluster Layout Color Edges check box colors by
cluster

Edges Attribute Colorizer Color by cluster attribute

Nodes Articulation Points Analytic Colors nodes red that are
articulation points

Nodes Betweenness Analytic Colors nodes by betweenness
level: red - highest; yellow - near
highest; green - all other nodes

Nodes Colorizer Analytic Color by rule

Nodes Choose Graph > Clear Node Colors. Clears all node colors

See Clearing Node Colors.

Nodes Reciprocated Links Analytic Highlight Nodes check box sets
Color to red for nodes with
reciprocated links

Nodes Tiered Layout Colors nodes by Tier level and
unrelated

Setting Node Colors

(U) To set the color of one or more nodes:

1. Do one of the following:

4 (U) Double-click the Color swatch of a node in the Controller
window and go ahead to Figure 4-14.

Figure 4-12: (U) Color swatches in Node Table

¢ Each node has a Color swatch that you can
set; this color is applied to the node in the
3D Viewer table and is visible if the node
is deselected

Or:
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¢ (U) Select one or more nodes or highlight rows in any column of
the Node Table to identify the nodes whose color you want to set.

2. (U) Right-click in either window and choose Set Color.
Figure 4-13: (U) Right-click to display the shortcut menu

File Edit View Databsses Graph Analytics Layouts Reports Help
™ — 3
2| a7 Ihcj|
Label Color
255.255.255.255 [ ]
[mj 74.125.47.136 [ ]
[N 74.125.47.104 [ ]
C 224.0.0.252 [ ]
r 224.0.0.251 I
[mj 56.102.7.102 [ Help
r 207 45.216.54 [
] 53.97.94.66 [ Merge Nodes
C 53.97.94.51 [ Ummergetiodes
.97.94. | Show Merged Contents
r Select Nodes 63.97.94.11
[ Select Edges » 192,168, 1.98 Filter Nodes
ul Display Label DT Filter Other Nodes
[ r e 192.168.1.236 [ ]
r [ S I TR R [E—1
[m] ™ DeselectNodes 192.168.1.230 [ Set Icon
r " Deselect Edges 132.168.1.226 [
Select Neighb
i ™ hidelabel 192,168, 1.224 [ = ec ieanbors
C | mmuim [— sefect hidren
- r Merge Nodes 192.168.1.221 | Select Parents
[ (] Unmerge Nodes 192.168.1.218 ] Deselect All
[l r Show Merged Contents 192,168.1.217 ] SelectEdges
192.168.1.213 I
i r Filter Nodes F Deselect Edges
r I | ———— 192.168.1.210 [
r r e 192.168.1.207 ] Show/Hide Labels
r r 192.168.1.206 1 Modify Labels
- T setlon 192.168.1.204 [ Analytics
- T — mIESTAT 192181201 | Lot
i r 206.33.57.126 206.33.57.126 | —— il
[l - 169.254.228.139 169.254.228.139 I
C r 192.168.1. 181 192.168.1.181 [ ]
[l r 74.125.159.149 74.125.159.149 ]
C r 74.125.158.136 74.125.159.136 [
N: 46 [E: 1537 /M: 56 Selected N: 0 fE: O |

(U) The Choose a Color dialog box displays (Figure 4-14).

Figure 4-14: (U) Choose a Color dialog box — Swatches pane
x|

sv | HsL| Res | cmvk |

Recent:

Preview
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3. (U) Select a color from any of the color model tabs (Swatches, HSV,
HSL, RGB, or CMYK).

(U) In addition to the Swatches pane, FANTOM provides the HSV
(Hue, Saturation, Value), HSL (Hue, Saturation, Lightness) (Figure 4-
15) RGB (Red, Green, Blue) (Figure 4-17), and CMYK (Cyan,
Magenta, Yellow, Black) tabs if you prefer setting the node color using
one of these color selector options.

Figure 4-15: (U) Choose a Color dialog box — HSV tab

Figure 4-16: (U) Choose a Color dialog box — HSL tab
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Figure 4-17: (U) Choose a Color dialog box - RGB tab

Figure 4-18: (U) Choose a Color dialog box - CMYK tab

4., (U) Click OK.

(U) FANTOM adds the color you selected to the Color swatch of each
highlighted or selected node. It also applies the color to node icons in
the 3D Viewer window.

5. (U) Deselect any selected nodes to reveal the color you set.
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Figure 4-19: (U) Example of a colored node

Clearing’ Node Colors
To clear node colors, choose Graph > Clear Node Colors.

Lal)eling a Node
(U) The fastest way to show the label for a node is to select the Labeled
check box for that node in the Node Table. You can also show labels for
multiple nodes.
Note: You can edit the text of a node’s Label. See “Editing a Node Label” on
page 6-19.

(U) To show labels for multiple nodes:

1. (U) Select one or more nodes or highlight rows in any column of the
Node Table to identify the nodes whose labels you want to show in the
3D Viewer window.

2. (U) Right-click in either window and choose Display Label
(Controller window) or Show/Hide Labels (3D Viewer window).

(U) FANTOM places the node’s Label by the node in the graph, as
shown in Figure 4-20.
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Figure 4-20: (U) Show node labels

Config’uring’ Labels

(U) FANTOM lets you define which Node Table column values should
display in node labels in the 3D Viewer window.

(U) To configure labels:

1. (U) Right-click anywhere in the 3D Viewer window to display the
shortcut menu.

2. (U) Choose the Modify Labels command.
(U) The Configure Labels dialog box displays.
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Figure 4-21: (U) Configure Labels dialog box

3. (U) Do any combination of the following:

# (U) Select one or more of the titles in the Available Columns list
and click the Add >> button.

® (U) Select one or more of the titles in the Displayed Columns list
and click the << Remove button.

¢ (U) Click the Reset Columns button to only display the Label
value.

Note: (U) To rearrange columns displayed in labels, you can remove all the
columns and then add them in the order you want them to display.
To do this, click the Displayed Columns list, select all (press
CTRL+A), and then click << Remove to move them to the Available
Columns list. Then, add the column titles in the order you prefer.

4., (U) Click Save when you finish.

(U) FANTOM changes the label format to include the columns of data
you selected.

Clearing’ Grapll Information
(U) To clear the graph choose Graph > Clear Graph and click Clear Graph.
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Navigating in FANTOM

(U) FANTOM offers several ways to move around in the Controller and 3D
Viewer windows.

(U) After you access data, the Controller window displays information
about that data in tables in the Node Table, Edge Table, and Multi-Edge
Table tabs. The same information is shown graphically in the 3D Viewer
window.

(U) This chapter explains the following navigation options:

¢ (U) Zooming the Camera In and Out

U) Rotating the Graph

¢ (U
® (U) Resetting the Graph View
¢ (U)
¢ (U)

U) Centering on the Graph

U) Zooming In and Out on Graphs in Report Windows

Zooming the Camera In and Out
(U) To zoom the camera in, scroll the small middle mouse button forward.

(U) To zoom the camera out, scroll the middle mouse button back.

(U) Press the ALT key while scrolling the middle mouse button forward or
back to zoom in or out on the selected nodes in the 3D Graph Viewer
window.
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Figure 5-1: (U) Zooming the Camera in and out

Zoom In (scroll forward)

Zoom Out (scroll back)
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Cl‘langing the Graph Orientation

(U) In FANTOM, you can rotate the graph in three dimensions (3D) turning
it 360-degrees in the 3D Viewer window. You can also reset the orientation.

Rotating the Grapll
(U) To rotate the graph, hold down the middle mouse scroll wheel and then
drag the mouse in any direction.

Resetting the Graph View
(U) To reset the Graph View to its original position, click the Reset Graph
View tool button () (or choose View > Reset Graph View).

Figure 5-2: (U) Resetting the Graph View example

Starting position after rotating results of Reset the Graph View moves to the original
Tiered Layout orientation while retaining the layout
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Centering on the Grapll

(U) To center on the graph, click the Center on Graph tool button () (or
choose Graph > Center on Graph).

Figure 5-3: (U) Centering on the graph

Starting position after resetting the Center on Graph puts the graph in the
Graph View center of the window

Zooming In and Out on Graphs in Report Windows

(U) While working with a Report, you can zoom in or out on the graph at
the top of the dialog box.

(U) To zoom in, drag right across the graph.
(U) To zoom out, drag left across the graph.

Figure 5-4: Zooming in and out
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Worlzing’ with Nodes, E(lg’es and
Multi-E(lg’es

(U) FANTOM lets you work with nodes, edges, and multi-edges as
explained in the following topics:

& (U) Selecting Nodes

® (U) Selecting Individual Nodes in the Controller Window

® (U) Selecting Multiple Nodes in the Controller Window

¢ (U) Selecting Nodes by Relationship

# (U) Selecting the Parents of Selected Nodes
® (U) Selecting the Children of Selected Nodes

® (U) Selecting the Neighbors of Selected Nodes
(U) Selecting Only One Data Set’s Nodes

4
# (U) Selecting Nodes from a Bulk List

U) Deselecting Nodes

U) Selecting Edges or Multi-Edges

U) Deselecting Edges or Multi-Edges in the Controller window

U) Moving Nodes in a Graph
U) Merging Nodes

U) Viewing the Contents of a Merged Node

U) Unmerge a Merged Node
U) Editing a Node Label

® & 6 6 6 O o o

(
(
(
(
(
(
(
(
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Selecting Nodes

(U) You can select nodes in the following ways:

@ (U) Selecting Individual Nodes in the Controller Window

® (U) Selecting Multiple Nodes in the Controller Window

¢ (U) Selecting Nodes by Relationship

Selecting’ Individual Nodes in the Controller Window
(U) You can easily select individual nodes in the Controller window.

(U) To select individual nodes in the Controller window:

1.  (U) Select the Controller window and make sure the Node Table tab is
active.

2. (U) Click the Selected check box ( @) beside a node to select it.

(U) FANTOM fills the Selected check box with a smaller black box
and places a red selection rectangle around the node in the 3D Viewer

window (Figure 6-1).

(U) Selecting nodes in the Controller window works best when you
want to select nodes based on attributes that are not easily seen in the
graph—such as when you want to select a node by name in a large
graph.

Tip: (U) You can sort the Node Table by clicking any of the column titles.
This can make it easier to locate particular nodes in large tables.
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Figure 6-1: (U) Selecting nodes in a graph

Fle Edit View Databases Graph Analytics layouts Reports Help
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Selecting’ Multiple Nodes in the Controller Window
(U) In some cases, selecting multiple nodes may be easier using the
Controller window table. After you select entries in the Node, Edge, or
Multi-Edge tables in the Controller window, you can Copy the information.
Then, Paste it from the Clipboard into another application, such as a

spreadsheet or word processing document.

(U) To select multiple nodes in the Controller window:

1. (U) Click the Controller window to bring it to the front, if necessary,

and verify that the Nodes tab is at the front.
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2. (U) Do one of the following:

# (U) Click the Selected check box beside a node to fill it with a

check mark.

¢ (U) Drag a selection rectangle around one or more rows to select,

right-click the mouse button, and choose the Select command.

Figure 6-2: (U) Selecting multiple nodes in the Controller window

File Edit view Databases Graph Analytics Layouts Reports Help

=lox|
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FANTOM displays the total number of
currently selected items in the status

bar near the bottom of the window

Selecting’ Nodes l)y Relationship

(U) FANTOM lets you select nodes based on their relationship to the
currently selected nodes: parents, children, or neighbor nodes.

Selecting’ the Parents of Selected Nodes
(U) Press the P key to select parents of selected nodes. A parent is a node at

the remote end of an in-directed connection from a given node. For

example, if the graph represents communications, a parent of node A, is one

that sends a communication to node A.
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Figure 6-3: (U) Example of selecting Parent nodes of the currently selected nodes

1. Select one or more nodes in the Controller window

2. Click anywhere in the background of the 3D Viewer window to make it active, and
then press the P key (or right-click and choose Select Parents)

3. Click the Selected column title twice to bring all the selected nodes to the top of the list

l

FANTOM displays the number of parent nodes selected
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Selecting’ the Children of Selected Nodes

(U) Press the C key to select children of selected nodes. A child is a node at
the remote end of an out-directed connection from a given node. For
example, if the graph represents communications, then a child node of node
A, is one that receives a communication from node A. Parent and child are
inverse relations, so if A is a parent of B, then B is a child of A.

Figure 6-4: (U) Selecting Children nodes of the currently selected nodes

1. Select one or more nodes in the Controller window

2. Click anywhere in the background of the 3D Viewer window to make it active, and
then press the C key (or right-click and choose Select Children)

FANTOM displays the number of children nodes selected
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Selecting the Neig’hl)ors of Selected Nodes

(U) Press the N key to select neighbors of the selected nodes. A neighbor is
any connecting node, including parents and children.

Figure 6-5: (U) Selecting Neighbor nodes of the currently selected nodes

1. Select one or more nodes in the Controller window

Hy

XX

2. Click anywhere in the background of the 3D Viewer window to make it active, and
then press the N key (or right-click and choose Select Neighbors)

#
P

s
x

FANTOM displays the total number of selected nodes
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Selecting’ Only One Data Set's Nodes
(U) You can import multiple data sets while working with FANTOM. You
may want to separate these data sets as you import one after another so it is
easier to select or move all the nodes in one data set without affecting
others.

(U) To select only one data set’s nodes:

1.
2.
3.

U) Import the first data set.

(

(U) Click anywhere in the background of the 3D Viewer window.

(U) Zoom out until you can see all the nodes in the data set, if needed.
(

U) Hold down the SHIFT key while dragging a selection rectangle
around the nodes you want to select.

(U) Hold down the ALT key while dragging all the selected nodes away
from the center of the 3D Viewer window.

(U) Import the next data set.

(U) Repeat steps 2 through 6 as you open more data sets, moving the
data set nodes to different locations.

Selecting Nodes from a Bulk List
(U) FANTOM offers a Bulk Selection command where you can paste a list
of email addresses (which must be found in the Label column of the
Controller table), and then select the corresponding nodes in an active data

set.

(U) To select nodes in FANTOM from a bulk list:

1.

(U) Select a list of email addresses in an external file and copy them to
the clipboard.

(U) Start FANTOM and import a data set or open a session.
(U) Choose the Edit > Bulk Selection command.

(U) The Select List of Nodes dialog box displays (Figure 6-6).
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Figure 6-6: (U) Select List of Nodes dialog box

Il
|
Select | Clear | Close |

4.  (U) Click inside the large text box so the cursor displays.
5. (U) Paste (CTRL+V) the data from the clipboard.
Figure 6-7: (U) Example of pasted data in the Select Nodes dialog box
=Tk

claudia collins@mail.com

karen zhu@mail.com

rick simpson@mail.com
teresa_hardyE@mail.com
jerorr.e_jo'nnston@rr.ail . com
valerie_pennington@rr.ail . COm
jan_campbell@mail.com
clifford ford@mail.com
debbie buckley@mail.com
jeanne_crabtree@rr.ail . COm
on_wagner@rr.ail . com
francis_mcnamara@mail.com
troy_sawyer@rr.ail - corrl

Select Clear Close

6. (U) Click Select.

(U) FANTOM selects all nodes with a label matching one of the values
you supplied.

Deselecting Nodes

(U) To deselect one node:
1. (U) Click the Controller window to bring it to the front.

2. (U) Click the Selected check box in the row of the node you want to
deselect (Eigure 6-8).

FBI FANTOM Version 3.1.3 UNCLASSIFIED 6-9



UNCLASSIFIED
FANTOM User’s Guide March 2016

(U) The Selected check box toggles between selecting and deselecting
the related node.

Figure 6-8: (U) Selected check box in the Controller window

The Selected check box toggles between selecting and
deselecting the corresponding node

~=ol =]
File Edit Vigw Databases Graph Analytics Layouts Reports Help
ol — ]
3| & v O
UNCLASSIFIED
Labeled D Label Color Icon &1 Type Case Account =]

- 351 daudia_collins... 6 target WA-12345 daudia_collins. .. | & |

| 150 karen_zhu@m... @ target WWY-12345 karen_zhu@m... [~
r r 19N rick_simpson@... @ target UT-12345 rick_simpson®@...
I o 101 teresa_hardy. .. @ target UT-12345 teresa_hardy...
- - 2082 erome_johnst... @ target NC-12345 erome_johnst. ..
I | 1220 walerie_pennin... @ target DE-12345 valerie_pennin...
r r 1190 jan_campbell... @ target OH-12345 jan_campbell...
(i [l 76X difford_ford@... o) target SC-12345 difford_ford@. .
- - 73U debbie_buckle... @ target SC-12345 debbie_buckle. ..
I | oL jeanne_crabtr... @ target UT-12345 jeanne_crabtr. ..
r r SE roy_wagner@... @ target UT-12345 roy_wagner@...
I o 0 francis_mcnam. .. @ target NC-12345 francis_mcna...
- [l 3C troy_sawyer@... @ target TX-12345 troy_sawyer...
I | 2B dean_lutz@ma. .. @ target VA-12345 dean_lutz@m...
r r 4535K nina_foley@m... @ target IN-12345 nina_foley@m. ..
I o 1A alex_may@ma... @ target TX-12345 alex_may@ma...
- - 3804V lauren_shephe. .. & non-target lauren_sheph...
I | 13M hannah_muel. .. & non-target hannah_muell....
[ [l 370nL ——— - L [ — P —— . LI

N: 4548 [ E: 9148 / M: 4573

(U) To deselect multiple nodes in the Controller window:

Selected N: 3 JE: 0

1. (U) Click the Controller window to bring it to the front.

2. (U) Drag up or down to highlight one or more selected nodes that you
want to deselect.

3. (U) Right-click the mouse button and choose Deselect Nodes
(Figure 6-9).
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Figure 6-9: (U) Deselecting nodes in the Controller window

File Edit View Databases Graph Analytcs Layouts Reports Help

=lolx]|

)| 9] 0

UNCLASSIFIED

Node Table | Edge Table | Multi-Edge Table | Fitter Table |
Selected Labeled | D Label Color Icon &l Type Case Account =]
[l [351 daudia_collins. .. é target WA-12345 daudia_collins... | =

r Select Nodes karen_zhug@m... 6 target WY-12345 karen_zhu@m... [~
[ Select Edges 4 rick_simpson@... @ target UT-12345 rick_simpson@...
(] Display Label teresa_hardy... @ target UT-12345 teresa_hardy...
[ml Modify Labels jerome_johnst... 6 target NC-12345 jerome_johnst..,
- wvalerie_pennin... @ target DE-12345 valerie_pennin...
[ml i jan_campbell... @ itarget OH-12345 an_camphbell. ..
7 DeselectSdges cifford_ford@... 0O |t 5C-12545 difford_ford@...
r iR i debbie_buckle. .. @ target 5C-12345 debbie_buckle. ..
m Merge Nodes jeanne_crabtr... 6 target UT-12345 jeanne_crabtr...
[l Uinmerge Hodes roy_wagner@... @ target UT-12345 roy_wagner@...
(i Show Merged Contents francis_mcnam. .. @ target NC-12345 francis_mcna. ..
0r— troy_sawyer@... 6 target [TX-12345 troy_sawyer...
- Filter Nodes F dean_lutz@ma... @ target VA-12345 dean_lutz@m...
- Filter Other Nodes nina_foley@m... @ target IN-12345 nina_foley@m...
m T alex_may@ma... @ target [TX-12345 alex_may@ma...
r — lauren_shephe... X non-target lauren_sheph. ..
r e — hannah_muel... x non-target hannah_muell. ..
— I — |270ru [ —" e . e — e — LI
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(U) To deselect all nodes in the 3D Viewer window:

1. (U) Click the 3D Viewer window to bring it to the front.

2. (U) Drag a selection rectangle around the red node icons that you

want to deselect.
3. (U) Do one of the following:
¢ (U) Press the D key.

¢ (U) Right-click the mouse button and choose Deselect AlL

Figure 6-10: (U) Deselecting nodes in the 3D Graph Viewer window
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Selecting Eclg’es or Multi-Edg’es

(U) You can select edges or multi-edges in the Controller window table.

(U) To select edges or multi-edges in the Controller window:

1.

(U) Click the Edge Table or Multi-Edge Table tab to bring it to the
front.

(U) Do one of the following:
¢ (U) Click the Selected check box beside the edge or multi-edge.
(U) FANTOM fills the check box with a smaller black box.

¢ (U) Drag a selection rectangle around one or more rows to select,
right-click the mouse button, and choose the Select Edges

command (Figure 6-11).

Figure 6-11: (U) Selecting Edges or Multi-Edges in the Controller table

Crenow -0l

File Edit View Databases Graph Analytics Layouts Reports Help

v o5

Destination | Relationship Type Color Edge Type Ser B

... |roy_sawye... Email 2002- 4 |

I imm... [alex_may@... Email 2002
| Email 2002-
r Deselect Edges = Email 2002-
r - Email 2002-
m Select Modes Email 2002-
[l Select Source Nodes Email 2002-
i Select Destination Modes ... Email 2002-
r Select MultiEdge . Email 2002-
F Filter Edges :‘;::: igi
- Filter Other Edges Emai 2002-
r set Color 2 Email 2002-
- S743E  —TOraTE ST EEXTETE. .. Email 2002-
- 932E carla_elliott... |frands_man... Email 2002-
i 1531E renee_daly... |francs_men... Email 2002-
r B3 70E larry_lamm... |teresa_hard... Email 2002-

. | i [7230F navle hrardy  Itereea hard Frmail | 7nzill

CLASSIFIED

Selected N: 2 /E: 0 |

N: 4548 [ E: 9148 [ M: 4573
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Deselecting Edg’es or Multi-Eclges in the Controller window

(U) To deselect edges or multi-edges in the Controller window:

1. (U) Click the Edge Table or Multi-Edge Table tab to bring it to the
front.

2. (U) Do one of the following:

¢ (U) Click the Selected check box beside a selected edge or multi-
edge row.

¢ (U) Drag a selection rectangle around one or more rows to select,
right-click the mouse button, and choose the Deselect Edges

command (Figure 6-12).
Figure 6-12: (U) Deselecting Edges or Multi-Edges in the Controller table

ECCEE il

File Edit View Databases Graph Analytics Layouts Reports Help

v (9]

Source Destination | Relationship Type Color Edge Type ser B

philip_joost... |troy_sawye... Email 2002- & |

[ grace_simm... |alex_may@... Email 2002-—
- larry_lamm... |teresa_hard... Email 2002-
r Select Edges l . Email 200>
| - . Email 2002-
[ Email 2002-
- Select Nodes . Emiail 2002-
r Select Source Nodes = Email 2002-
[ Select Destination Nodes. |- Email 2002-
r Select MultiEdge ' Email 2002-
[ - Email 2002-
- Filter, Edges Email 2002
[l Filter, Other Edges Email 2002-
r Set Color Email 20
- 932E R PR e Email 2002-
m 1531E renee_daly... |francis_macn... Email 2002-
[ B370E larry_lamm... |teresa_hard... Email 2002-

| - 77708 nmvle hradu  tereca hard Frmail | anﬁj
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Moving Nodes in a Graph

(U) To move nodes in a graph:

1.  (U) Hold down the SHIFT key while dragging a selection rectangle to
select one or more nodes.

2. (U) Hold down the CTRL key while dragging to move the selected
nodes outward until the connections become clear.
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Figure 6-13: (U) Moving nodes in the 3D Viewer window

Hold down the SHIFT key while dragging When you release the mouse button, FANTOM
to enclose nodes in a selection rectangle highlights the nodes with the current Selected
Node Color

Hold down the CTRL key while dragging to move the selected nodes elsewhere
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Moving Nodes Across 3D Space

(U) While working with a graph, you may want to move one or more nodes
across 3D space. For example, you might want to drag nodes closer to the
foreground while leaving all the other nodes in place. The simplest way to
do this is to rotate the graph to the “top” or “bottom;” drag the selected
nodes up, down, left, or right; and then rotate the graph back to the side.

Figure 6-14: (U) Moving nodes in 3D space in the 3D Viewer window

Select a node Selected node
Select a node that you want to move Rotate the graph 90 degrees
forward or backward in 3D space to view the top or bottom
Selected node Selected node
Hold down the C1rL key and drag the selected Rotate the graph back 90 degrees

node up, down, left, or right
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Merging Nodes

(U) You can specify nodes to merge at the end of the import or conduit
query process or select nodes to merge at any time. FANTOM also lets you
nest one merged node within another merged node.

Tip:
Note:

Merging Nodes During a

(U) After you merge selected nodes, save the session.

(U) Even if you subsequently filter all the nodes in a merged node,
the merged node itself still displays. You can see this effect by
merging nodes and then going to the Filter table and selecting the
default filter created when you import a data set.

Query or Import

(U) To merge on query or import:

1.

(U) Verify that the Merge dialog box will display during a query or
import:

a.  Choose Edit > Preferences Manager.

b.  Choose the General Importer plug-in.

c.  Verify that the Show Merge Dialog check box is selected.
(U) Perform the query or import.

(U) After you complete settings in the Classification dialog box and
click OK, FANTOM displays the Merge on Import dialog box.

Figure 6-15: (U) Merge on Import dialog box
x|

Merged Node Mame: Merged Modes:

Modes to Merge:

(U) Type a name for the node in the Merged Node Name text box.

(U) Type or paste a list of nodes in the Nodes to Merge text box and
click the Add button.

(U) Repeat step 4 if desired until you have specified all the nodes to
merge.
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6. (U) Click OK.

(U) FANTOM displays the information in the Controller and 3D
Graph Viewer windows. Merged nodes are easy to identify in

FANTOM tables and graph because they use a traffic merge icon ).

Merging Nodes in a Grapll
(U) To merge selected nodes in a graph:

1. (U) Select nodes you want to group.

2. (U) Right-click in the 3D Viewer and choose the Merge Nodes
command.

(U) The Enter a Name for Merged Node dialog box displays.
Figure 6-16: (U) Enter a Name for Merged Node dialog box

3. (U) Enter a name for the merged node and click OK.
(U) FANTOM displays the Merge Attributes dialog box.
Figure 6-17: (U) Merge Attributes dialog box

4. (U) Do one of the following:

@ (U) Click Yes to cause FANTOM to combine all attributes with
comma or semicolon separator characters in the Node Table
columns while the selected nodes are merged.

# (U) Click No to cause FANTOM not to combine all attributes in
the Node Table columns.

(U) Unless you have sorted the Node Table by the Icon column,
FANTOM moves the merged node to the bottom of the Node Table.
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Figure 6-18: (U) Grouping nodes in the 3D Viewer window

Press the SHIFT key and drag a selection Right-click the background of the 3D Viewer
rectangle around nodes to merge window and choose Merge Nodes
Type a name for the merged node FANTOM displays the new group node with

a Merged Node nodeicon ( )

Viewing the Contents of a Merg’ed Node

(U) To view the contents of a merged node:
1. (U) Select a merged node.

2. (U) Right-click the 3D Viewer window background and choose the
Show Merged Contents command.

(U) FANTOM displays the Contents of merged nodes dialog box
(Figure 6-19).
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Figure 6-19: (U) Contents of merged nodes dialog box
x

‘-el & Bad Guy Group

| # glex_may@mail.com

----- # dean_lutz@mail.com

----- # frands_mcnamara@mai.com

----- # gary_weinstein@mail. com

----- # jeanette_montgomery@mail.com
----- # jeanne_crabtree@mail.com

----- # roy_wagner @mail.com

----- # teresa_hardy@mail.com

----- # troy_sawyer @mail.com

3. (U) Click OK when you finish viewing the list.

Tip: (U) You can click to select a name in the list, SHIFT+click to select a
range, or press CTRL+A to select all, and then press CTRL+C to copy
the list to the Clipboard. From there, you can paste it into a word
processing, spreadsheet, or other document.

Unmerg’e a Merg’e(l Node

(U) To unmerge a merged node:
1. (U) Select a merged node.

2. (U) Right-click the background of the 3D Graph Viewer window and
then choose the Unmerge Nodes command.

Editing a Node Label
(U) The Label column text in the Node Table is editable.

(U) To edit a node label:
1.  (U) Double-click a Label value to edit that text.
2. (U) Use any of the standard text editing methods:
¢ (U) Drag to select text to cut, copy, or delete.
¢ (U) Click anywhere in the text string and begin typing.
Figure 6-20: (U) Double-click a Label value in the Node Table to edit it

Label Color Tcon 41

ick_simpson @-‘mail.com‘
daudia_collins@mail.com
karen_zhu@mail.com
teresa_hardy @mail.com

lojla oo
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C}lang’ing’ the Layout

(U) FANTOM offers Layout commands that let you change the
arrangement of nodes and edges in a graph in the 3D Viewer window.
Layouts can help you see otherwise hidden relationships in the point-to-
point connections.

U) Circle Layout

U) Disperser Layout

U) Link Cluster Layout

*

¢ U

¢ (U) Elow of Values Layout
¢ (U) Eorce Directed Layout
¢ U

¢ U

U) Tiered Layout
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Circle Layout

Table 1: (U) How selections affect the Circle Layout results (Enron.session)

(U) The Circle Layout command displays the graph with nodes arranged in
a circle, with connected nodes laid on top of one another. What you select

before choosing the Circle Layout command determines what this

FANTOM command does:

If you select: | FANTOM does this: The results look like this:
No nodes or | Places all nodes in a circle of the radius
all nodes you specify, stacking nodes if necessary
One node Moves all the other nodes into a circle of
the size you specify around the single
selected node
More than Creates a circle layout of the selected
one node nodes, leaving unselected nodes alone

(U) To run the Circle layout:
1.  (U) Choose Layouts > Circle.

(U) The Circle Layout dialog box displays (Figure 7-1).

FBI FANTOM Version 3.1.3 UNCLASSIFIED
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Figure 7-1: (U) Circle Layout dialog box

e
Radius: |50|
o« | sy | . |

2. (U) Specify the Radius of the circle and click Apply or OK.

(U) If you might want to adjust the circle size, click Apply to leave the
dialog box open.

Figure 7-2: (U) Circle Layout with no selected nodes (Ether-S-IO-traffic_01.session)

Disperser Layout

(U) The Disperser command pushes outward disconnected nodes in the
graph in a single layer. So the ones that remain in the center have the most
connections. It is useful in order to fully expand the graph to more clearly
show its separate components, if any exist. Components in a graph are
separate groups of connected nodes.

Note: (U) The Disperser Layout command works the same regardless of
whether you select no, one, or multiple nodes before choosing the
command.

(U) To run the Disperser layout:

1.  (U) Choose Layouts > Disperser.
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2.

(U) The Disperser Layout dialog box displays (Figure 7-3).
Figure 7-3: (U) Disperser dialog box
Il

¢ BortLayout
% Random Layout

QK | Apply | Cancel |

(U) Select Sort Layout or Random Layout and then click Apply or
OK.

¢ (U) Random Disperser Layout — In a Circular layout, connected
nodes are laid on top of one another. In the Disperser’s Random
layout, FANTOM pulls apart these different components so you
can see where the node connections exist more easily.

Figure 7-4: (U) Random Disperser Layout (animals.graphml)

Circular Layout example

Random Disperser example

¢ (U) Sort Disperser Layout — Similar to a Random layout, the Sort
Disperser Layout command spreads out the disconnected
components of the graph but it sorts them left to right from largest
to smallest. This analytic is usually faster than a Random layout,
but a Random layout takes up less space on the screen.

FBI FANTOM Version 3.1.3
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Figure 7-5: (U) Sorted Disperser (animals.graphml)

Iy . > Sien ") 2

Circular Layout example Sort Disperser example

Flow of Values Layout
(U) The Flow of Values layout is a cross between the Force Directed Layout
and the Tiered Layout. For a selected node, parent nodes will appear above
the selected node and the distance between selected node and parent node
is based on the cumulative amount of funds transferred from parent to
target.

The selected node has all child nodes appearing below it. Similar to the
parent nodes, the distance from the children to the selected node is
determined based upon the cumulative amount of funds transferred.

Tip: To run the Flow of Values Layout command, your data set must
contain a column defined with the Currency or Number type
during import into FANTOM (see Chapter 12, “Creating Import
Templates”). If FANTOM does not find either type of column, it
displays a warning message to let you know.

ﬂ

We could not find @ Mumber or Money data column,

l . which is required for this layout to run. Please add
a Mumber or a Money value column and try running
it again.

(U) To run the Flow of Values layout:
1. (U) Select one or more nodes.
2. (U) Choose Layouts > Flow of Values.
(U) The Flow of Values dialog box displays (Figure 7-6).
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SI=I
Select a numeric source column
IOriginaI Amount - Currency LI
= Dual Source (Sending) IOriginaI Amount - Currency j
(Receiving) IOriginaI Amount - Currency j
- Options
Selected Radus  [100

Figure 7-6: (U) Flow of Values dialog box

Distribution Range  [500

Selected Node Color I
Positive Side Calor I
Megative Side Color I

Label Threshold Jo.a
¥ Color Modes [v Label Modes

oK | Apply | Cancel |

3. Select the Single Source or Dual Source radio button and then select
the appropriate column titles at the right of the radio button you
selected.

4.  Accept the default options or change them to better suit the visual
presentation of the Flow of Values layout in the Graph Viewer
window. Your options are:

*
*
*

Selected Radius — The radius of the circle of nodes in the layout.
Distribution Range — The height of the nodes in the layout.

Selected Node Color — The nodes you selected before running
this layout.

Positive Side Color — The nodes at the top of the layout who
gained the most money or number.

Negative Side Color — The nodes at the bottom of the layout who
lost the most money or number (the victims).

Label Threshold — The percentage of the total sums of the takers
(at the top) and the givers (at the bottom) whose labels FANTOM
should display as part of running the Flow of Values layout.

Color Nodes — While this check box is selected, FANTOM applies
the colors selected in this dialog box to nodes. White nodes are not
connected to the selected (or seed) nodes.

Label Nodes — While this check box is selected, FANTOM
displays labels at the defined Label Threshold.

FBI FANTOM Version 3.1.3
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5. Click Apply or OK to run this layout.

Table 2: (U) How selections affect the Flow of Value Layout results (Currency.session)

Select: When The results look like this:
Single All your transaction amounts are
Source in the same column
(bank-example.csv, bank-
example.session, bank-
example.template)
Dual Source | Your credit and debit amounts

are two separate columns

Force Directed Layout

(U) The Force Directed Layout command positions the nodes of the graph
using an approach inspired by physics. In this model, nodes that are
connected attract, or pull, toward each other, as if the nodes had opposite
magnetic polarity. The nodes that are not connected repel (as if they had the
same magnetic polarity).

(U) The more strongly connected two nodes are, the more they attract each
other. The effect is that nodes that are strongly connected will be close
together in the 3D Viewer window. Nodes that are weakly connected will be
less close. Nodes that are not connected are farthest apart.
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(U) What you select before choosing the Force Directed Layout command
also determines what this FANTOM command does:

Table 3: (U) How selections affect the Force Directed Layout results (Enron.session)

If you select:

FANTOM does this:

The results look like this:

No nodes Applies the Force Directed
and 2D layout to all nodes in the graph
More than Applies the Force Directed

one node layout to the selected nodes in
and 3D the graph

Note: You can select one node,
but it will have nothing to
interact with. If you have
Randomize selected, the node
will move when you run Force
Directed layout.

(U) To run Force Directed layout:

1.  (U) Choose Layouts > Force Directed.

(U) The Force Directed Layout dialog box displays (Figure 7-7).
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Figure 7-7: (U) Force Directed Layout dialog box with More Options shown

=i

Basic Options
Fit graph in area of width:  |500 in IZD VI

Run time  [Mormal b ¥ Randomize

Run Type: |1 - Only Nearby Modes Repel (Fast) LI

(v More options oK | Apply | Cancel | Stop |

Click the More options button to
expand the Force Directed Layout
dialog box; click the Fewer options
button to collapse it

Force Directed Layout

= ] 3]

rBasic Options
Fit graph in area of width: ISUE|| in IZD VI

Run time  [Mormal hd ¥ Randomize

Run Type: I 1 - Only Nearby Nodes Repel (Fast) LI

rAdvanced Options
[~ Custom Runtime I].OO (max. iterations) [ Animate

Force Model IFruchberman Reingald 'l

Force Balance

—

<-—- Looser | Mode Clustering | Tighter —--->
1

4

Randomize | ina |Disk (20) or Sphere (30) =

\:/_s:lFewerDDhcns oK | Apply | Cancel |

Stop |

2. (U) Select the following Basic or Advanced options and then click

Apply or OK:
¢ (U) Basic Options:

¢ (U) Width — The Width parameter specifies the size of the
area in which the final graph displays in the 3D Viewer
window. The larger the width, the greater the spread of nodes
will be. You can enter a number between 1 and 9999 (see
Width examples in Figure 7-8).
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Figure 7-8: (U) Width variations in a 3D layout (Enron.session)

400 width 9999 width
N E i
Basic Options Basic Options
Fit graph in area of width: |4UD in IZD - Fit graph in area of width: IQQQQ in |3D 'l
Run time  |Mormal - ¥ Randomize Run time INormaI vl ¥ Randomize
Run Type: I 1 - Only Mearby Modes Repel (Fast) d Run Type: Il - Only Nearby Nodes Repel {Fast) d
E:\._r:j- More options oK | Apply | Cancel | Stop | -jir:j- More options oK Cancel | Stop |
Fit graph in area of width: 400 in 3D Fit graph in area of width: 9999 in 3D

Note: 9999 is the maximum width

¢ (U) 2D/3D - The 2D/3D menu controls whether FANTOM
draws the layout in two dimensions, producing a flat graph, or
in a full three-dimensions. While both a 2D or a 3D graph can
be rotated and examined from different perspectives in the 3D
Viewer window, a 3D graph can sometimes make it easier to
identify relationships.
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(U) In using the 2D/3D control, you should be careful to note
whether you are starting with an initial graph that differs from
your setting of this parameter. A 2D starting graph will
produce a 2D result, even if you choose the 3D option. Using
the 2D option on a 3D starting graph may produce an oddly
shaped result. In either of these cases you can select the
Randomize check box to reformat the initial graph to be
compatible with your chosen result before running the layout.

Figure 7-9: (U) 2D/3D layout examples

RISE Sl
Basic Options Basic Options
Fit graph in area of width: ISEIEI in I - l Fit graph in area of width:  |500 in I b l
Run time  |Mormal - ¥ Randomize Run time INnrmaI vl ¥ Randomize
Run Type: I 1 - Only Nearby Modes Repel (Fast) LI Run Type: Il - Only Nearby Modes Repel (Fast) LI
\:I More options oK | Apply | Cancel | Stop | v More options oK | Apply | Cancel | Stop |
Fit graph in area of width: 500 in 2D Fit graph in area of width: 500 in 3D

¢ (U) Randomize — The Randomize check box, selected by
default, causes FANTOM to reformat the initial graph so it is
compatible with your dimension choice (2D or 3D). FANTOM
selects this check box for you automatically if you change your
choice in the 2D/3D menu.

Note: (U) It is not always desirable to randomize your current layout before
running a new one. For example, if you have already run the Force
Directed Layout once, running it again with Randomize deselected
usually causes FANTOM to improve upon the graph and produce an
even better result.

¢ (U) Run time — Select one of the following Run time options:
Very Short, Short, Normal, Long, or Very Long. This setting
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*

controls how long the Force Directed Layout’s “physics
simulation” runs, and thus how accurately nearness reflects
connectedness in the resulting graph. Longer run times make
the resulting graph better reflect the connection strengths, but
take longer to draw.

¢ (U) Run Type — Run Type lets you select options between
high speed (Level 1) and high accuracy (Level 3). Level 1
(option 1 - Only Nearby Nodes Repel (Fast)) runs a “grid
variant” form of the Fruchterman-Reingold Force Directed
algorithm, in which nodes do not repel if they are “far enough”
away from each other in the layout. This can often provide a
reasonably good approximation to the correct result in much
shorter time. Level 2 (option 2 - All Nodes Repel, Approx.
(Slower)) provides a more rigorous approximation that takes
longer to run. Level 3 (option 3 - All Nodes Repel, Exact
(Slowest)) calculates the exact result with no approximation at
all, but may take up to several minutes to complete on an
extremely large graph.

(U) Advanced Options — Click More options / Fewer Options to
toggle between showing and hiding the Advanced Options section
of this dialog box.

(U) While not needed by most people who use FANTOM, you can
use these options to provide even greater control over the layout
that FANTOM produces. The Advanced Options are:

4 (U) Custom Runtime (max. iterations) — The Force Directed
Layout operates by running repeated “steps,” or iterations, of
its force-directed physics simulation. Selecting the Custom
Runtime check box allows you to enter an exact number of
iterations for the maximum run time of the Force Directed
Layout.

Note: (U) The Run Time menu remains dimmed while the Custom
Runtime check box is selected.

4 (U) Animate — You can select the Animate check box to watch
changes in the 3D Viewer window while FANTOM performs
iterations of this layout. Selecting Animate causes the graph to
be redrawn at the end of each step of the Force Directed
Layout. This lets you observe the movement of nodes while the
layout is running.

¢ (U) Force Model — The Force Directed Layout allows for the
development and selection of different Force Models that
define the strength of the forces in the physics simulation, and
how they change with the distance between nodes. The layout
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currently lets you select the following force models. See
Figure 7-10 for a comparison of the two models.

¢ (U) Fruchterman-Reingold (the default) uses a force
model developed by the authors after which it is named.
This model is well suited to finding a good layout where
connected nodes tend to form into clusters, but are still
separated enough to be easily distinguished.

¢ (U) The Molecular Force option uses a model based on
the scale of forces that might be found in a molecular
physics simulation. This model is often not suitable for an
initial run, since it has difficulty forming the initial clusters
that can more easily be found by using the Fruchterman-
Reingold option. However, when used after an initial run of
the Force Directed Layout, it tends to produce a graph with
tighter and more isolated node groups.

FBI FANTOM Version 3.1.3
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Figure 7-10: (U) Force Model comparisons
Fruchterman Reingold Molecular Force Model
IS E SI=E
rBasic Options rBasic Options
Fit graph in area of width: IQQQB in |3D - Fit graph in area of width: |9999 in |3D -
Run time  |Very Short = I~ Randomize Run time I\p'ery Short = [~ Randomize
Run Type: I 1 - Only Nearby Modes Repel (Fast) ;I Run Type: I 1 - Only Nearby Modes Repel (Fast) LI

rAdvanced Options rAdvanced Options

[~ Custom Runtime IZO (max. iterations) [V Animate

Force Model  |Fruchterman Reingold =

Force Balance

—

<-—- Looser | Mode Clustering | Tighter ——->
1

4

Randomize ina |Box (20} or Cube (3D) -

[X] Fewer Options OK

[~ Custom Runtime IZO (manx, iterations) [ Animate

Force Model  |Molecular Force Model

Force Balance

—

<-—-- Looser | Mode Clustering | Tighter --—>
1

4

Randomize ina IBUX {20) or Cube (3D) - I

[2] Fewer Options oK Cancel |

Stop |

¢ (U) Force Balance — The Force Directed Layout works by

finding a balance between attractive and repulsive forces in its
“physics simulation” The Force Balance option allows you to
shift the balance between those forces, favoring either
attractive forces (which tends to produce tighter node clusters),
or repulsive forces (which tends to produce looser ones). Zero
(0) represents the default balance between the two. You can use
the slider to adjust this balance, or enter a value between -100
and 100 in the Force Balance text box. See Figure 7-11 for a
comparison of force balance settings.
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Figure 7-11: (U) Node Clustering Force Balance comparisons

Force Balance: zero (0) Force Balance: 25 tighter
Force Balance Force Balance
0 |25
<-—— Looser | Mode Clustering | Tighter —> <-—- Looger | Mode Clustering I| Tighter —>
I

Force Balance: -25 looser

Force Balance

—

<--— Looser | Node Clustering | Tighter -—>
1
)I

¢ (U) Randomize button — The Randomize button allows you
to manually create a random distribution of the nodes in the
3D Viewer window without running the Force Directed
Layout. It distributes them in a flat plane if the 2D option is
selected, or in three dimensions if the 3D option is selected.
You can also choose the shape in which the nodes will be
distributed: a spherical shape, a square shape, or a cylindrical
one.
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¢ (U) <Shape> (2D) or <Shape> (3D) menu — Choose the shape
and number of dimensions FANTOM should use when
Randomizing the layout results in the 3D Viewer window. The
choices are: Disk (2D) or Sphere (3D), Box (2D) or Cube
(3D), or Disk (2D or Cylinder (3D).

Figure 7-12: (U) <Shape> (2D) or <Shape> (3D) comparisons

Disk (2D) or Sphere (3D) Box (2D) or Cube (3D)
Randomize | ina ID\sk (20} or Sphere (30) - l { Randomize | ina IBox {2D) or Cube (3D) LI

Disk (2D) or Cylinder (3D)

] ina |Disk (20) or Cylinder BD)LI

(U) Usage Notes: The quality of the graph produced by the Force
Directed Layout often depends on the shape of the initial graph. This
makes the Force Directed Layout well suited to the approach of
doing successive runs that build on the results from previous ones. If
a high quality result is sought, this can often be more efficiently
arrived at by first doing a shorter or more approximate run to find a
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good starting point, and then following it with a longer or more exact
run (with the Randomize box deselected) to refine it into an even
better one.

Link Cluster Layout

(U) The Link Cluster Layout lets you arrange nodes in the graph in clusters
based on the connections.

To use the Link Cluster layout:
1.  (U) Choose Layouts > Link Cluster.
(U) The Link Cluster Layout dialog box displays.
Figure 7-13: (U) Link Cluster Layout dialog box

Link Cluster =1Of x|
Partition Method: |EERTGINTE e ————————— P partition Method: IMaximum Distance ;I
Maximum Distance: K Clusters
1 Cluster Density
7 1 ¢ ¢ o f o o o o
0.0 0.5 1.0
Mumber of Clusters:
1
5 0 o0 o0 v g1 o1 o o o0 g
[~ Color Edges
oK Apply Cancel

2. (U) Select the options you prefer:

¢ (U) Partition Method — You can select one of the following
methods:

¢ (U) Maximum Distance — While this method is selected, the
Maximum Distance slider is active where you can set a
distance between 0.0 and 1.0.

FBI FANTOM Version 3.1.3 UNCLASSIFIED 7-17



UNCLASSIFIED
FANTOM User’s Guide March 2016

Figure 7-14: (U) Link Cluster layout - Maximum Distance example (Enron.session)

Starting graph in a circle layout Maximum Distance at 0.7 with Color Edges

¢ (U) K Clusters — While this method is selected, the Number
of Clusters slider is active where you can set the number of
clusters to identify between 1 and 11.

Figure 7-15: (U) Link Cluster Layout - K Clusters example (Enron.session)

Starting graph in a circle layout Number of Clusters at 6 with Color Edges

¢ (U) Cluster Density — While this method is selected, neither
slider is active. You can select the Color Edges check box with
this method. For an example of Cluster Density layout results,

see Figure 7-16.
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Figure 7-16: (U) Link Cluster Layout - Cluster Density example (airplane.graphml)

Starting graph in a circle layout Number of Clusters at 6 with Color Edges

¢ (U) Maximum Distance slider — When the Maximum Distance
partition method is selected, this slider is active.

¢ (U) Number of Clusters slider — When the K Clusters partition
method is selected, this slider is active.

¢ (U) Color Edges — The Color Edges check box is available with
any of the partition methods. When you select this option,
FANTOM applies different colors to the edges of nodes in ranges
of communities.

3. (U) Click OK or Apply and wait for the layout to finish.

Note: (U) You can double-click the progress bar at the bottom right corner
of the FANTOM Controller window to open the Task Monitor. Here
you can see the progress along with the elapsed time to better
determine how long the layout processing may take.

(U) After the layout completes, FANTOM adds a Community ID
column in the Node and Edge tables.

Tiered Layout
(U) The Tiered Layout was envisioned by an ECAU Intelligence Analyst.
You can use the Tiered Layout with any relational data set that contains
edges. Before you choose this layout command, you must select one or more
nodes. These nodes will display at the top of the graph tiers showing you the
relationship they have with other nodes.

(U) FANTOM arranges the graph in cone tiers starting at each node
selected before running the layout and moving in cone rings in the following
order:
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¢ (U) Parent-Child — Inbound/outbound connections (tier 1)
¢ (U) Children — Outbound only connections (tier 2)

¢ (U) Parent — Inbound only connections (tier 3)

¢ (U) CC or BCC with Target — (tier 4)

(U) Nodes that float in the middle are shared nodes, with connections to
multiple selected nodes. Shared nodes gravitate horizontally toward the
nodes they connect with the most. They also are positioned vertically to
indicate the tier level.

Figure 7-17: (U) How FANTOM visualizes edge relationships in the
Tiered Layout (two-hops.session)

%Selected nodes

Parent-Child nodes (tier 1)

<&—Children nodes (tier 2)

\

Parent nodes (tier 3)

Note: CC or BCC nodes (tier 4) would

display at the bottom of the tiers
play Shared nodes (middlemen) among nodes selected

before running the Tiered Layout
(U) To use the Tiered Layout:
1. (U) Access data in one of the following ways:
¢ (U) Open a session.
¢ (U) Import data.
¢ (U) Run a database query.
2. (U) Select one or more nodes of interest in the Controller window.

3. (U) Choose Layouts > Tiered.
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(U) The Tiered Layout dialog box displays (Figure 7-18).
Figure 7-18: (U) Tiered Layout dialog box

JRI=IE _ —
//' Primary Sort Based On : IFrequency of Communication j
Primary Sort Based On : Tication ey _—
Frequency of Communication
fjcantrok - — Queried Accounts in Contact With
Selected Modes :
Tier 1 {Parent-Child) : IE0 [
Tier 2 {Children) : [s | .
Tier 3 Garents): B | Click a color box and
Tier 4(CC/BCC wf Target):  [15 | FANTOM dISplayS he
Ceamiate: l elected Node Color
Tier Height : ) .
S elector dialog box
Tier Radius Factor (min, 1,0) : |1.g B
here you can pick a
Country Code : IUnltEd States =1 .
different color
¥ Generate Report [# Color Nodes
ok Apply Cancel

x

ISEES s vst | Rep | cvk|

Recent:

rPreview
O -
0K I Cancel Resst

Sample Text Sample Text

4.  (U) Select the options you prefer:

¢ (U) Primary Sort Based On — Frequency of Communication or
Queried Accounts in Contact With:

¢ (U) Frequency of Communication — Sorts the report by the
following columns:

¢ (U) Tier Level — Tier Level is the Primary sort level
U) Rec. From Tgt — Received from Target
U) Sent To Tgt — Sent to Target

¢ U
¢ U
¢ (U) #T1 Edges — Number of Tier 1 edges
¢ (U) #T2 Edges — Number of Tier 2 edges
¢ U

U) #T3 Edges — Number of Tier 3 edges
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*

(U) On Rec W/ Tgt — On Received list with Target (CC or
BCQ)

¢ (U) Queried Accounts in Contact With — Sorts the report by
the following columns:

*

® & &6 6 ¢ o o

(U) Tier Level — Tier Level is the Primary sort level
(U) #T1 Edges — Number of Tier 1 edges
(U) #T2 Edges — Number of Tier 2 edges
(U) #T3 Edges — Number of Tier 3 edges
(U) #T4 Edges — Number of Tier 4 edges
(U) Rec. From Tgt — Received from Target
(U) Sent To Tgt — Sent to Target

(U) On Rec W/ Tgt — On Received list with Target (CC or
BCC)

4 (U) Tier 1 Radius (Parent-Child’s) — Inbound/outbound
connections

¢ (U) Tier 2 Radius (Children) — Outbound only connections

¢ (U) Tier 3 Radius (Parents) — Inbound only connections

¢ (U) Tier 4 Radius (on CC or BCC with Target) — CC or BCC on
received list with target

¢ (U) Tier Height — Height of each tier in the 3D Viewer window

¢ (U) Generate Report — If you select this check box, you can also
choose the sort order to be based on the Frequency of
Communication or Queried Accounts in Contact With.

5.  (U) Click OK.

(U) FANTOM takes a few moments to change the layout (Figure 7-19)
and create the report (Figure 7-20).
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Tiered Layout Report

Figure 7-19: (U) Tiered Layout (animals.session)

(U) The Tiered Layout report is optional when you run the Tiered Layout
for the currently selected nodes.

(U) To create this report:

1.

(U) Select the Generate Report check box in the Tiered Layout dialog
box (Figure 7-18).

(U) Select an option from the Primary Sort Based On menu.

(U) When the Tiered Report is complete, FANTOM changes the
graph appearance and displays the Tiered Layout Report Dialog box
which contains several tabs of information as well as the capability to
find, sort, and export information. The following sections explain the
contents and capabilities of the Tiered Layout Report dialog box
which has several tabs of information:

¢ Tiered Layout Report Dialog Box — Overall Tab

¢ Tiered Layout Report Dialog Box — Selected Nodes Tab

@ Tiered Layout Report Dialog Box — Shared Tab

¢ Tiered Layout Report Dialog Box — <Target ID> Tab

(U) The Tiered Layout Report dialog box also provides capabilities to
find, sort, and export information:

¢ TFinding Information in the Tiered Report Dialog Box
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@ Creating a Custom Sort of the Tiered Layout Report

¢ Specifying Tiered Layout Report Export Settings

¢ Exporting Tiered Layout Report Data
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Tiered Layout Report Dialog Box — Overall Tab
Figure 7-20: (U) Example of a Tiered Layout Report Dialog — Overall tab

roduc... [SendD... | Case | Countr...|Databa...

May 1, ..

May 1, ...

May 1, ..

152.254...

May 1, ...

Targets (or nodes)
with a relationship to
node in ID column;
format: <ID>[<tiered
level of node>]

Double-click a value
(greater than zero)

to display edge details
for that number

Export Data Close

Type a value to find, select Forward or
Backward and press ENTER

If GeolP Summary data is available
for one or more rows in this table,
you can click the All Geo Summary
button to view all the related
GeolP information

Click Export Settings and select the
columns of data to export; then click
Export Data to begin the export

Click Sort Data and select the
columns and sort order to use in
this or all tables

If Max Mind GeolP data is
available for a row, the Geo
Summary button changes from

N/A (Not Available) to the ID;
click a button to view the
related GeolP information
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(U) The Overall tab contains the following columns:

¢ (U) FREQ IDX - Frequency Index is the first Primary Sort option:
Frequency of Communication

¢ (U) CONN IDX - Connection Index is the second Primary Sort option:
Queried Accounts in Contact With

¢ (U) ID - Identifier for the communicant node with a relationship to
nodes listed in the Targets column; the ID is a connection identifier,
such as an IP or email address

Case —
Alias —
(U) Court — Lists the collection authority for this record of data.

(U) SEED — Nodes you selected before running Tiered Layout

* 6 O o o

(U) REC. FROM TGT - Connections received from the target by
communicant; double-click the number to view edge details

Figure 7-21: (U) Example of Edge Details

x
Source Source Alias Source IP Destination | Destination Alias D Edge Type Product ID Send Date Case Country Code | Database URL
094, 167.059... inv.inv.inv.iny 152,254, 146... 3 Default FANT... May 1, 2015
094. 145, 188... inv.inv.inv.invy |152.254.146... 4251 Default FANT... May 1, 2015
152,254, 145... inv.inv.inv.iny 094, 167,059... 141K Default FANT... May 1, 2015
152.254.196... inv.inv.inv.iny 094, 145.188... 1401 Default FANT... May 1, 2015
Export Data | Close |

¢ (U) SENT TO TGT - Edges sent to target by communicant; double-
click the number to view edge details

¢ (U) ON REC W/ TGT - CC or BCC on Recipient list with target

¢ (U) TOTAL - Total of edges received from and sent to target; double-
click the number to view edge details

¢ (U) TIER LEVEL - FANTOM supports the following tier levels:
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4 (U) Tier Level 1 — Parent-Child — Inbound/outbound connections
¢ (U) Tier Level 2 — Children — Outbound only connections

¢ (U) Tier Level 3 — Inbound only connections

¢ (U) Tier Level 4 — CC or BCC with Target

¢ (U) #T1 Multiedges — Number of tier one edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T2 Multiedges — Number of tier two edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T3 Multiedges — Number of tier three edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T4 Multiedges — Number of tier four edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) # Total Multiedges — The sum of tier one through tier four edges;
double-click the number to view a list of target IDs and tier levels

¢ (U) US Based — US-based communications; double-click the number to
view a list of target IDs and tier levels

4 (U) Non-US Based — Non-US-based communications; double-click the
number to view a list of target IDs and tier levels

4 (U) No Geo Available —

¢ (U) Geo Summary — Each button in the right column where GeolP
summary data is available is active; click it to display Geo Summary
information; if a row has no GeolP summary data, FANTOM changes
the button to N/A (Not Available) and makes it inactive

# (U) Selected Nodes — Selected nodes shows the indicated tier level
relationship to the communicant node listed in the corresponding row
of the ID column; the target format is: <node identifier>[<tier level of
connection to communicant>|
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Tiered Layout Report Dialog Box — Selected Nodes Tab
Figure 7-22: (U) Example of a Tiered Layout Report Dialog — Selected Nodes tab

(U) The Selected Nodes tab contains the following columns:

*

*

(U) FREQ IDX - Frequency Index is the first Primary Sort option:
Frequency of Communication

(U) CONN IDX - Connection Index is the second Primary Sort option:
Queried Accounts in Contact With

(U) ID — Identifier for the node you selected before running Tiered
Layout

(U) Court — Lists the collection authority for this record of data.
(U) SEED — Nodes you selected before running Tiered Layout

(U) Edges In — Number of edges to the target by communicants;
double-click the number to view edge details

(U) Edges Out — Number of edges from the target to communicants;
double-click the number to view edge details

(U) Edges Total — Total connections from and to the target; double-
click the number to view edge details

(U) Seed Contacts — The number of seed contacts.

(U) #T1 Contacts — Total number of edges for the target node; double-
click the number to view a list of IDs for all contacts

(U) #T2 Contacts — Total number of edges for the target node; double-
click the number to view a list of IDs for all contacts

(U) #T3 Contacts — Total number of edges for the target node; double-
click the number to view a list of IDs for all contacts
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(U) #T4 Contacts — Total number of edges for the target node; double-
click the number to view a list of IDs for all contacts

(U) # Total Contacts — Total number of edges for the target node;
double-click the number to view a list of IDs for all contacts

(U) US Based — US-based communications; double-click the number to
view a list of target IDs and tier levels

(U) Non-US Based — Non-US-based communications; double-click the
number to view a list of target IDs and tier levels

(U) No Geo Available —

(U) Geo Summary — Each button in the right column where GeolP
summary data is available is active; click it to display Geo Summary
information; if a row has no GeolP summary data, FANTOM changes
the button to N/A (Not Available) and makes it inactive

Tiered Layout Report Dialog’ Box — Shared Tab
Figure 7-23: (U) Example of a Tiered Layout Report Dialog - Shared tab

(U) The Shared tab contains the following columns:

*

*

(U) FREQ IDX - Frequency Index is the first Primary Sort option:
Frequency of Communication

(U) CONN IDX - Connection Index is the second Primary Sort option:
Queried Accounts in Contact With

(U) ID - Identifier for the node you selected before running Tiered
Layout

(U) Court — Lists the collection authority for this record of data.

(U) SEED — Nodes you selected before running Tiered Layout
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(U) REC. FROM TGT - Edges received from the target by
communicant; double-click the number to view edge details

(U) SENT TO TGT - Edges sent to target by communicant; double-
click the number to view edge details

(U) ON REC W/ TGT - CC or BCC on Recipient list with target

(U) TOTAL - Total of edges received from and sent to target; double-
click the number to view edge details

(U) TIER LEVEL — FANTOM supports the following tier levels:

4 (U) Tier Level 1 — Parent-Child — Inbound/outbound connections
¢ (U) Tier Level 2 — Children — Outbound only connections
¢ (U) Tier Level 3 — Inbound only connections

¢ (U) Tier Level 4 — CC or BCC with Target

(U) #T1 Multiedges — Number of tier one edges; double-click the
number to view a list of target IDs and tier levels

(U) #T2 Multiedges — Number of tier two edges; double-click the
number to view a list of target IDs and tier levels

(U) #T3 Multiedges — Number of tier three edges; double-click the
number to view a list of target IDs and tier levels

(U) #T4 Multiedges — Number of tier four edges; double-click the
number to view a list of target IDs and tier levels

(U) # Total Multiedges — The sum of tier one through tier four edges;
double-click the number to view a list of target IDs and tier levels

(U) US Based — US-based communications; double-click the number to
view a list of target IDs and tier levels

(U) Non-US Based — Non-US-based communications; double-click the
number to view a list of target IDs and tier levels

(U) No Geo Available —

(U) Geo Summary — Each button in the right column where GeolP
summary data is available is active; click it to display Geo Summary
information; if a row has no GeolP summary data, FANTOM changes
the button to N/A (Not Available) and makes it inactive

(U) Selected Nodes — Selected nodes showing the indicated tier level
relationship to the communicant node listed in the corresponding row
of the ID column; target format is: <node identifier>[<tier level of
connection to communicant>]
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Tiered Layout Report Dialog Box — <Target ID> Tab
Figure 7-24: (U) Example of a Tiered Layout Report Dialog — <Target ID>

Click the fourth radio button and the menu button
at the far right to pick one of the selected nodes

(U) The <Target ID> table contain the following columns specific to the
target identified in the tab title:

*

*

(U) FREQ IDX - Frequency Index is the first Primary Sort option:
Frequency of Communication

(U) CONN IDX - Connection Index is the second Primary Sort option:
Queried Accounts in Contact With

(U) ID — Identifier for the communicant node with a relationship to this
target; the ID is a connection identifier, such as an IP or email address

(U) Court — Lists the collection authority for this record of data.
(U) SEED — Nodes you selected before running Tiered Layout

(U) REC. FROM TGT - Edges received from the target by
communicant; double-click the number to view edge details

(U) SENT TO TGT - Edges sent to target by communicant; double-
click the number to view edge details

(U) ON REC W/ TGT - CC or BCC on Recipient list with target

(U) TOTAL - Total of edges received from and sent to target; double-
click the number to view edge details

(U) TIER LEVEL - FANTOM supports the following tier levels:
¢ (U) Tier Level 1 — Parent-Child — Inbound/outbound connections

¢ (U) Tier Level 2 — Children — Outbound only connections
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¢ (U) Tier Level 3 — Inbound only connections
¢ (U) Tier Level 4 — CC or BCC with Target

¢ (U) #T1 Multiedges — Number of tier one edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T2 Multiedges — Number of tier two edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T3 Multiedges — Number of tier three edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) #T4 Multiedges — Number of tier four edges; double-click the
number to view a list of target IDs and tier levels

¢ (U) # Total Multiedges — The sum of tier one through tier four edges;
double-click the number to view a list of target IDs and tier levels

4 (U) US Based — US-based communications; double-click the number to
view a list of target IDs and tier levels

4 (U) Non-US Based — Non-US-based communications; double-click the
number to view a list of target IDs and tier levels

4 (U) No Geo Available —

¢ (U) Geo Summary — Each button where GeolP summary data is
available is active; click it to display Geo Summary information; if a row
has no GeolP summary data, FANTOM changes the button to N/A (Not
Available) and makes it inactive

Fincling’ Information in the Tiered Report Dialog’ Box

(U) To find information in the Tiered Report dialog box, type information to
find, select the Forward or Backward button, and then press the ENTER key.
FANTOM searches in the table you are currently viewing.

Creating a Custom Sort of the Tiered Layout Report

(U) You can specify a sort order for the Tiered Layout report by choosing
Frequency of Communication or Queried Accounts in Contact With
from the Primary Sort Order Based On menu on the Tiered Layout dialog

box (Figure 7-18).

(U) FANTOM also lets you change the primary sort order after the report
displays by clicking a column title. If you click the current Primary Sort
column title that displays a small triangle, it toggles to reverse the order
(from ascending to descending).

(U) FANTOM also lets you create a custom sort by clicking the Sort Data
button and defining one or more sort levels in the Custom Sort dialog box.
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Figure 7-25: (U) Custom Sort dialog box

Select a column title and click Add >>
to include it in the sort

Tiered Layout Report Sorter I =] |
Sort Type: |@¥=;]
- Sort Settin@is
Available Columns Columns to sort on
Freq Idx =
Conn Idx
Id
Case
Alizs " Ascending (+)
Court .
ceed ¥ Descending ()
Rec. From TGT Add = = |
Sent To TGT
On Rec wfTGT
[Total
[Ter Level — < < Remove |
#T1Multedges
# T2 Multiedges Up |
# T3 Multiedges
# T4 Multiedges LI Diown |
Select Al | Select Al
Ok | Cancel |

(U) You can select whether each sort level should be ascending or
descending by selecting a column title and then selecting the Ascending or
Descending radio button.

(U) FANTOM lets you arrange the sort order by selecting a column title in
the Columns to sort on list and clicking the Up and Down buttons.

(U) To remove a column title from the sort list, select it and click
<< Remove.
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Specifying’ Tiered Layout Report Export Settings

(U) While viewing the Tiered Layout report, you can specify export settings
by clicking the Export Settings button and selecting the columns to include
in the export.

Figure 7-26: (U) Export Settings dialog box

Tiered Layout Report Export Settings i =] |
Available Columns Columns to Export
Geo Summary Freq Idx =

Conn Idx

1d

Case

Alias

Court

Seed

Rec. From TGT

Add toExoprt > > | [FEnETOTCT
On Rec wf TGT
[Total

< < Do not export Mier Level

#T1 Multiedges

# T2 Multiedges

# T3 Multiedges

# T4 Multiedges

# Total Multiedges —
US Based

Mon-US Based LI

Select Al | Select Al |

Ok Cancel

Exporting Tiered Layout Report Data

(U) After specifying the Export Settings you prefer, click the Export Data
button. A standard File Save dialog box displays so you can specify where
the export file should be stored and what file type will be used.

Figure 7-27: (U) Export Data dialog box
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Filtering’ Your Data

(U) One of the simplest ways to analyze your data is to use filters. Filters are
a mechanism for temporarily reducing the information displayed to a subset
of the full data set. When you add and enable a filter, FANTOM hides the
information that matches the filter criteria. When you disable that filter,
FANTOM shows the hidden information again. Filtered information is not
deleted.

(U) Filtering lets you selectively hide information so you can focus more
easily on relevant nodes and edges. Also, you might want to filter out
irrelevant information before copying the table data and pasting it into
another application’s document, such as a Microsoft Word, Excel, or
PowerPoint document if you are preparing a report.

(U) If an analytic or layout runs slowly, you might want to filter out some
nodes, particularly disconnected ones, to speed up the process.

Tip: (U) After you import a data set, FANTOM creates a filter for it. This
way if you are working with multiple data sets, you can easily show
or hide the entire data set using the default filter.

Aclcling’ a Filter

(U) You can add filters on any of the Controller window tabs or on the 3D
Viewer window.

Aclcling’ a Filter of Selected Nodes, Edg’es, or Multi-Eclg’es
(U) If you want to filter information on the Nodes, Edges, or Multi-Edges
tabs, you probably want to sort the information in the table first so it is
easier to select a range of items based on a similar or easy to locate value in
one of the columns.
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(U) To filter information in the 3D Viewer:
1.  (U) Select one or more nodes in the 3D Viewer window.
2. (U) Do one of the following:

¢ (U) Right-click the mouse button and choose the Filter command
to filter out the selected nodes.

¢ (U) Right-click the mouse button and choose the Filter Others
command to filter out all but the selected nodes.
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(U) To add a filter of selected nodes, edges, or multi-edges:

1. (U) Sort the Node Table, Edge Table, or Multi-Edge Table by clicking
a table’s column title (Figure 8-1).

Figure 8-1: (U) Example of sorting the Node Table by case

Click a column title to sort
by that column; click again
to reverse the order
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2. (U) Select one or more items in any of the following ways:
@ (U) Click one or more of the Selected check boxes.

¢ (U) Highlight one or more rows in the Node Table (Figure 8-2),
and then right-click and choose Select Nodes.

Figure 8-2: (U) Example of selecting a range of nodes

=10l

File Edit View Databases Graph Analytics Layouts Reports Help

]

- benjamin_wood @mail.com non-target
i kyle_currin@mail.com Select Edges non-target
[ 16471 randall_vaughan @mail.com Display Label non-target
[ 13696T margaret_poole@mail.com Modify Labels non-target
- 1646K. rebecca_nelson @mail.com ~—— | |non-target
i 136955 oanne_neal @mail. com e = non-target
[ 16451 samuel_grossman@mail.com Deselect Edges non-target
[ 3694R rosemary_snyder @mail.com Hide Label non-target
- 16441 nancy_durham@mail.com Merge Modes non-target
i 13693Q tim_erickson @mail.com Unmerge Nodes non-target
[ 1643H kate_bolton @mail.com Show Merged|Cantents non-target
[ 13692P joanne_solomen @mail.com - | |nonarget
- 1642G sam_gibbs @mail.com Filter Modes F non-target
i 136910 udy_davis@mail.com Filter Other MNodes non-target
[ 1641F courtney_parker@mail.com  ~— | |non-target

[ i FAANN rarmen hawes @mail com e nnn-tarnet _ILI

ﬂ SetIcon L4
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Selected N: 0 JE: 0 |

N: 4548 /E: 9148 [ M: 4573

3. (U) Right-click the selection and choose the Filter Nodes command
(or press the F key).
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Figure 8-3: (U) Filter Nodes command

(U) The selected nodes disappear from the table and graph, and
FANTOM adds a corresponding filter entry on the Filters tab.

(Figure 8-4)
Figure 8-4: (U) Example of filter added from table
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Adding a Filter by Attribute on the Filters Table Tab
(U) To add a filter by Attribute on the Filters Table tab:
1. (U) Access data and then perform a query.
2. (U) Click the Filters Table tab in the Controller window (Figure 8-4).
3. (U) Click the Add button.
(U) The Filter Editor dialog box displays (Figure 8-5).

Figure 8-5: (U) Add Filter dialog box

Node Attribute Edge Attribute
{+ MNode Attribute " Edge Attribute " Node Attribute & Edge Attribute
Attribute: [account = Attribute: [

Destination
[Edge Type
Selected
ISend Date
[Source

Select the Node Attribute
or Edge Attribute radio
button and the list of
Attribute drop-down list
items change to those
appropriate for nodes

or edges

=

= Edge Attribute

Attribute: I LI

Filter Name: I

Regular Expression: I Apply Expression |

Type in the Regular Expression
text box to reduce the list of
selected values to those that
contain the characters you type
and click the Apply Expression
button FANTOM accepts

Java Regular Expressions such
as typing a period and asterisk
at the start and end of a text
string to filter all records that ResatFiter |
contain the enclosed text

(See Appendlx C) 0 Items Filtered Cancel | Add |

4.  (U) Select the Node Attribute or Edge Attribute radio button.
5.  (U) Choose an Attribute.

(U) When you choose an attribute, the text box at the bottom left
becomes populated with a list of values in your data that occur in that
attribute.
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6. (U) Select one or more values to filter—that is, to exclude from the
graph—and click the Filter >> button.

Note: (U) Based on the field you choose as the Attribute, you can use Java
Regular Expressions to select records to highlight based on patterns
in the field. For example, to find one word OR another, use the
following format:

F <word> | <word>.*
to find exact multiple words, use the following format:
F <word> <word>.*

(U) For more information about Java Regular Expressions, see
Appendix C “Java Regular Expressions.”

(U) You can highlight multiple attribute values in one of these ways:
¢ (U) SHIFT+CLICK to select a contiguous range of items in the list.

¢ (U) Ctrl+click (Windows) or COMMAND+CLICK (Macintosh) to
select a non-contiguous items in the list.

7. (U) Verify that you are satisfied with the selected Filter attributes that
are excluded and included, and click the Add button.

(U) The Controller window becomes active again with the filter you
just added listed in the Filters tab.

Figure 8-6: (U) Example of an added filter

After you add a
filter, it displays in
the Filters tab with
its Enabled check
box selected; you
can add, remove,
or edit a filter to
show the nodesit\k
is hiding based

on the filter criteria
you specified

FBI FANTOM Version 3.1.3 UNCLASSIFIED 8-7



UNCLASSIFIED
FANTOM User’s Guide March 2016

(U) The graph in the Viewer window, and the tables in the Node Table,
Edge Table, and Multi-Edge Table tabs show the reduced data set.

(U) While the filter is enabled, the layouts and analytics only apply to
the filtered graph.

Disal)ling' and Enal)ling’ a Filter

(U) Disable a filter — Go to the Filters Table tab and deselect the Enabled
check box for the filter you want to disable.

(U) Enable a filter — Go to the Filters tab and deselect the Enabled check
box for the filter you want to disable.

Removing a Filter
1.

2.
3.

(U) Click the Filters Table tab in the Controller window.

(U) Select a filter to remove from the list.

(U) Click the Remove button.

(U) FANTON displays a confirmation message asking if are sure you
want to remove the filter.

(U) Click Yes to remove the filter or No to keep it.
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Analyzing’ Your Data

(U) This chapter explains how to analyze your data in FANTOM using the
following analytics:

¢ (U) Activity Date Range Analytic

U) Articulation Points Analytic

)
()

(U) Attribute Colorizer
(U) Case Count
()
)

U) Call Chaining Analytic

* 6 O o o

U) Centrality

U) Betweenness Analytic

U) Degree Analytic

* & o o

(V)
(U) Closeness Analytic
)

)

(U) Eigenvector Analytic

U) Colorizer Analytic

U) Date Attribute Aggregation

U) DeDuplication Analytic

U) Financial Chaining Analytic

U) Multi-Edge Date Range Analytic

U) Neighborhood Index Analytic

U) Non-Target Communication Analytic

® & 6 6 6 O O o o

(
(
(
(
(U) K-Core Analytic
(
(
(
(

U) Prestige Centrality Analytic

FBI FANTOM Version 3.1.3 UNCLASSIFIED 9-1



UNCLASSIFIED
FANTOM User’s Guide March 2016

U) Reciprocated Links Analytic

U) Related Nodes Analytic

U) Social Network Analytic

(
(
(
(

U) Source to Destination Path Analytic

*
*
*
*
*

(U) Using the Time Controller

(U) In general, all analytics commands operate on selected nodes or, if no
nodes are selected, they operate on the entire graph.

Activity Date Range Analytic

(U) The Activity Date Range analytic lets you add an Activity Start and
Activity End column to the Controller window’s Node Table which
populates the rows based on source edge date values for the node in the
Date attribute you select.

To specify an activity date range:
1. (U) Choose the Analytics > Activity Date Range command.
(U) The Activity Date Range dialog box displays.
Figure 9-1: (U) Activity Date Range dialog box
i

Date attribute: [SglnETa

oK | Apply | Cancel |

2. (U) Select a Date attribute and then click OK.

(U) FANTOM adds an Activity Start and Activity End column to the
Node Table. It determines the values by finding all the specified dates
in the Edge table for the Source of each connection and then entering
the first and last date in the corresponding column.
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Figure 9-2: (U) Activity End and Activity Start date columns added to Node Table (two-
hops.session)

| rawron =1/ x|
File Edit View Datsbases Graph Analytics Layouts Reports Help
IEEEa0E
UNGCL
Node Table I Edge Table' Multi-Edge Tablel Filter Tablel
olor Icon Account Case Type Between... ¥i| Activity End | Activity Start |05
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c) alex_may@... TH-12345 target 0.410675 2008-04-07 ... (2002-05-13 ... [
E) dean_lutz@... [VA-12345 target 0.235565 2002-09-09 ... |2002-05-13 ...
i:' teresa_hard... |UT-12345 target 0.268529 2002-12-24 ... |2002-05-18 ...
c) roy_wagner... |UT-12345 target 0.01789 2002-12-23 ...|2002-05-15 ...
& gary_weinst... non-target 0.012315 2002-09-09 ... |2002-06-18 ...
E) jeanne_crab, .. |UT-12345 target 0.003351 2002-10-11...|2002-05-29 ...
i:' troy_sawye... [TX-12345 target 0.000756 2002-10-01 ... [2002-07-25 ...
v jeanette_m... non-target 0.00053 2007-11-25...|2002-05-23 ...
x benjamin_w... non-target 0 2002-09-16 ... [2002-09-16 ...
X kyle_currin. .. non-target 0 2002-07-28 ... [2002-07-25 ...
x randall_vau... non-target i) 2002-03-12 ... |2002-03-12 ...
v margaret_p... non-target 0] 2002-07-29 ...|2002-07-29 ...
x rebecca_nel... non-target 0 2002-09-15 ... [2002-09-15 ...
X joanne_neal... non-target 0 2002-07-30 ... [2002-07-30 ...
x zamuel_gros... non-target i) 2002-09-16 ... [2002-09-16 ...
v rOSEMary_s... non-target 0] 2002-07-28 ...|2002-07-28 ...
o nancy durh non-taraet N nn?-na-16  |ann7-na-1s LI
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Articulation Points Analytic

(U) The Articulation Points Analytic command identifies nodes in the graph
that are like “bridges” between clusters of nodes. If you removed or filtered
out these articulation point nodes from the Controller table, FANTOM
would break the graph into multiple, independent clusters.

(U) The Articulation Points analytic is similar to the Betweenness Centrality
analytic in that the goal of both is to help identify nodes that are important
in some way. For Articulation, “important nodes” keep clusters in the graph
connected globally. For Betweenness Centrality, “important nodes” are the
busiest intersections.

(U) This analytic determines a true or false value of articulation for each
node and adds it to an Articulation Point column in the Node Table.

Tip: (U) You can quickly see the nodes that are articulation points by
clicking the Articulation Points column title until the True values
are at the top. Or, if you kept the Apply Colors check box selected,
you could sort the nodes by the Color column until the selected
articulation point color is at the top.

Note: (U) To set your preferences for the Articulation Point analytic, see
“Articulation Point Preferences” on page 11-7.
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(U) To run the Articulation Point analytic:
1.  (U) Choose Analytics > Articulation Points.

(U) The Articulation Point dialog box displays (Figure 9-3).
2. (U) Select options and then click OK:

¢ (U) Click the Articulation Point Color box to change the default
green color in the Color Selector dialog box (Figure 9-3).

Figure 9-3: (U) Articulation Point dialog box (two-hops.session)

Click the Articulation Point Color x|
box and the Color Selector &% =] usvl st Rep)| ]

dialog box displays where you
can select a highlight color for

Recent:

articulation points
S
Articulation Point Color: _ —4>
Apply Color: ¥
x Apoly e n - . Sample Text Sample Text
[sample Text Sample Text.
. . . Sample Text Sample Text
QK C | Reset
Lol |_coe | o |
Articulation Point Color: Click a color in the Swatches tab and then
Apply Color: |7 click OK; FANTOM adds the color you picked
to the Articulation Point Color box
oK Apply | Cancel

¢ (U) Select the Apply Color check box (deselected by default) if you
want articulation point nodes to be highlighted with the selected
color in the Controller and FANTOM 3D Viewer windows.
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Figure 9-4: (U) Articulation Point analytic results (two-hops.session)

The Articulation Point Color you selected Nodes which are articulation points are filled
displays in the Color column of the table with the color you selected

FANTOM adds an Articulation Point column to
the Controller window table; click the column
title to sort the table by Articulation Points

Attribute Colorizer
(U) FANTOM 3.1.3 and later combines the functionality of the Single
Attribute Cluster Layout and Single Edge Attribute Cluster Analytic into the
Attribute Colorizer analytic, and removed the former two.

(U) To run the Attribute Colorizer analytic:
1.  Choose Analytics > Attribute Colorizer.
The Attribute Colorizer dialog box displays (Figure 9-5).

FBI FANTOM Version 3.1.3 UNCLASSIFIED 9-5



UNCLASSIFIED
FANTOM User’s Guide March 2016

Figure 9-5: Attribute Colorizer dialog box

Attribute Colorizer = |EI| ﬂ
ype: ose ] bt [ ~ |
Add Cluster ID Column: [~ Color Clusters: [~ Layout Clusters: [~
Attribute Value Color
<no value> |
ok | apely | cancel |

2. (U) Select the Type of Node or Edge Table where the column values
you want to color are located.

3. (U) Select the column to color as the Attribute.

4.  (U) Select the other options (Add Cluster ID Column, Color
Clusters, and Layout Clusters) if you like and then click OK.

(U) FANTOM rearranges the graph into clusters based on the
attribute you selected.

(U) If you selected Add Cluster ID Column, FANTOM adds a new
Cluster ID column in the Node Table.

(U) If you selected Color Clusters, FANTOM colors nodes in the
Graph Viewer to identify the cluster each node is associated with.

(U) If you selected Layout Clusters, FANTOM arranges the clusters
in a circle with subgraph circles.
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Figure 9-6: (U)Attribute Colorizer of a graph example

Case Count

(U) FANTOM can obtain a count of the following counts when columns are
available in the Node Table that have the column title indicated below:

Get This Count When Node Table Has This Column
Distinct Cases Case

Target Nodes Type (Values: target or non-target)
Distinct Field Offices Case (Values: second part of case ID)
Distinct Case Types Case (Values: first part of case ID)

(U) To run the Case Count:
1. (U) Choose Analytics > Case Count.
(U) The Case Count dialog box displays (Figure 9-7).
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Figure 9-7: (U) Case Count dialog box

. -lolx|

User Requested Case Count

I~ TargetNodes

[~ Distinct Field Offices

[~ Distinct Case Types

QK | Apply | Cancel |

2. (U) Select the check boxes for the counts you want to be calculated.
3. (U) Click OK.

(U) FANTOM adds columns at the right side of the Node Table for
each of the check boxes above that you selected.

Call C}laining Analytic

(U) The Call Chaining Analytic is intended to provide a search capability for
communications-based data sets. Call chain analysis lets you analyze
communications data for directly-linked graph events. In the case of call
chain events, the domain is defined as linked communications (edges)
occurring between entities (nodes) within a predetermined time frame. Call
chaining can be used to find relevant sub-graphs within a specified domain,
but can also provide statistical summaries of and predictive insight to
communication pathways, gateways, and patterns. Call chains event sub-
graphs will generally express small-world, scale-free network
characteristics.

(U) To use the Call Chaining analytic:
1.  (U) Choose Analytics > Call Chaining.
(U) The Call Chaining Analytic dialog box displays (Figure 9-8).
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Figure 9-8: (U) Call Chaining Analytic dialog box

ol T =

Frequency: IZ / Seconds

Minutes

Ratio of Observed to Expected : I 533 Days
Max Chaining Time : |5 IMinuhes - Weeks
Time/Date Field: ISand Date LI
# Cal Chain Analytic Results
Apply |

2. (U) Set the Max Chaining Time units to Months unless the
communications are primarily taking place more often.

3. (U) Click Apply and wait for the information to be calculated.

(U) FANTOM changes the Call Chain Analytic Results icon from a
document to a folder (Figure ).

4.  (U) Double-click the folder icon to expand the tree and examine the
call chain details.

Centrality
(U) The Centrality menu provides the following subcommands:

¢ Betweenness Analytic

¢ Closeness Analytic

@ Degree Analytic

¢ Eigenvector Analytic
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Betweenness Analytic
(U) Betweenness Centrality is a measure of the importance of a node in
terms of how often it shows up as a critical part of a path between other
nodes. One-hop, or direct, connections between two nodes are not included
in Betweenness calculations, only two-hop, three-hop or longer paths
connecting two nodes are considered.

Figure 9-9: (U) One-hop, two-hop, and three-hop examples

Two-hop example: One-hop examples:
152.255.147.001 goes 094.203.095.053 to 157.067.214.189
through 094.176.068.080 to 094.170.062.086 to 152.253.145.003
reach 153.002.149.254

Three-hop example:
094.215.107.041 goes through 006.010.209.246
and 094.173.065.083 to reach 151.249.141.007

(U) The Betweenness Centrality analytic identifies nodes that are included
in a large number of the shortest paths between two other nodes. In other
words “all roads lead through” these highly central nodes. Nodes with the
highest betweenness centrality (the red nodes) are the busiest intersections.
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(U) This analytic calculates centrality based on the weighted likelihood—
determined by edge counts of relevant paths— that a given node shows up
in the shortest path between all other pairs of nodes. The higher the
Betweenness value, the stronger the bond between a node and other
connected nodes.

(U) If you deselect the Use Edge Direction check box, then paths are taken
into account without regard to the edge direction where a node is a “go
between’.

(U) If you select Use Edge Direction, then these paths take into account the
direction of edges when calculating shortest paths. If more than one edge
exists between a pair of nodes (e.g. multi-edges) then the betweenness
centrality score factors in this influence ‘weight’ In this calculation we
interpret more weight to mean more influence (e.g. more communications
= more frequent contact => greater influence). Thus paths that contain
edges with high weights are more likely to be taken and nodes along these
paths are considered more influential, and therefore have a higher
betweenness centrality. Consider the simple diagrams below.

Figure 9-10: (U) Using Edge Direction diagrams

(U) In Graph A and B the only non-trivial paths between a pair of nodes is
between A and D (the other paths do not contain any intermediate nodes).
The two paths of interest for Betweenness calculations are A -> B -> D and
A -> C->D. In Graph A nodes B and C have a betweeness score of 1 while
nodes A and D have a betweeness of 0.

(U) Edge weights (often based on frequency of communications or edge
count) as shown in Graph B change this calculation. Note that this applies
only when there are multiple paths with the same number of hops. When
Use Edge Direction is selected, path A->B->D has a weight of 2+1=3 and
path A->C->D = 2. Thus node B gets a weights of 3 and node C gets a weight
of 2. When normalized (see next paragraph) these are reduced to node B =
2/3 = 0.67 and node C = 1/3 = 0.33. Nodes A and D still get a score of 0.

(U) Betweenness centrality scores are normalized so that all values are
between 0 (zero) and 1 for each node in the graph. This allows you to
understand the relative, rather than absolute, importance of each node in
the graph.
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(U) Normalization is accomplished simply by dividing all raw scores by the
maximum. Nodes are also placed into three colored categories: high (red),
medium (yellow) and low (green), to make it easy to visually identify the
most central nodes. If you keep the Apply Colors check box selected, the
analytic changes the nodes' Color value to red, yellow, or green for the
highest, medium, and lowest level of betweenness centrality scores,
respectively.

Tip: (U) You can quickly see the nodes with the highest betweenness
centrality by clicking the Betweenness Centrality column title until
the biggest scores are at the top. Or, if you kept the Apply Colors
check box selected, you could sort the nodes by the Color column
until the red colors are at the top.

Note: (U) To set your preferences for the Betweenness analytic, see
“Betweenness Preferences” on page 11-9.

To run the Betweenness analytic:
1.  (U) Choose Analytics > Betweenness.
(U) The Betweenness Centrality dialog box displays (Figure 9-11).

Figure 9-11: (U) Betweenness Centrality dialog box
=10l x|

[¥ Use Edge Direction

v Apply Colors

2. (U) Select options and then click Apply or OK:

¢ (U) Use Edge Direction — Select the Use Edge Direction check
box and these paths take into account the direction of edges when
calculating shortest paths.

¢ (U) Apply Colors — Select or deselect this check box to apply or
not apply colors to nodes as illustrated in Figure 9-12.
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Figure 9-12: (U) Betweenness Centrality analytic results in Controller (two-hops.session)
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Figure 9-13: (U) Betweenness Centrality results in 3D Viewer (two-hops.session)

FBI FANTOM Version 3.1.3 UNCLASSIFIED 9-13



UNCLASSIFIED
FANTOM User’s Guide March 2016

Closeness Analytic
Note: (U) The information in this topic enclosed in quotation marks is
extracted from Introduction to social network methods, “Chapter 10.
Centrality and power” an online text by Robert A. Hanneman
(Department of Sociology, University of California, Riverside) and
Mark Riddle (Department of Sociology, University of Northern
Colorado). The full text is available on the Internet at:

http://faculty.ucr.edu/~hanneman/nettext/C10_Centrality.html

(U) “Closeness centrality approaches emphasize the distance of an actor to
all others in the network by focusing on the distance from each actor to all
others. Depending on how one wants to think of what it means to be “close”
to others, a number of slightly different measures can be defined”

Path distances

(U) “Network>Centrality>Closeness provides a number of alternative ways
of calculating the “far-ness” of each actor from all others. Far-ness is the sum
of the distance (by various approaches) from each ego to all others in the
network.”

(U) “Far-ness” is then transformed into “nearness” as the reciprocal of
farness. That is, nearness = one divided by farness. “Nearness” can be
further standardized by norming against the minimum possible nearness for
a graph of the same size and connection”

(U) “Given a measure of nearness or farness for each actor, we can again
calculate a measure of inequality in the distribution of distances across the
actors, and express “graph centralization” relative to that of the idealized
“star” network”

(U) These different measures of what it means to be “close” are defined
where you make the related selections in the following procedure (step 2).

(U) To use the Closeness Centrality analytic:
1.  (U) Choose Analytics > Closeness Centrality.
(U) The Closeness Centrality dialog box displays (Figure 9-14).
Figure 9-14: (U) Closeness Centrality dialog box
=i

Redprocal

[ Directed

Geodesic

™ Undirected [~ Directed

Display
I~ Component [~ Farness

OK Apply Cancel
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2. (U) Select any combination of the following options:
¢ (U) Reciprocal options: Undirected and/or Directed.

¢ (U) Selecting the Undirected check box causes FANTOM to
add the Closeness Centrality (Both) column.

¢ (U) Selecting the Directed check box causes FANTOM to add
the Closeness Centrality (Output) and Closeness Centrality
(Input) columns at the right.

Note: (U) If you select one of these options, FANTOM makes the Farness
Display option active.

¢ (U) Geodesic options: Undirected and/or Directed.

¢ (U) Selecting the Undirected check box causes FANTON to
add the Closeness Centrality (Geodesics Both) column.

¢ (U) Selecting the Directed check box causes FANTOM to add
the Closeness Centrality (Geodesics Output) and Closeness
Centrality (Geodesics Input) columns.

¢ (U) Display options: Component and/or Farness.

¢ (U) Selecting the Component check box causes FANTOM to
add the Groups (Components) and Size (Components)
columns.

¢ (U) Selecting the Farness check box with the Reciprocal
Undirected check box also selected causes FANTOM to add
the Farness (Both) and Closeness Centrality (Both) columns.

¢ (U) Selecting the Farness check box with the Reciprocal
Directed check box also selected causes FANTOM to add the
Closeness Centrality (Output), Farness (Input), Farness
(Output), and Closeness Centrality (Input) columns.

Degree Analytic
(U) The Degree analytic command can compute the number of connections
between different nodes in a variety of ways.

Figure 9-15: (U) Degree Analytic dialog box

-iEix]
Meighbars Edges
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OK Apply Cancel
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(U) There is an multi-edge between two nodes when there is at least one
connection between them. There is a edge between two nodes for every
connection between them. For example, there might be several calls
between two phone numbers, making several edges but only one multi-
edge. Therefore, the Degree analytic can count both edges and multi-edges,
as desired. For many graphs the edge originates with one node (like a phone
call) and terminates with another (called a directed edge). Therefore, the
Degree analytic can count incoming, outgoing, and total for each node,
depending on what you select.

(U) To run the Degree analytic:

1.  (U) Choose Analytics > Degree.

2. (U) Select any combination of the following check boxes and then
click Apply or OK:
¢ (U) Neighbor Degree — The sum of the neighbors in and out

*

*

degrees.

(U) Parent Degree — The number of communications entering a
node.

(U) Child Degree — The number of communications originating
from a specified node.

(U) Edge Degree — The sum of the edge in and out degrees.

(U) Edge In Degree — The number of connections that enter a
specific node.

(U) Edge Out Degree — The number of connections that originate
from a specific node.

(U) The Degree analytic adds the selected options as columns in the
Node Table tab in the Controller window.
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Figure 9-16: (U) Degree results (two-hops.session)
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Eigenvector Analytic
(U) Eigenvector Centrality is the measure of the importance of a node.

(U) The Eigenvector Centrality analytic adds an Eigenvector Centrality
column to the Controller window’s Node tab that populates each cell with a
value between zero and one. The value is a percentage, with one being the
item with the highest Eigenvector Centrality.

(U) Eigure 9-18 shows an example of the results of running this analytic and
performing the following actions:

1.  (U) Choose Analytics > Eigenvector Centrality.
(U) The Eigenvector Centrality dialog box displays (Figure 9-17).
Figure 9-17: (U) Eigenvector Centrality dialog box
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OK Apply Cancel

2. (U) Select options or accept the defaults and click OK.
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(U) FANTOM adds an Eigenvector Centrality column in the
Controller window’s Node Table.

3. (U) Click the Eigenvector Centrality column title twice to sort with
the highest value at the top.

4.  (U) Drag to highlight the nodes with the highest numbers.

5. (U) Right-click and choose Select Nodes, and then right-click and
choose Set Color.

6.  (U) Select a color for these nodes and click OK.

7. (U) Hold down the ALT key while dragging away from the center of
the graph so you can see the connections more clearly.
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Figure 9-18: (U) Eigenvector Centrality analytic results with top four nodes selected
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Colorizer Analytic

(U) The Colorizer Analytic lets you define rules that will color or select
nodes or edges based on:

¢ (U) Attributes you specify and
¢ (U) Whether or not the nodes or edges are selected.

(U) When enabled and performed (by clicking Apply or OK), your rules will
either select or color nodes or edges based on attributes that have
interesting properties to you. After running a rule that either selects or
colors nodes or edges, you can sort the Color or Selected column in the
Controller window to make it locate the items of interest more quickly.

(U) To run the Colorizer analytic:
1.  (U) Choose Analytics > Colorizer.
(U) The Colorizer dialog box displays (Figure 9-19).
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Figure 9-19: (U) Colorizer dialog box
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2. (U) Select rule options, click the Add Rule button, and then click
Apply or OK:
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¢ (U) Type — Choose a type of Node or Edge that the rule criteria
applies to.

¢ (U) Affects — Choose whether the rule should colorize nodes or
edges. For example, you might add a rule that colorizes based on a
column in the Node Table (the Type is set to Node) but set Affects
to Edge so that FANTOM colors the edges based on the node
value matching the rule.

¢ (U) Attribute / Operator / Value — The attributes available
depend on whether you chose Node or Edge:

# (U) Node — Available attributes are the Node Table column
titles with the exception of Color.

¢ (U) Edge — Available attributes are the Edge Table column
titles with the exception of Source, Destination, and Color.

(U) The Attribute you choose determines the available Operators
and Value type

4 (U) Action / Value — Choose an action of Select or Color. The
available Value format depends on your Action choice.

Note: (U) Another way to color nodes based on an attribute is using the
Color Clusters option in “Attribute Colorizer”

Date Attribute Aggregation

(U) The Date Attribute Aggregation analytic lets you merge separate Date
and Time columns and create a third combined Date/Time column so that
the data can be analyzed using the FANTOM Time Controller.

To run the Date Attribute Aggregation analytic:

1. (U) Import data or open a session that contains a separate Date and
Time column.

2. (U) Choose Analytics > Date Attribute Aggregation.

(U) FANTOM displays the Date Attribute Aggregation dialog box
(Figure 9-20).
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Figure 9-20: (U) Date Attribute Aggregation dialog box

6.

Figure 9-21: (U) Aggregate date column (Date_Time_after_Aggregation.session)
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(U) Select the Node Attribute or Edge Attribute radio button to

indicate the table where the Date and Time columns are located in the
Controller window.

(U) Select a Date Column and a Time Column.

(U) Type a name for the combined column in the Aggregate Date
Name text box and then click OK.

(U) FANTOM adds your new column to the Node or Edge table.
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DeDuplication Analytic

(U) When you import data sets into FANTOM,, it automatically eliminates
exact duplicates where the values in all columns of a row are identical to the
values in another row. However, in some data sets, such as financial data,
multiple transactions may occur on the same date and for the same amount,
but come from different sources and also be defined as “duplicates.”

(U) The DeDuplication analytic identifies duplicate transactions and allow
the user to review the potential duplicate transactions and provide the user
the option to ignore them. It may be necessary for the user to identify a
specific column as the source and create a new attribute type that can be
used in this process.

To run the DeDuplication analytic:

1.  (U) Import data or open a session that contains a column imported
into FANTOM as a Date or Date/Time and one or two columns
imported as a Currency amount.

2. (U) Choose Analytics > DeDuplication.

(U) FANTOM examines the dates and currency amounts to identify
potential duplicates.

Figure 9-22: (U) DeDuplication adds a Duplicate Transactions column (DeDuplication-

simple-example.session)
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Financial Cllaining Analytic

(U) The Financial Chaining analytic is based on the Call Chaining analytic
and allows you to trace backwards to identify victims and where the money
came from.

To run the Financial Chaining analytic:
1.  (U) Choose Analytics > Financial Chaining.
(U) The Financial Chaining dialog box displays (Figure 9-23).
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Figure 9-23: (U) Financial Chaining dialog box
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2. (U) Select the following options and then click Apply:

*
*
*

(U) Frequency —
(U) Ratio of Observed to Expected —

(U) Max Chaining Time — Set the Max Chaining Time to Months
initially and then reduce the time period if you want to reduce the
results.

(U) Max Chain Length —

(U) Time/Date Field — Select the title of the Date/Time column
for these transactions.

(U) Transfer Amount Field — Select the title of the currency
column for these transactions.
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Figure 9-24: (U) Financial Chaining results example

Sort the Node Table by the Selected
column and then select results in the
Financial Chaining dialog box. FANTOM
selects the financial chain, bringing those
rows to the top of the Node Table and
highlighting them in the Graph Viewer

K-Core Analytic

(U) The K-Core analytic identifies a community where each node is a
member of the community when it is connected to at least K other nodes in
the subgroup.

Caution: (U) The K-Core analytic can take a long time depending on the
number of nodes and edges. For example, one data set with 20,000 edges
took 12 hours to complete. K-Core performs extensive processing to
determine the connections between each node and all others in a data set.
FANTOM team recommends that for large data sets, you may want to start
running the analytic before leaving work for the day.
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(U) To reduce the time needed to perform K-Core calculations, FANTOM
uses the Half Intervals method.

To run the K-Core analytic:
1.  (U) Choose Analytics > KCore.
(U) The K-Core Analytic dialog box displays.
Figure 9-25: K-Core Analytic dialog box
BEE

K-Core Value: I 30
K-Care Vertex Color: _

Apply Color: [

2. (U) Select the following options or accept the defaults and then click
OK:

¢ (U) K-Core Value — The default K-Core Value is set to 30. This is
the number of connections that a node must have with one or
more other nodes in the subgraph for it to be considered a
member of the subgraph.

¢ (U) K-Core Vertex Color — Select the color that you want
FANTOM to apply to nodes in the identified subgroup.

¢ (U) Apply Color — Keep the Apply Color check box selected if you
want nodes in the identified subgroup to have the K-Core Vertex
Color applied to them in the Node Table and Graph Viewer
window.

(U) If the maximum number of connections is less than the K-Core
Value specifed, FANTOM displays a message to let you know the
maximum number. It uses this number to complete the analysis.

Figure 9-26: (U) K-Core calculation message

3. (U) Click OK.

(U) FANTOM identifies the subgraph and if you have the Apply Color
check box selected, it highlights the nodes so you can see the
community more easily in the Graph Viewer window (Figure 9-27).
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Figure 9-27: (U) K-Core analysis results with nodes in the subgraph colored red (K-Core-
Sample.session)

Multi-E(lg’e Date Range Analytic
(U) The Multi-Edge Date Range analytic adds an Activity Start and Activity
End column to the Multi-Edge table and provides the corresponding dates

for each row.
(U) To run the Multi-Edge Date Range:
1.  (U) Choose Analytics > Multi-Edge Date Range.
(U) The Multi-Edge Date Range dialog box displays.
Figure 9-28: (U) Multi-Edge Date Range dialog box
=101

Date attribute: (laferEyi]

OK |

2. (U) Choose a date column from the Date attribute menu.

3. (U) Click OK.

(U) FANTOM adds an Activity Start and Activity End column to the
Multi-Edge table, populating the cells with dates for each row of the

table.
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Figure 9-29: (U) Activity Start and Activity End columns on the Multi-Edge table

=101
Fle Edit View Databases Graph Analytics Layouts Reports Help
> . e . 2
JCEIEIEC I EEIR e
Node Table | Edge Table {Mult-Edoe Table}] Fiter Table |
Node 1 Node2? |Mode 1 - Node 2 Count|Node 2 -» Mode 1 Count | Edge Count |Selected Count| Edge Type Color Activity Start | Activity End |

lharry_marc... |teresa_hard... |1 o 1 0[Email 2002-09-11 ...|2002-09-11 ... &
tammy_ross. .. (teresa_hard... 75 a 75 0 Email 2002-08-19 ... |2002-11-26 ...
dorothy_ale... [teresa_hard... |1 0] 1 0[Email 2002-09-10 ...|2002-09-10 ...
stephen_me... [teresa_hard... 2 o 2| 0|Email 2002-09-12 ...|2002-09-22 ...
lalice_garret... [roy_wagner... 96 0 96 0fEmail 2002-07-24 ... [2002-12-23 ...
leric_steele... (@lex_may@... |2 2 4 0[chat I 2002-09-07 ... [2002-09-07 ...
dean_lutz@... [alex_may@... [14 21 35 ofchat+Email | [ 2002-05-13 ... [2002-09-07 ...
lgwendolyn_... [alex_may@... |1 1 2| o|chat I [2002-09-07...[200209-07 ...
iglen_baldwi... [slex_may@... [1 1 3) o|chat 0 [2002-09-06 ... |2002-09-06 ...
harvey_rolii... [francis_men... [0 1 1 0|Email 2002-09-08 ... |2002-09-08 ...
jack_marsh... |francis_mcn... |0 2 2| 0[Email 2002-09-09 ...|2002-09-11 ...
daudia_hop... [francis_man... [1 o 1 0|Email 2002-09-08 ...|2002-09-08 ...
igladys_hatc... [francis_men... |4 0 4 0fEmail 2002-09-07 ... [2002-09-26 ...
regina_schr... [francis_man... |1 o 1 0[Email 2002-09-08 ...|2002-09-08 ...
lkarl_sharpe... [francis_man... |4 o 4 0[Email 2002-08-30 ... |2002-10-10 ...
sharon_hob... [francis_men... |1 o 1 0[Email 2002-09-09 ... |2002-09-09 ...
kathy_thom... [francis_mcn... |4 o b 0[Email 2002-01-24 ...|2002-03-05 ...
igwendolyn_... [francis_man... (14 0 14 0|Email 2002-07-29 ...|2002-09-10 ...
marc_potter... francis_men... |1 0] 1 0[Email 2002-09-08 ...|2002-09-08 ...
eanette_be... |francis_man... |1 o 1 0|Email 2002-09-09 ...|2002-09-09 ...
bradiey_yat... [francis_men... [1 0 1 0fEmail 2002-09-08 ... [2002-09-08 ...
jordan_horo... (frands_man... |1 o 1 0[Email 2002-09-09 ... |2002-09-09 ...
ichristina_he... [francis_man... |1 o 1 0[Email 2002-09-09 ... |2002-09-09 ...
lallan_nguye... [francis_men... 9 o 9 0fEmail 2002-09-07 ... [2002-09-25 ...
lkarl_hamilto... [francis_mcn... |1 a 1 0 Email 2002-09-08 ... |2002-09-08 ...
johnny_tod... |francis_macn... |1 o 1 0|Email 2002-09-09 ...|2002-09-09 ...
dwight_rees... [francis_man... |1 0] 1 0[Email 2002-09-08 ...|2002-09-08 ...
igladys_shap...|francis_men... 1 0 1| 0[Email 2002-09-09 ... [2002-09-09 ...
lhenry_schro...|francis_man... |1 o 1 0[Email 2002-09-09 ... |2002-09-09 ...
lcourtney_ro... [frands_men... |1 0 1] 0|Email 2002-03-09 ... |2002-03-09 ...
lpaige_carey... [frands_man... |1 0 1 0[Email 2002-09-08 ... |2002-09-08 ...
jsheryl_lamb... [francis_men... |1 o 1 0[Email 2002-09-08 ... |2002-09-08 ... LI

Neigll])orlloocl Index Analytic

(U) The Neighborhood Index Analytic command compares the neighbors
of all nodes with the selected nodes. This analytic has no options, so just
choose the command to run it.

(U) This analytic returns, for each node, the number of selected nodes that
are its neighbors. This analytic adds a column to the node table in the
Controller window.

(U) Neighborhood Index is useful when trying to determine which nodes in
a large graph are well connected to a set of “interesting nodes” These
interesting nodes could be known targets or victims. With a score for every
node, it is easy to sort on that column and identify potential new nodes of
interest. That is, nodes with many connections to known important nodes
might be important themselves.

(U) To run the Neighborhood Index analytic:
1. (U) Select one or more nodes.
2. (U) Choose Analytics > Neighborhood Index.

(U) FANTOM runs the analytic and adds the results in a
Neighborhood Index column of the Node Table.
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Tip: (U) You might want to follow this analytic by running the Layouts >

Single Attribute Cluster Layout command, selecting

Neighborhood Index as the Cluster Attribute, and selecting both

check boxes to organize and color the clusters so they stand out

more clearly.

Figure 9-30: (U) Neighborhood Index analytic results followed by Single Attribute Cluster
Layout with Neighborhood Index selected as the cluster and Color Clusters option

selected

Fle Edit View Databases Graph Analytics layouts Reports Help

=1olx]

|

ClIEIEIEIEIE]

EHICIN S

Mode Table I Edge Table | Muiti-Edge Table | Filter Table |

Labeled jin] Label Color ¥1 Ican Recipient 5t...| Community ID | Articulation ... | Neighbarha. .. | Neighborha. .. | B8
[ TNDIAM HEA. .. INDIAN HEA... ] 7 v 0]
2 FOOD AND ... FOOD AND ... - 3 v 0
2 CENTERSF... |CENTERSF... ] [1] I 0
I~ INATIONAL I... [NATIONAL I... » [6] ird 0
I HEALTH RES. .. HEALTH RES. ... ] 12 I 0
~ CENTERS F... |CENTERSF... . [10] I 0
= IMMED OFFL... [[MMED OFFL... ] [o] ¥ 0
W SUBSTANCE.., [SUBSTANCE. .. -] [5] I 0
~ ADMINISTR.... |ADMINISTR. .. ] 9] I 0
I ADMINISTR.... |ADMINISTR. .. » [ I 0
~ AGENCY FO... |AGENCY FO... ] 18] I 0
r STBERNAR... |ST BERNAR... | I » LA [4] r ADMINISTR. .. 1
- Tacoma Tra... [Tacoma Tra... | I ] WA [s] Il SUBSTANCE. .. 1
- Norwalk Co... |Norwalk Co... | . cT 2 ] HEALTH RES.... 1
r North Carali.... [North Caroli... | IR ] NC [1,9] r ADMINISTR. .. 2
r SAM DIEGO ... [SAN DIEGO ... | -] cA 4 r ADMINISTR. .. 1
r National Saf... [National Saf. .. | IR ] KY 4 — IADMINISTR. .. 1
r US DEPART... |US DEPART... | - PA [6] r NATIONALI... 1
r SCRIPPS RE... [SCRIPPS RE... | I ] ca [6] - NATIONAL I... 1
r MAUT FAMIL.... [MAUI FAMIL... | I » HI [4 ] ADMINISTR.... 1
[l KARUK TRIE. .. [KARUK TRIE... | R ] ca [2,4,7,9] [ ADMINISTR.... 4
- CHINATOW... [CHIMATOW. .. | I . ca 12 ] HEALTH RES... 1
[l Global Healt. .. |Global Healt... | I ] GA [10] [l ICENTERS F... ]j

B = e P ——— ) ~ = = = - =
L

N: 14246 / E: 18680 /M: 18680 ‘SelacbedN:ll,'E:O
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Non-Target Communication Analytic

(U) This analytic produces a simple table containing non-targets who
communicated to the target. The table displays the date range within which

the communications took place.

To run the Non-Target Communication Analysis Analytic:

1.
2.

U) Select one or more target Type nodes.

(
(U) Choose Analytics > Non-Target Communication Analysis.
(

U) FANTOM displays the Non-Target Communication Analysis

(Sowellizer) dialog box.

Figure 9-31: (U) Non-Target Communication Analysis (Sowellizer)

NonTarget Communication Analysis (Sowe!

MNon-Target

g [ 3]

Target/Case

jeanette_montgomery @mail.com

jan_campbell @mail. com, OH-12345,...

=

arace_hatcher @mail.com

jeanne_crabtree@mail.com, UT-123...

frederick_baker @mail. com

francis_mcnamara@mail.com, NC-12...

charles_kelly @mail.com

jeanne_crabiree@mail.com, UT-123...

gretchen_hirsch@mail.com

francis_mcnamara@mail,com, NC-12...

jenny_wilkinson @mail. com

jeanne_crabtree@mail.com, UT-123...

hugh_petty @mail.com

jeanne_crabtree@mail.com, UT-123...

randy_morton @mail, com

jeanne_crabiree@mail.com, UT-123...

henry_odom@mail. com

jeanne_crabtree@mail.com, UT-123...

johnny_rowe@mail.com

jeanne_crabtree@mail.com, UT-123...

bryan_hughes @mail. com

jeanne_crabtree@mail.com, UT-123...

caroline_barker @mail.com

jeanne_crabiree@mail.com, UT-123...

thelma_sherman@mail.com

jeanne_crabtree@mail.com, UT-123...

tommy_parrott@mail.com

jeanne_crabtree@mail.com, UT-123...

Filter Text:

=]

NonTarget Communication Analysis (Sowel

Mon-Target

=0l x|

Target/Case

randy_morton@mail. com

jeanne_crabtree @mail.com, UT-123...

randall_hinson@mail. com

jeanne_crabtree @mail.com, UT-123...

randy_norris @mail. com

francis_mcnamara @mail.com, NC-12..,

randy_wilhelm @mail. com

francis_mcnamara@mail.com, NC-12...

betsy_brandon@mail.com

francis_mcnamara@mail,com, NC-12...

randall_moran@mail. com

francis_menamara @mail.com, NC-12...

brandon_james @mail.com

francis_mcnamara @mail.com, NC-12..,

randy_long@mail.com

francis_mcnamara@mail.com, NC-12...

ronald_brandon@mail. com

francis_mcnamara@mail,com, NC-12...

randy_brantley@mail.com

francis_menamara @mail.com, NC-12...

randy_beck@mail.com

francis_mcnamara @mail.com, NC-12..,

randall_frank@mail.com

francis_mcnamara@mail.com, NC-12...

brandon_gilbert@mail. com

francis_mcnamara@mail,com, NC-12...

ron_brandt@mail.com

francis_menamara @mail.com, NC-12...

s

Filter Text: |rand

=]

Unfi

3.

Tip:

Itered list

(U) Type characters in the Filter text box.

Filtered list

(U) FANTOM shows only Non-Target entries containing the
combination of characters you've typed. These characters can be in

any location.

(U) You can copy/paste selected list rows in this dialog box to

another application, such as to Microsoft Word or Excel. To do this,
drag up or down in the list. Press CTRL+C to place the selected text
on the Clipboard, and then Paste the information elsewhere.
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Prestige Centrality Analytic

(U) The Prestige Centrality analytic adds a Prestige Centrality column to
the Controller window’s Node tab that populates each cell with a value
between zero and one. The value is a percentage, with one being the node
that has the highest Prestige Centrality. Prestige is an indication of power
within a group. This can be indicated, for example, by a node who
communicates only once before an event is triggered. It can also be
indicated by a node who communicates the most.

(U) Figure 9-33 shows an example of the results of running this analytic and
performing the following actions:

1.  (U) Choose Analytics > Prestige Centrality.
(U) The Prestige Centrality dialog box displays.
Figure 9-32: (U) Prestige Centrality dialog box
=TS

Decimal Places: |4|

[~ Use Inbound Edges

oK Apply Cancel

2. (U) Select the Use Inbound Edges check box or leave it deselected
(which uses Outbound Edges) and click OK.

(U) FANTOM adds a Prestige Centrality column in the Controller
window’s Node Table.

3. (U) Click the Prestige Centrality column title twice to sort with the
highest value at the top.

(U) You may want to run the Layouts > Single Attribute Cluster
Layout command and select Prestige Centrality as the attribute to
more easily see the results in the graph (Figure 9-33).
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Figure 9-33: (U) Example of Prestige Centrality analytic with Single Attribute Cluster
Layout run afterward using Outbound Edge Prestige Centrality as the attribute

=
File Edit View Databases Graph Analytics Layouts Reports Help

I EEIEI =

52 265" Edge Table | MultiEdge Table | Filter Table |

Color Icon Recipient St... | Community ID [ Articulation ....| Neighborh... [ Neighborhe... | Cluster 1D [Gutboun... ¥ Inbound Ed... [

...| ] IAZ [1,2,3,4 .. r ADMINISTR.... 10 101 0 -
... | I .7 VA r ADMINISTR.... 10/ 10[0.9426 o

...| ) sC r ADMINISTR.... B slo.914 o

.| I . oK r ADMINISTR.... El 3/0.5069 o

.| I ) NG r ADMINISTR.... E 3|0.8495 o

.| I w7 cA r ADMINISTR.... £ 9|0.8495 o

.| ) co r ADMINISTR.... 9 9|0.8495 o

.| I .’ ca r ADMINISTR.... 9 9/0.8495 o

E... | I »] R r ADMINISTR... 9 9|0.8495 0

... | I .7 MA r ADMINISTR.... 9 5/0.8435 o

.| ) w1 r ADMINISTR.... B 5|0.8435 o

... | I . MD r ADMIMISTR.... 9 5/0.8379 o

.| I ») uT r ADMINISTR.... E 3[0.8341 o

.| I »] 1A r ADMINISTR.... E 3|0.8269 o

.| I »] cA r ADMINISTR.... 9 9|0.8269 ]

.| I .’ FL r ADMINISTR.... 9 9/0.8269 o

... I ] Pa r ADMINISTR... 8 8[0.7448 0

... | I .7 i r ADMINISTR.... ! 8/0.7448 o

.| ) MD r ADMINISTR.... B 3[0.7443 o

... | I . Ny r ADMIMISTR.... 8 8[0.7443 o

. | I ») MO r ADMINISTR.... E 3|0.7448 o

.| I »] WA r ADMINISTR.... E 8|0.7339 o

...| I »] Ny r ADMINISTR.... E 3[0.7339 ] 7]
o — 5 = = e — - — o

N: 14246 { E: 18580 / M: 18680 ‘SdECtEdN:ll,lE:u ‘
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Related Nodes Analytic

(U) The Related Nodes analytic lets you compare all nodes to the node
chosen in the Node menu of the Related Nodes dialog box.

Note: (U) All values produced by the Related Nodes analytic—in the
Neighborhood Similarity, Longest Common String, String Edit
Distance, Alias Min, Alias Mean, and Allis Max columns of the Node
Table—are “normalized” This means the results only range between 1
and zero (0).

(U) For example, if you select osama@yahoo.com, this analytic will find
other occurrences of osama@yahoo.com (and return a value of 1.0 to
indicate the two values are identical). In addition, it identifies similar values
like osama@gmail.com or osama590@msn.com, and defines the similarity
as a percentage using decimal numbers (1.0 is identical, 0.9 is 90 percent, 0.8
is 80 percent, and so on).

Note: (U) To set your preferences for the Related Nodes analytic, see
“Related Nodes Preferences” on page 11-27.

(U) To run the Related Nodes analytic:
1. (U) Choose Analytics > Related Nodes Analytic.
(U) The Related Nodes Analytic dialog box displays (Figure 9-34).
Figure 9-34: (U) Related Nodes Analytic dialog box
=lolx

baron_brandon 000M)
Select Column ~ [Type =] / aaron_king@mail.com (330)

aaron_li@mail.com {3045E)
€ All Nodes aaron_mckenzie @mail. com (3459V)
aaron_mclean @mail.com (1348D)
aaron_woods@mail.com (34124)
adam_brown@mail.com (3231F)
Criteria [adam_carroll @mail. com (4245M) -

Lol=2 23 W S e aron_brandon @mail.com (3000M)|

[+ Ignore Email Provider Substring {ie. @Hotmail.com)

¥ Longest Common String

I™ Neighborhood Simlarity FANTOM lists the nodes by the Label,
[~ String Edit Distance which may be appended in
possile Alas Threshld | sz | Pparentheses with an internal ID
oK | Apply Cancel |

2. (U) Select the following options and then click Apply or OK:

¢ (U) Node — Select a node to which you want to compare all other
nodes in the data set.

Note: (U) If you select a different node and rerun this analytic, FANTOM
updates only the Related Nodes columns in the Node Table that you
select each time. It retains the data in any of the Criteria or
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Aggregation Method columns that haven’t been selected in the
latest run. Since the Aggregation Method columns are derived from
the Criteria, you need to select each one and click the Apply button
to update those columns of data after you analyze a different node.
FANTOM lets you hide columns, but the data is retained throughout
a session.

¢ (U) Criteria — Select any of the following check boxes; FANTOM

performs the indicated calculations and adds a corresponding
column in the Node Table to display the results:

¢ (U) Neighborhood Similarity — This criteria discovers the set

of neighbors for the chosen node and then compares it to the
set of neighbors for each of the other nodes in the data set.

(U) Given the node that is chosen in the Node menu,
FANTOM discovers who the neighbors are for that node (the
other nodes who have relationships with the selected node).
Then it finds the node relationship for each of the other nodes
which are then compared to the selected node.Figure 9-35

Figure 9-35: (U) How many friends do Al and Luke share? Related Nodes

Neighborhood Similarity example

¢ (U) Longest Common String criteria — This analytic

determines the longest common string between the selected
node and each of the other nodes in the data set. It indicates
the longest common string as a percentage.

(U) String Edit Distance criteria — This criteria calculates
how many keystrokes would be needed to change one value to
the other between the selected item and other items in the
table.
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¢ (U) Aggregation Method — FANTOM offers three aggregation
methods; each of which produces a separate column of results:

(U) Minimum Aggregation — Displays the smallest result for
each node among the up to three criteria you selected:
Neighborhood Similarity, Longest Common String, and
String Edit Distance.

(U) Mean Aggregation — Mean is the average of a set of
numbers. It is calculated by summing a set of numbers and
then dividing by the count of numbers in that set. If you select
this aggregation method, FANTOM adds an Alias Mean
column in the Node Table after you run the Related Nodes
analytic.

(U) Maximum Aggregation — Displays the largest result for
each node among the up to three criteria you selected:
Neighborhood Similarity, Longest Common String, and
String Edit Distance.

(U) See the example results in Figure 9-36.

Figure 9-36: (U) Example of Related Nodes results

FANTOM adds result columns at the right in the Controller window

=10l =
Fle Edit View Databases Graph Analytics Llayouts Reports Help

T EEIEE]

Node Table | Edge Table | MultiEdge Table | Fitter Table |

Sele... | Labeled D Label Color Tcon Account Case Type Alias Max Possible Ali... ¥1| Longest Com... |B|
r I~ |4500C  |evelyn_kele... evelyn_kelley... non-target 1 evelyn_kely@... 1 -
] T 23w |edna_hoyle... X edna_hoyle@... non-target 0. 153346 0.153346
[l T |7sw  jruth_ee@ma... X ruth_lee @mail.... inon-target 0. 153846 0.153846
' [ [30280 [jon_bass@m... % jon_bass@ma... non-target 0.153846 0. 153846
r I~ [1532C  |carolyn_lang... X carolyn_langs... Inon-target 0.25 0.25
- I  [1479C lrichard_olsen... x richard_olsen... non-target 0.076923 0.076923
[l [~  [2618A |randall_frark... X randall_frark... Inon-target l0.153346 l0.153346
r ™ [e32L  [gerald_buck... X gerald_buckle... non-target 0.214286 0.214286
r [~ 26152 [arlene_odon... arlene_odonn... non-target 0.2 0.2
r [~ 3027 [julie_holland... X julie_holland. .. non-target 0.153846 0.153846
r T |15318 |[tina_bernstei... X tina_bernstei... non-target 0.071429 0.071429
' T 87 |lewis_curin... % lewis_currin@... non-target 0.153846 0. 153846
r ™ |14788 |bryan_coate... X bryan_coates... Inon-target I0.153846 0.153846
- I~ 33K |kristine_brow... x kristine_brow... non-target l0.071429 l0.071429
[l [ [2614¢ |anett=_par... X jeanette_pars... Inon-target 0.0625 0.0625
r ™ [3026M [jeanette_ma... X jeanette_max... non-target 0.1875 0.1875
r [ |1530A [eslie_lopez@... leslie_lopez@... non-target 0, 153346 0.153846
r [T 878K  frenee_sharm... X renee_sharm... non-target 0.076923 0.076923
r T |1477a |laura_haobbs... X lzura_hobbs. .. non-target 0.076923 0.076923
' [ [1478Z |eddie_bernst... % eddie_bernst... Inon-target 10.066667 10.066667
r I~ |9301 |larry_zhou@... X larry_zhou®@. .. Inon-target 0.076923 0.076923
- I [2613X |nicole_garret... x nicole_garrett... non-target 0.142857 0. 142857
[l I~ [025L |alice_jordan... X alice_jordan@... Inon-target 0.076923 l0.076923
r ™ [8771  |emma_bulloc... X emma_bullock... non-target 0. 153846 0. 153846
r - 1562 jenny_benne... jenny_bennet... non-target 0.076923 0.076923
r [~ 245K [calvin_fletch... X calvin_fletche... non-target 0.133333 0.133333
r T |266F |theresa_oak... X theresa_oakle. .. non-target 0.214286 0.214286
' [ [34% |nicholas._rice... % nicholas_rice... Inon-target 0.075923 0.075923
r ™ |4e7a  |marjorie_robi... X marijorie_robi. .. Inon-target 0.058824 0.058824
- I~ [1475¢ |leslie_eason... x ledie_eason@... non-target 0.153846 I0.153846
[l I [2612w |wilie_beatty... X wilie_beatty... Inon-target l0.153346 l0.153346
] I~ |84 |harvey_mcd... % harvey_medu... Inon-target 0. 142857 0. 142857
[l [T 3024 |jesse_roy@... x jesse_roy@m... non-target 0.075923 0.075923 LI

N: 4548 [E: 9148 [ M: 4573

Selected N: 0 /E: D |
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Report Service
(U) FANTOM version 3.1.0.x and later provide a separate Reports menu to
make it easier to navigate to and use reports. See Chapter 10, “Using

Reports”

Reciprocate(l Links Analytic

(U) The Reciprocated Links analytic finds strongly connected pairs of nodes
with bidirectional links.

(U) To run the Reciprocated Links analytic:
1.  (U) Choose Analytics > Reciprocated Links.
(U) The Reciprocated Links dialog box displays (Figure 9-37).
Figure 9-37: (U) Reciprocated Links dialog box

JRISIES
Specify Time Window: [ | I\ nutes LI
|send Date =l

Minimal Frequency: IZ
Select Edges: [~ Highlight Nodes: [~

o | meey | |

2. (U) Select the following options and then click OK:

¢ (U) Specify Time Window — Select the Specify Time Window
check box and then type the length of time and choose the time
unit within which activity much occur to be counted for
reciprocated. If you don’t enter a value, time is not considered
when determining reciprocation.

¢ (U) Minimum Frequency — Type the minimum number of times
A to B and B to A must occur within the time window for the
nodes A and B to be selected. The default is 2.

¢ (U) Select Events — If you select this check box, FANTOM selects
the events in the events table that satisfy these user-given
parameters.

¢ (U) Highlight nodes — If you select this check box, FANTOM
colors the nodes that participate in a reciprocated relationship
with one (or more) other nodes.

(U) FANTOM adds a Strongly Connected column in the Node Table
listing any nodes that have a strong connection to each node. Multiple
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strongly connected nodes are separated by commas. If you selected
the Highlight Nodes check box, you can quickly see which nodes
have reciprocated nodes.

Figure 9-38: (U) Reciprocated Links with edges selected (telephone.graphml sample
data)
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Social Network Analytic

(U//EOUO) FANTOM offers several presets: SNA: High Leader, SNA:
Emerging Leader, SNA: Gatekeeper/Facilitator, and SNA: Boundary
Spanner.

Figure 9-39: (U//FOUO) Social Network Analytic dialog box

Source to Destination Path Analytic

(U) Use the Source to Destination Path analytic to find the shortest path
between a source and target node.

(U) To run the Source to Destination Path analytic:
1.  (U) Choose Analytics > Source to Destination Path.
(U) The Source to Destination Path dialog box displays (Figure 9-40).
Figure 9-40: (U) Source to Destination Path Analytic dialog box

_inx
Source Node: Iaaron_brandon@mail.com (3000M)| ﬂ
Destination Node: Ialex_may@mail.com (1a) j
Max Size of Path (# Edges): I IDiI

Use Edge Direction [

pa— |

2. (U) Choose a Source Node and a Target Node from the respective
menus.

(U) If you have one or more nodes selected before running this
analytic, FANTOM displays only the selected nodes in these two
menu. If no nodes are selected, the Label IDs of all nodes are
accessible in these menu.

3. (U) Select other options and then click OK or Apply to run the
analytic:

¢ (U) Max Size of Path (# Edges) — Type or select the number of
edges for the maximum size of the path that you want FANTOM
to include in the results.

¢ (U) Use Edge Direction — Select the Use Edge Direction check
box if you want this analytic to take edge direction into
consideration when determining the source to destination path.
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¢ (U) Apply Colors — Select this check box to apply the color in the
color swatch. To change the color swatch, click the color and then
make a selection in the Color Selector dialog box.

(U) After you run this analytic, FANTOM adds a Shortest Path column in
the Controller window (Figure 9-41). You can click the column title twice to
bring the shortest paths to the top of the list.
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Figure 9-41: (U) Example of Source To Destination Path analytic results

=10 x|
Fie Edt View Datsbases Graph Analyics Layouts Help
ICEEICICET=EIE e
Node Table | Edge Table | MutiEdge Table | Filter Table |
Selected Labeled D Label Color Icon Type Account Case Source/De... 1|
r 1A alex_may @mail.com B @ |eroet lalex_may@ma. .. TX-12345 1|a
- [+ |10i85 |tracy_sparks@mail.com BN| X an-target ftracy_sparks... [}
r [l 1648M  |benjamin_wood@mail.com non-target lbemjamin_woo. ..
r r 36970 |kyle_currin@mail.com X |non-target kyle_currin@m.
r T |4 frandal m X |non-target randall_vaugh...
r r 36967  margaret_poole@mail.com non-target margaret_poal...
r r 1646K  |rebecca_nelson@mail.com non-target rebecca_nelso...
r [~ [36955  lioanne_neal@mai.com X Jnon-target. joanne_neal@...
[l r 1645 samuel m X |non-target isamuel_gross.
r r 359 rosemary_snyder @mail.com non-target rosemary_sny...
r r 16441 nancy_durham @mail.com non-target Inancy_durha. ..
r r 3693Q  tm_erickson@mail.com X non-target tm_erickson@...
[l r 1643H  |kate_bolton@mail.com non-target kate_bolton@...
- r 36929 joanne_solomon @mail.com non-target joanne_solom.
r " [16426  |sam_gibbs@mal.com % |non-target [sam_gibbs@m. .
r r 36910 udy_davis@mail. com non-target judy_davis@m. ..
r r 1641F courtney_parker @mail.com non-target icourtney_park. ..
r ™ [3690N  [carmen | m X |non-target lcarmen_hayes. ..
r [l 1640E tracy_gillespie @mail.com non-target racy_gilespie...
r r 1520Q  |ben_wu@mail.com non-target ben_wu@mail....
r [T 17320 |maureen_bowles@mai.com X |non-target Imaureen_bowl,
r r 2209Q  |anne_poole@mail.com non-target anne_poole @...
r r 2421Q  [shelley_walter @mail.com non-target ishelley_walter
r [~ [376A  |natalie c il.com X Jnon-target. natalie_cooke...
[l r 3888A  [ralph_tate @mail.com X |non-target ralph_tat=@m...
r r 4153A  paul_yates@mail.com non-target paul_yates@...
r r 3685M  |elisabeth_carrol@mail.com non-target elisabeth_carr...
r r 16390  |hazel_frankin@mai.com X non-target hazel_frankiin...
[l r 13688L louis_rollins @mail.com non-target louis _rolins@. ..
- r 1638C  |shannon_cowan@mail.com non-target 'shannon_cow.
r I~ [38% l[ioel_park@mail.com % |non-target joel_park@mai...
r r 16378 gary_scarborough@mail.com non-target igary_scarboro. ..
r r 13686 dana_corbett@mail.com non-target dana_corbett. ..
= — s L™, - o

I: 4598 [ E: 9148 [ M: 4573 Selected N: 0 /E: 0 |
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Using the Time Controller

Time Controller i [w] 3]

5000

5000

4000

3000

2000

1000

o
1978 1980 1981 1982 1983 1984 1985 1986 1987 1988 1980 1990 1981 1992 1993 1994 1995 1996 1907 1998 1909 2008 2001

(U) The Time Controller lets you examine the point-to-point connections in
your data across time.

Figure 9-42: (U) Time Controller dialog box

|u||IlIII|

v o B e ol

May-1988  Julk1988 Sep-1998 Nov-1998 Jan-1999 Mar1999 May-1999 Jul1999 Sep-1998 Nov-1998 Jan-2000 Mar2000 May-2000

Play Stop Reset Close and Filter SetTme Scale | [T Capture video

The bottom Timeline graph lets you select a smaller
time range by dragging the sides of the transparent
selection rectangle left or right

(U) The Time Controller displays connection events that take place after
you click the Play button. When you click Play, the button dims and the
Pause and Stop buttons become active.

(U) You can watch these connections display as “blips” moving from node to
node in the 3D Viewer window.

(U) FANTOM lets you drag from left to right in the bottom bar chart to
select a smaller time range. As you drag, a selection rectangle displays. It
remains visible and you can drag it forward or backward across time to
adjust the time range that will display in the top timeline chart.

(U) If your data set has multiple Date/Time columns in the Edge table, you
can select the one of interest in the Date attribute menu (Figure 9-45).
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Figure 9-43: (U) Example of Timeline Controller showing communications

As the Timeline plays, the Current value changes and the
Viewer window shows you the sequence and direction of
communications with white circular “blips” moving along
the edge lines from node to node

(U) You can drag the vertical blue slider in the Time Controller to observe
relationships across time in the Graph Viewer window (Figure 9-44).
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Figure 9-44: (U) Drag the vertical blue slider in the top chart and relationships change
across time in the 3D Graph Viewer window

Figure 9-45: (U) Example of changing the selected Date Attribute in the Time Controller

Date attribute: [End Date =l

| End Date
Date Loaded

The Date attribute menu
includes all the Date/Time
columns in the Edge table

If a selected Date attribute has no values in the
corresponding column, the Time Controller

has nothing to populate the two timeline charts
and they display a gray background; select a
different Date attribute to see the activity as
vertical red bars
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Using Reports

(U) The Advanced Visualization Team designed a collection of
customizable and interactive reports in collaboration with FBI Case Agents
and Intelligence Analysts. These reports emulate what Intelligence Analysts
do in the field and let you share your results as exported Excel tables and
saved chart bitmap images (.png), much more quickly.

(U) Most importantly, with FANTOM reports you can explore relationships
in your data sets at the macro level. For instance, you can analyze selected
entities across critical time ranges or surrounding an event, compare
patterns of communication by selected entities across time to see if it is
likely that one person is using multiple email addresses or user names, and
SO on.

Note: (U) FANTOM reports require data sets with a Date column defined
as a Date during the import process. That is, it cannot be defined as a
string.

(U) FANTOM 3.1 and later has moved its reports to a new Reports menu.
Earlier FANTOM versions offered reports through Report Service
command on the Analytics menu. These FANTOM reports include:

U) Around Event Report

U) Attribute Lookup Report

U) Attribute Tracker Report

U) Conversation Report

U) Histogram Report

U) Pattern of Life Report

U) Pie Report
U) Scatter Plot Report

® & 6 6 6 O o o

(
(
(
(
(
(
(
(
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4 (U) Summation Report

¢ (U) Timeline Report

Note: (U) The Tiered Layout Report is discussed in Chapter 7, “Changing
the Layout”

(U) If you need additional reporting capabilities after exploring the reports
described in this chapter, contact the Advanced Visualization Team.

Standard Parts of Report Windows

(U) The Report windows contains several sections identified below.

Figure 10-1: (U) Report window paurts

-€— Saveable Chart results

-¢—— General Report options
apply to all Reports

-€—— Exportable Table results

General controls
-<4—— including Generate
chart button
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Report Charts

(U) The chart’s contents are determined by your data set, the general report
options selected, and the active Report tab and its settings.

Histogram - Bars

Timeline - Lines

Conversation - Bars

Figure 10-2: (U) Report Charts at a glance

Pie - Pie Attribute Tracker - Attribute Tracker -
Lines Dots

Around Event - Bars Pattern of Life - Bars  pattern of Life - Lines

Scatter Plot - Dots Attribute Lookup - Dots  Attribute Lookup -
Histogram

(U) To create a FANTOM report:

1.
2.

(U) Choose the report of interest from the Reports menu.

(U) Select general report options, especially a Time Range and the
entities of interest: deselect the Apply to All Entities check box to
activate options to make more focused entity selections.

(U) Specify unique options, and then click the Generate Chart
button.

(U) FANTOM processes the report and changes the Chart display.
After you create a report, you can use the navigation tools to zoom in
or out on the chart, resize the Report Service window, export the
Excel-like table, save the chart as a .png, or edit general or specific
options and click Generate Chart to update the chart and table
results.
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Navigating in a Report Window
(U) Report windows offer some standard navigation functionality:

¢ (U) Dragright across the graph to zoom in on the FANTOM Chart
¢ (U) Drag left across the graph to zoom out on the FANTOM Chart
¢ (U) Drag the bottom right corner of the Report window to resize it

¢ (U) Hover the Arrow pointer above bars, slices, and nodes in the charts
to view tool tips with more information about each object

General Report Options
(U) The Report windows provide several general options.

Figure 10-3: (U) Report window - General Report options

Choose an entity from the menu and click Add;
FANTOM adds the entity to the Selected Entity list
indicating its data will be included the next time
you click Generate Report

Selected Entity list

I~ YPoly to All Entities
arrr. 1@xidserv.com| W v
Add Selected Nodes |
Add
Remove
Clear

Deselect the Apply to All Entries check box
to specify entities individually or those
selected in the 3D Viewer and Controller

Chart Title |FANTOM Chart ¥ Apply to All Entities
Time Range : |ied 07/24/2002 | = | to | Wed 12/27/p002 | = Reset Time Range andy @hotmaill. com-
Time Data Column : [send Date =] Add Selected Nodes
Communication Type : IEmaiI LI

Communication Direction : IAII LI

Chart Qutput Graph Type : IBE"S LI
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(U) The general Report options are:

¢ (U) Chart Title — The text you type in the Chart Title text box displays
at the top of the Report window (Figure 10-4). When you copy or save
the chart, the Chart Title is included in the .png image.

Figure 10-4: (U) Chart Title example (sample data:
All_ContractsY12Q3+12Q4+13Q1.session)

10| x|
Current Chart B>  FANTOM Chart: Histogram - 1 Day
Title 7.0
6.5
6.0
5.5
5.0
245
5
g 40
3.5
3.0
2.5
2.0
2012-01-01 2012-03-01 2012-05-01 2012-07-01 2012-09-01 2012-11-01
Time
Type a Chart H'Chart'ﬁﬁa: |FANTOM Chart: Histogram - 1 Day ¥ Apply to All Entities
Title here and Time Range : [01/01/2000 | to [oz/z1/2013 Reset Time Range 050 ENGINEERING COMPANY LI
CI | Ck G enerate Time Data Column : IAward Date LI Add Selected Nodes |
C tion Type : Al - wdd
Chart to update et e | = |
Communication Direction : IAH ;I Remove
the current | 5 :
. Chart Output Graph Type : Histogram hd Clear
chart title
Bin Size: | 1= IDay ;I From To Count ¥1
2010-03-31 2010-04-01 1073
2010-09-30 2010-10-01 7
2008-09-29 2003-09-30 66,
2008-09-30 2008-10-01 5
2010-03-29 2010-03-30 51
2010-09-23 2010-08-24 47
2010-03-30 2010-03-31 6
2010-09-24 2010-09-25 5,
2010-09-29 2010-09-30 22
2010-07-30 2010-07-31 0
2010-09-16 2010-09-17 0
010-08-27 2010-09-28 0
2010-09-20 2010-09-21 33
2010-05-28 2010-05-29 2|
[ Legend  ExportResults Export Chart ! enerate Chart 1

¢ (U) Time Range / to — Initially, the time range is set to the earliest and
latest date in your data set for the selected Time Data Column.

(U) Type a new date in the from or to date text boxes in MM/DD/YYYY
format, and then press TAB or ENTER to accept the change.

Tip: (U) To specify a 24-hour time range, specify one day as both the
from and to dates.

Tip: (U) If Wed 12/31/1969 displays in the Time Range from text box, it
indicates that the field for a row is either empty or invalid.
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(U) Reset Time Range — Click the Reset Time Range button to change
the Time Range dates back to the earliest and latest date in the selected
Time Data Column.

(U) Time Data Column — All date columns available in your data set
display in the Time Data Column menu so you can choose one of them.

(U) Communication Type — This menu lets you choose Email, Chat, or
All

(U) Communication Direction — The choices on the Communication
Direction menu are: All, Inbound, and Outbound.

(U) Chart Output Graph Type — The choices on the Chart Output
Graph Type menu change to match the current Report:

¢ (U) Around Event report — Bar
U) Attribute Lookup report — Dot and Histogram
U) Attribute Tracker report — Line and Dot

U) Conversation report — Bar

U) Pattern of Life report — Bar and Line
U) Pie report — Pie

)
L)
L)
L)
(U) Histogram report — Histogram
L)
L)
(U) Scatter Plot report — Dot
)

® & & 6 6 O o o

(U) Timeline report — Line

(U) Apply to All Entities — When selected, FANTOM generates a
report based on all records in the data set; when deselected, the
following options become available:

¢ (U) Entities — Choose an entity from the menu and click Add.

¢ (U) Add Selected Nodes — Click the Add Selected Nodes button to
add all nodes currently selected in the FANTOM Controller/3D
Viewer windows.

¢ (U) Add - Choose an entity from the Entities menu and click Add.
This adds the entity currently chosen in the Entities menu to the
Entities list at the right. The next time you click Generate Chart
button, the entity will be included in the report.

¢ (U) Remove — Select an entity in the Entities list at the right and
click the Remove button to remove it. The next time you click
Generate Chart, the entity will no longer be included in the report.
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4 (U) Clear — Click the Clear button to remove all entities from the
Entities list.

Around Event Report

(U) The Around Event report in FANTOM lets you create a report around
an event in time. The Date of an event, time of an event and number of
results gives you the number most active. The purpose of this report is to
help you find who is the most interesting.

To create an Around Event report:
1.  (U) Choose Reports > Around Event.
(U) The Around Event window displays.
Figure 10-5: (U) Around Event window

2. (U) Specify the options you prefer:

¢ (U) Date of Event — Click the Arrow button ( | =] ) beside the Date
of Event text box to display the selection Calendar, or type a date
in MM/DD/YYYY format, and then press ENTER to accept the
entry.

¢ (U) Time of Event — Click the hour, minutes, or seconds to
highlight it and either type a new value or use the Up or Down
Arrow buttons ( = ) to scroll through the numbers.

¢ (U) Time Range — Type a number, if needed, and select Second,
Minute, Hour, Day, Week, Month, or Year.
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¢ (U) Number of Results — Type a new number of results or use the
Up or Down Arrow buttons ( = ) to scroll through the numbers.
¢ (U) Output Unit — Select Second, Minute, Hour, Day, Week,

Month, or Year for the time unit displayed in the chart’s
horizontal axis.

3. (U) Click the Generate Chart button.
(U) FANTOM calculates the report based on your selections
(Figure 10-6).

Figure 10-6: (U) Example of Around Event report for email of selected entities across a
one month time period surrounding the day of 10/27/2000 (sample data: two-
hops.session)

Around Event i [m] ]
FANTOM Chart: Around Event
6.0
5.5
5.0
4.5
4.0
g 3.5
=
g 3.0
2.5
2.0
1.5
1.0
0.0 : : : : : :
lawrence_ferr... scott_bau... julie_barle... francis_mcn... J-arl_robers... jenny_pott... elaine_jenki...
Chart Title : IFAN‘I‘DM Chart: Around Event [~ Apply to All Entities claudia_colins @mail. col &
clifford_ford @mail.com
Time Range : ID?,.’M,.’ZODZ to IDS,.’Z?,.’ZOZS Reset Time Range | aaron_brandon @mail. com (3000M) LI jeanne_crabiree @mail,
i bell il
Time Data Column : |55nd Date = A EREEE M | :anle_rci:m;e:nif;;:ﬂé:
Communication Type : IAI\ d Add | ?rEhbi.E_bUddEY@";:;E
ands_mcnamara@ma
Communication Direction : IAI\ LI Remave | rick_simpson @mail. com
roy_wagner @mail.com
Chart Output Graph Type : IBE" d Clear | jerome_johnston @mail.
4 I »
EventLabel : Targets EventList : Entity Event Count
Date of Event: [10/27/2000 (Targets, Fri Oct 27 00:00:00 EDT 2000, Wed 4 [@wrence_ferrel@mail.co... [Targets 1
Time of Event: |03:43:15 = scott_bauer @mail.com (1... Targets 1
julie_barker @mail.com (4... Targets 1
Time Range(+/) : I:l Manth j' francis_mcnamara @mail.... [Targets [
Month 'l karl_roberson@mail.com ... Targets 1
jenny_potter @mail.com (... Targets 1
Mo. of Results : 1033 elaine_jenkins @mail.com ... [Targets 1
Qutput Unit ; Manth A l
Add Event
Remove Event
Clear Events
KT — i
¥ Legend Export Results Export Chart | Generate Chart
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Attribute Loolzup Report

(U) The Attribute Lookup report looks up attribute values and then plots
them into a chart. It only works with number values and dates and plots
them into a visual chart.

(U) To create an Attribute Lookup report:
1.  (U) Choose Reports > Attribute Lookup.
(U) The Attribute Lookup report window displays.
Figure 10-7: (U) Attribute Lookup report window

2. (U) Select an Attribute and a Bin Size.
3. (U) Click the Generate Chart button.

(U) FANTOM calculates the report based on your general selections
(Figure 10-12). The color bars identify recipients.
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Figure 10-8: (U) Example of Attribute Lookup report (sample data: http-snifer-test.session)

FANTOM Chart: Attribute Lookup - Edge: IP TTL
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Chart Title : IFANTOM Chart: Attribute Lookup - Edge: IP TTL

v Apply to All Entities

Time Range : [01/12/2010 o Jo1/13/2010 Reset Time Range | j
Time Data Column : ISEnd Date ;I Add selected Nodes |
Communication Type : IAII ;I &dd |
Communication Direction : IAII ;I |
Chart Qutput Graph Type : IBar LI |
Attribute : [Edge: 1P TTL = Node PTIL
192,163, 1.217 [128, ]|}
BinSize: | L= | 192.168.1.236 [128]
192.168.1.218 [128, 1]
74.125.47.136 [255]
192.168.1.213 [1, 128, 255]
63.97.94.66 [s4)[
192.168.1.210 [128]
192,158.1.230 [1, 255]
192.168.1.231 [128]
192.168.1.98 [64]
74.125.45,100 [255]
74.125.45.156 [255]
74.125.47.91 [255]
207.46.216.54 114, 241]] o |
v Legend Export Results Export Chart
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Attribute Tracker Report

(U) The Attribute Tracker report lets you look deeper into node
relationships. In the Attribute Tracker report, you select options that display
in the graph as follows:

¢ (U) Horizontal X-axis — Displays the node or edge attribute you select
in the Attribute Tracker tab. Email addresses, IP addresses, locations like
City or Country, and Targets are examples of good attribute choices for
this report. Edge attributes work better than node attributes.

¢ (U) Vertical Y-axis — Displays the number of entities you select: one,
multiple, or all Entities (the Node ID) across the specified Time Range.
Selecting fewer entities to examine will make it easier to gain insight. If
you discover email addresses with identical geo-locations and send
dates, you may want to merge those nodes.

Tip: (U) When choosing a Chart Output Graph Type, use Lines for
physical locations and Dots for everything else.

(U) To create an Attribute Tracker report:
1. (U) Choose Reports > Attribute Tracker.
(U) The Attribute Tracker report window displays.
Figure 10-9: (U) Attribute Tracker report window

2. (U) Select a Node or Edge attribute from the Attribute menu.

(U) Node and Edge Table column titles are the available attributes.
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3. (U) Click the Generate Chart button.

(U) FANTOM calculates the report based on your selections

(Figure 10-10). In the following figure, you can determine the
likelihood of the same person using an email address located in
Buffalo NY within hours of someone using it in Dubai or Riyadh. You
might use these small facts to help you decide whether multiple
people are sharing one email address or if one person is using several
email addresses.

Note: (U) The Databases > GeolP Server or GeolP Local commands let
you identify locations like City and Country based on IP addresses.
You can recognize columns generated by this analytic because they
start with “LMM-" as is used in the following example.
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Figure 10-10: (U) Example of Attribute Tracker Report (Edge: MaxMind City) (sample

data: http-snifer-pcap-lat-long-geoip-server.session)

=l0lx

FANTOM Chart: Attribute Tracker - Edge: MaxMind City

112110 2:.07 PM

1/12/10 2:08 FM 1012/10 2:09 FM 11210 2:10 PW 112710 2:11 PM

112010 2:13

jemsey city - -
cambridge
nashville T
=
[&]
=
£ dallas
=
]
=
redmond
mountain view =
washington [ ] e
112010 2:05 PM 11210 2:06 PM
W 169.254,228,139 ® 207.45,216.54 63.97.94.11
B 74,125,159,140 « 74,125,159.92 ® 74,125,19.105
= 74,125.47.104 7412547136 741254791

53.97.94.51 63.97.94.66 G66,102,7.102 69,192,135,100 » 74,125,159.136
74.125,19.99 4 7412545100 & 7412545149 = 74,12545,156 ¥ 74,125.45.166

Chart Title : IFANTOM Chart: Attribute Tracker - Edge: MaxMind City [+ Apply to All Entities
Time Range : [01/12/2010 1o [o1/12/2010 Reset Time Range | =l
Time Data Column : ISend Date LI Add Selected Nodes |
Communication Type : I»'-\II LI Add |
Communication Direction : IAII LI Remave |
Chart Output Graph Type : IDOt LI Clear |
Attribute : IEdge: MaxMind City =] Entity MaxMind City Value Count
™ Rol Up Results 169.254.228.132  |nashvile 2010-01-12 14:0... B =
169.254.228.139  |nashville 2010-01-12 14:0... 4
169.254.228.139  |nashvile 2010-01-12 14:0... 7|
169.254.228.139  |nashvile 2010-01-12 14:0... Sf
169.254.228.132  |nashvile 2010-01-12 14:0... [
169.254.228.139  |nashville 2010-01-12 14:0... 1
169.254.228.139  |nashvile 2010-01-12 14:0... 1
169.254.228.139  |nashvile 2010-01-12 14:0... 3
169.254.228.132  |nashvile 2010-01-12 14:0... 1
169.254.228.139  |nashville 2010-01-12 14:0... 1
169.254.228.139  |nashvile 2010-01-12 14:0... 5
169.254.228.139  |nashvile 2010-01-12 14:0... 1
169.254.228.132  |nashvile 2010-01-12 14:0... 1
169.254.228.139  |nashville 2010-01-12 14:0... ZLI
¥ Legend Export Results Export Chart Generate Chart i

Conversation Report

(U) The Conversation report lets you track a subset of a clique or group. You
can zoom in to see the count for each entity in the bars. This report may
help you narrow your search down or find someone you didn’t know about

before.

Note: (U) You can get the same benefits using Filters in FANTOM,;
however, the Conversation report is easier to use than the Edge table.
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(U) To create a Conversation report:
1.  (U) Choose Reports > Conversation.
(U) The Report Service dialog box displays.

Figure 10-11: (U) Conversation report window

(U) The Conversation report relies entirely on general options and has
no specific ones at this time.

2. (U) Click the Generate Chart button.

(U) FANTOM calculates the report based on your general selections
(Figure 10-12). The color bars identify recipients.
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Figure 10-12: (U) Example of Conversation report for All Entities using Bar graph type
(sample data: http-snifer-pcap-lat-long-geoip-server.session)

Conversation =] 5
FANTOM Chart: Conversation
450
400
350
300
= 250
=
Q
200
150
100
50
a 4!
255.... 192, 224.. 192... Lo 224, 192.... 207.. 239.. 169.... 63.9.. 206... 63.9..
Receiver
Chart Title : IFANTOM Chart: Conversation [+ Apply to All Entities
Time Range : [01/12/2010 1o [o1/12/2010 Reset Time Range | LI
Time Data Column : ISend Date LI Add Selected Nodes |
Communication Type : I»'-\II LI Add |
Communication Direction : IAII LI Remave |
Chart Output Graph Type : IBar LI Clear |
Sender Receiver Count
0.0.0.0 255.255,255,.255 9=
192.168.1.231 192,168, 1,255 3
192.168.1.213 224.0.0.251 33
159.254.228.139 224.0.0.251 9
63.97.94.51 192.158.1.236 9
192.168.1.236 63.97.94.51 9
169.254.228.139 224.0.0.252 13
74.125.45.166 192.168.1.236 3
74.125.45.156 192.158.1.236 2
192.168.1.221 192,168, 1,255 2
192.168.1.224 192,168.1.255 o4
192.168.1.223 192.168.1.255 5
192.168.1.2 192.158.1.236 7|
192.168.1.236 192.168.1.2 ?LI
¥ Legend Export Results Export Chart Generate Chart |
.
Histogram Report

(U) In FANTOM, the Histogram report produces a bar graph where the bar
widths are proportional to the duration of date data in the selected date
range.

(U) To create a Histogram report:
1.  (U) Choose Reports > Histogram.

(U) The Histogram report window displays.
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Figure 10-13: (UHistogram report window

2. (U) Specify the options you prefer:

¢ (U) Bin Size — Type a number of bins (or classes) to divide the
selected unit of time into. For example, the Bin and unit of time
values could specify time periods like 2 weeks, 3 days, 8 hours, and
so on. The Bin Size determines the width of bars in the histogram.
The bar height indicates the total number of edges inside one bin
in the histogram.

¢ (U) Unit of Time — Select from the following options: Second,
Minute, Hour, Day, Week, Month, or Year.

3. (U) Click the Generate Chart button.

Note: (U) FANTOM only displays column titles for dates in the Time Data
Column menu.

(U) FANTOM calculates and displays the Histogram report based on
your selections (Figure 10-14).
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Figure 10-14: (U) Example of Histogram report (sample data: two-hops.session)

Count is the number
of edges; the bar
height indicates

the total number of
edges inside one bin

g [m[ 3]

FANTOM Chart: Histogram - 1 Day

3z
30
28
26

24
2
20

18
16
14
1z
10

Count

a8
3]
4
2
,jmJJu.l.uuu.mmm

2002-01-01 2002-02-012002-03-01 2002-04-01 2002-05-01 2002-06-01 2002-07-01 2002-08-01 2002-09-01 2002-10-01 2002-11-01 2002-12-01

]

Time

Chart Title |FANTDM Chart: Histogram - 1 Day

[ Apply to All Entities

Time Range : IU?,.’24,|’0102 to IOS,.’Z?,.’ZOZS Reset Time Range zaron_brandon @mail. com (3000M) - |
Time Data Column : [sena pate =] Ac Selected Nodes |
Communication Type : IAII LI Add |
Communication Direction : IAII LI Remove |
Chart Qutput Graph Type : IHisbcgram LI Clzar |
Bin Size: | 1= IDay LI From To Count
1998-01-02 1993-01-03 lﬂ
2000-09-02 2000-09-03 1]
2000-10-13 2000-10-14 1]
2000-10-26 2000-10-27 1]
2000-10-27 2000-10-28 1]
2000-10-28 2000-10-29 1]
2000-11-04 2000-11-05 1]
2000-11-18 2000-11-1% 1]
2000-12-03 2000-12-04 1]
2001-01-05 2001-01-06 1]
2001-01-10 2001-01-11 1]
2001-01-17 2001-01-18 1]
2001-01-21 2001-01-22 1]
2001-01-22 2001-01-23 1;'
[¥ Legend Export Results Export Chart Generate Chart i
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Figure 10-15: (U) Zoom in by dragging left to right to surround a smaller area
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Pattern of Life Report

(U) The Pattern of Life report lets you examine weekly patterns of
communication behavior for the selected entity (or ID column of the Node
Table). A good way to use this report is with data sets that have email
addresses as node IDs.

(U) Select three or four email addresses and if the resulting generated report
shows the same pattern for multiple email addresses, then it may suggest
that the same person is using all these email addresses.

(U) To create a Pattern of Life report:
1. (U) Choose Reports > Pattern of Life.
(U) The Pattern of Life report window displays.
Figure 10-16: (U) Pattern of Life report window

2. (U) Select the Output: Hour of Day, Day of Week, Day of Month. or
Month of Year.

3. (U) Click the Generate Chart button.

(U) FANTOM calculates the Pattern of Life report based on your
selections (Figure 10-17).
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Figure 10-17: (U) Pattern of Life report for selected nodes by Day of Week using the Line
graph type (sample data: two-hops.session)
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Pie Report

(U) The Pie report in FANTOM is a basic proportional chart that shows the
relative sizes of values in the selected attribute of the data set in comparison
to one another and to the whole set.

(U) To create a Pie report:
1.  (U) Choose Reports > Pie.
(U) The Pie report window displays.
Figure 10-18: (U) Pie Report window

2. (U) Select a Node or Edge attribute from the Attribute menu.

(U) Node Table and Edge Table column titles are the available
attributes.

3. (U) Click the Generate Chart button.

(U) FANTOM calculates the report based on your selections
(Figure 10-19).
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Figure 10-19: (U) Pie report for the Node: Case attribute (sample data: two-hops.session)
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Scatter Plot Report

(U) The Scatter Plot report is a graph that plots two along two axes to show
the relationship between the two. Scatter plots are useful for illustrating a
trend.

(U) To create a Scatter Plot report:

1. (U) Run any combination of analytics that add numeric columns, such
as Betweenness, Degree, Eigenvector Centrality, Neighborhood Index,
and so on.

2. (U) Choose Reports > Scatter Plot.
(U) The Scatter Plots report window displays.
Figure 10-20: (U) Scatter Plot report window

(U) The report allows you to select the numeric values for the X-Axis
and Y-Axis.

3. (U) Click the Generate Chart button.

(U) FANTOM calculates the report based on your general selections
(Figure 10-21). The color dots identify recipients.
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Figure 10-21: (U) Scatter Plot report run after running the Betweenness Centrality and
Degree analytics (sample data: two-hops.session)

il
FANTOM Chart: Scatter Plot
4,500
v
4,000
3,500
3,000
@
L
& 2,500
v
[=]
v
_g’ 2,000
w
1,500
1,000
500
PRLE L
0.00 005 010 015 020 025 020 035 040 045 050 055 060 065 070 075 020 085 090 095 1.00 1.0
Betweenness Centrality
Chart Title : IFANTOM Chart: Scatter Flot ¥ apply to All Entities
Time Range : |U7,|’24,|'UJUZ to |US,|’Z7,|’ZUZS Reset Time Range | aaron_brandon@mail.com {3000M) LI
Time Data Column : ISend Date d Add Selected Nodes |
Communication Type : IAII LI Add |
Communication Direction : IAII d Remaove |
Chart Qutput Graph Type : IDnt LI Clear |
Presets: ICustom Setting LI Label Betweenness Centrality Edge Degree Quadrant
juanita_lanier... 1] 1 ﬂ
¥-Axis: INode: Betweenness Centrality LI catherine_sher... 0 1
don_mcnamara... 1] 1
¥-Axis: INode: Edge Degree ;I zudrey_kely@... 0 1
tim_bean@mail... 1] 1
[~ Use colored quadrants amanda_hall@. .. o 1]
ronnie_cowan. .. 8] 1]
susan_cassidy... 1] 1
gwendolyn_sh... 1] 14
erica_hall@mail... o 1]
vicki_blanchard... 1] 1
james_burnett... 1] 1
johrny_wall@... 1] 1
franklin_keith@... o 1]
¥ Legend Export Results Export Chart
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Summation Report
(U) The Summation report sums the total currency amounts in a data set
that move from source to destination and from destination to source. It then
subtracts one total from the other to determine a positive or negative
currency amount.

Note: (U) If you import a data set with currency columns, be sure to add
the columns by clicking the Add button and selecting the Currency
data type. Click the $ button to define the currency country either
manually or by selecting a column. You may need to use the Manual
option.

To create a Summation report:
1.  (U) Choose Reports > Summation.
(U) The Summation report window displays.

Figure 10-22: (U) Summation report window

2. (U) Select a column name for at least the Currency Data Column, the
Source Currency Column, and the Destination Currency Column.

3. (U) Click the Generate Chart button.

(U) FANTOM displays the Summation report in the Transaction View
and Account View tabs at the right (Figure 10-23 and Figure 10-24).

(U) You can click the Export Results button to save the Summation
report as an Excel file (.xlsx or .xls) or delimited file (.csv or .txt).
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Figure 10-23: (U) Example Summation report - Transaction View (bank-example.session)

-loix
Transaction View | Account View |
Time Data Column |Dabe LI e = =
ler Receiver | Transactions | Currency Sent Received Total
Time Range : 10/23/2007  to [01/25/2013 Reset Time Range 00200-200-... [01553-554-... 124104 24104 0 24104 fl
00200-200-... [01553-554-... 1[3821.27 3,821.27| of 382127
Currency Data Column : Ic”g‘”ﬁ‘ Amount - Currency _I 00200-20 01553-554-..., 1/1161.99 1,161.99 0 -1,161.99]
[Mamber Ranges [0t to[5.10me64E7 | | ResetNumber Range 00200-200-... [01553-554-... 1/3898.81 3,898.81 o  -3,898.81
00200-200- . [01553-554-... 1334481 3,344,681 o -3,344.81
Seurce Currency Column : |Ongma\ Amount - String _| 00200201 01553-554-.. 1/1000.00 1,000 [ -1,000
Destination Currency Column : IConverbed Amount - String ;I 01553-55¢4... 5|3678.42 25,427,359 0| -29,427.353
. |p1553-554-... 1[3000.00 3,000 [] -3,000
p— (01553-554-... 1]4125.14 4,125.14) of 412514
01553-554-... 1[3691.93 3,691.93 o 369193
I¥ Apoly to All Entities [01553-554-.... 1802.36 802.36 0 -802.36]
. |p1553-554-... 1[50.11 50.11 0 -50.11
010014255553 00200-200-,.. [01553-554-.. 1[1737.84 1,737.84] 0 -1,737.84
ad5de e Nodes | . |D1553-554-... 1]778.18 775.18 [ -775.13)
(01553-554-... 2[3878.42 7,756.84) o 77584
Add | 01553-554-... 1/170.35 170.35 [ -170.35
e | 00200-200-... [01553-554-... 1[3597.48 3,597.48 of 3s97.48
00603-603-... [00511-511-... 1[3275.19 3,275.19 of 327519
Clear | 00603-603-... [00511-511-... 1)93545.45 93,545,453 0| -93,545.453
00603-603-... [00511-511-... 1[13001.91 13,001.91 o 1300191
I 00603-603-... [00511-511-... 1]4677.27 0 4,677.27] 467777
00603-603-.., [00511-511-... 1/13000.00 [] 13,000 13,0001
¥ Apply to All Entities 00603-603-.. [00511-511-... 2[1501.01 1,50L.01 1,501.01 []
00603-603-... [00511-511-... 2/1000.00 1,000 1,000 [}
DL AL 99999 00200-200-... [02783-785-... 1[698.53 698,59 o 698.59
#dd Selected Nodes | 01471-472-... 1[352.50 352.5 0 -352.5
... Jo1129-130-, 1[3938.52 3,936.52] o -3,938.52
Add | 00537-537-... [01129-130-... 1[5644.44 5,644.44 o] 564494
i | 00537-537-... [01129-130-... 1|5120.08 5,120.08, o -5,120.08
01129-130-.., 1/3484.19 3,464.19 o 348419
Clezr | . |D2356-358-... 1/5100.00 5,100 [} 6,100
02752-754-... 1[2400.00 2,400 [] -2,400
1jg9.50 [} 89.5 9.5,

Export Results Generate Chart il

Figure 10-24: (U) Example Summation report - Account View (bank-example.session)

=0l
Transaction View Account View |
Time Data Column : IDate LI -
Account Transactions Currency Sent Received Total
Time Range : [10/2372007  to [o1/25/2013 Reset Time Range 00914-914-DW... 1/19.06 0 19.06 19‘053
00234-284-%C 1/1981.28 1,981.28 0, -1,981.28
Currency Data Column : Io”g'”a' Amount - Currency _I 00557-557KP-... 1|4000624.86 4,000,624.75 0| -4,000,624.75
Number Range : or  to[5.i0666427  ResetNumber Range 00557-557+4P-... 1/3400190.96 3,400,191 0 -3,400, 151/
00557-557-4P-, 1[3600252.49 3,600,252.5 of -3,600,252.5
Source Currency Column : |0”9lﬂ3| Amount - String _I 00557-557+KF 1/a00128.22 800,128,325 0 -800, 128,25
Destination Currency Column : IConverbed Amount - String LI 00557-557KP-.. 13000493, 15 3,000,433.25 0| -3,000,493.25
00557-557-4P-, 1/3000631.23 3,000,631.25, o] -3,000,631.25
P 00557-557-4P-... 1/2500585.62 2,500,585.5 o -2,500,585.5
00557-557-4P-... 1/3800281.10 3,300,281 0, -3,800,281]
¥ Apply to All Entities 00500-500-FU-... 1/195.79 0 195.73 195.73
00500-500-FU-... 1/929.95 0 929.95 929.95
DOODT-0D1-AZ-5556 _I 00411-411-UF-... 1/1682.00 0| 1,682 1,682
T | 00411-411-UF-... 1[3745.36 0 8,743.35 8,743.35
00501-901-QJ-.. 1/418460.00 418,460 [ 418,460
Add | 00901-901-QJ-... 1/597800.00 557,800 0] 597,300
m— | 00577-577-EV- 1/42822.00 0 42,822 42,822
00577-577-EV-.. 1[21411.00 0 21,411 21,411
Clear | 00791-791-(P- 1/335000.00 0 839,000, 839,000,
00300-500-PK- 1/179340.00 0 178,340 178,340
I 00800-800-TG-... 1/3500958.90 3,500,959 0 -3,500,953]
00407-407-QI-.. 1]177.00 177 [ -177
7 Apply to Al Entities 00460-460-RI-... 1]27628.73 27,628.73 0] -27,623.73)
00201-201-5H-... 1/5246.00 5,246 0] 5,246
EORDL C0L Az 2555 _I 00469 463-AZ-... 2[133.00 366 0 366
Add Selected Nodes | 00469-469-AZ 2/244.00 83 o
00469-469-AZ-... 1[285.70 286.7] 0
Add | 00469-969-A2-... 15174 81.74) 0]
i | 00469-469-AZ-... 1/445.30 445.3 0
00469-469-AZ-.. 1/5450,00 5,490) [
Clear | 00469-469-AZ-... 1[768.60 768.6 0]
00469-463-AZ-... 1]366.00 366 0]
00469-463-AZ-... 1/2257.00 2,257 0,

Export Results Generate Chart |
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Timeline Report

(U) You can customize the Timeline report by adding one or more sets of
node criteria to show along the timeline. You can also remove individual
sets of node criteria.

To create a Timeline report:
1.  (U) Choose Reports > Timeline.
(U) The Timeline window displays.
Figure 10-25: (U) Timeline window

U) Time Unit — Select Second, Minute, Hour, Day, Month, or Year.
U) Click the Generate Chart button.

(
(
(U) FANTOM calculates the report based on your selections
(Figure 10-26).

Tip: (U) Hover the mouse pointer above the lines to see more
information about activity across time.

Note: (U) Zero values don’t get recorded.
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Figure 10-26: (U) Timeline report for all entities with Dot graph type and Second time unit
(sample data: All_ContractsY12Q3+12Q4+13Q1.session from Recovery.gov)
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Setting Your Preferences

(U) FANTOM lets you set the following preferences:
(U) 3D Viewer Preferences

U) Articulation Point Preferences

U) BIDMAS Importer Preferences

U) Betweenness Preferences

U) CSV Exporter

U) Call Chaining Preferences

U) Circle Layout Preferences

U

Closeness Centrality Preferences

U) Degree Analytic Preferences

U) Disperser Layout Preferences

U) Edge Display Preferences

U) Eigenvector Centrality Preferences

U) Force Directed Preferences

U) General Preferences

)
)
)
)
)
)
)
)
)
)
)
)
)
)

U) General Importer Preferences

U) GeolP Local Preferences

U) Icon Palettes Preferences

U) Link Cluster Layout Preferences

® 6 6 6 6 6 O O 6 O O O 6 O O O 0 0

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

U) PCAP Importer Preferences
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U) Prestige Centrality Preferences

U) Random Layout Preferences

U) Reciprocated Analytic Preferences

U) Related Nodes Preferences

U) Research Importer Preferences

U) Tiered Layout Preferences

® & 6 6 6 O O o o

(

(

(

(

(U) Research Conduit Preferences

L)

(U) Source to Destination Path Preferences
)

L)

U) Time Controller Preferences

3D Viewer Preferences

(U) The 3D Viewer Preference Manager let you select values determining
appearance of objects in the 3D Viewer window.

(U) To set 3D Viewer preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.
2. (U) Choose 3D Viewer from the Plug-in menu.
(U) The 3D Viewer preferences display (Figure 11-1).
Figure 11-1: (U) 3D Viewer preferences

FANTOM Preferences -3 x|
3D Viewe

Name Value
Background Color
Label Color |
Label Font Calibri B
Label Size
Mode Icon Size
Selected Edge Color

10
64|
Selected Edge Opadity 0.85
Selected Node Color | |
v
=

Shaw Frames Per Second (FPS)
|Shnw On Startup
Shaw Space Background

Apply | Save | Reset | Cancel |

3. (U) Select the options you prefer and then click Save:

¢ (U) Background Color — Double-click the color swatch.
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(U) The Choose a Color dialog box displays (Figure 11-2).

Figure 11-2: (U) Choose a Color dialog box

Choose a Color x|

{Giiatches'] psv | HsL | rea | vk |

Recent:

Preview

Sample Text Sample Text

oK I Cancel | Reset |

(U) Select a color and click OK.

*

(U) Label Color — Double-click the color swatch, select a color
that you can see on the currently selected background color, and
then click OK.

(U) Label Font — Select a font to use for labels in the 3D Graph
Viewer window.

(U) Label Size — Type a font size (in points) for the labels. If the
label size does not look like you expect, choose the Graph > Reset
Graph View command in the Controller window to move the
graph to the origin in 3D space.

(U) Node Icon Size — Specify a node icon size. The default is 64,
so to double the icon size, increase the value to 128 or to reduce
the node icon size by half, enter 32.

(U) The size of node icons is relative to the distance away from you
in 3D space, which is easy to observe by holding down the scroll
wheel while dragging the mouse in different directions to rotate a
graph. As nodes move farther away, they get smaller just like
objects do in the physical world.
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Figure 11-3: (U) Node size examples

Default Node Size of 64 Node Size of 128

¢ (U) Selected Edge Color — Double-click the color swatch, select a
new color, and click OK.

¢ (U) Selected Edge Opacity — Enter a smaller number to reduce
the opacity of selected edges making them more transparent; enter
a larger number to increase the opacity of these edges making
them less transparent.

Tip: (U) It is easiest to observe the current level of opacity in the 3D
Viewer by rotating the graph so that selected edges overlap
unselected edges.
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Figure 11-4: (U) Selected Edge Opacity example

Selected Edge Opacity = 100

Selected Edge Opacity = 0.5

4 (U) Selected Node Color — Double-click the color swatch, select a
new color, and click OK.

¢ (U) Show Frames Per Second (FPS) — Select this check box if you
want to see the current FPS above the Nodes and Edges values at
the bottom left of the 3D Viewer window.
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Figure 11-5: (U) FPS display in 3D Viewer window

Frames Per Second (FPS)/

¢ (U) Show on Startup — Select this check box if you want
FANTOM to automatically display the Graph Viewer window
when you start the application.

¢ (U) Show Space Background — Select this check box if you want
to display a NASA/ESA Hubble Space Telescope photograph of the
NGC 5253 blue compact dwarf galaxy as a background image
behind your graph.
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Figure 11-6: (U) NASA/ESA Hubble NGC 5253 Space Background (airplane.graphml)

Articulation Point Preferences

(U) The Articulation Point preferences let you select default options for the
Articulation Point analytic (see “Articulation Points Analytic” on page 9-3).

(U) To set Articulation Point Analytic preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Articulation Point from the Plug-in menu.

(U) This plug-in’s options display.
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Figure 11-7: (U) Articulation Point Preferences

-inix]

Apply Color
Color

@ Color swatch

Apply | Save | Reset | Cancel |

3. (U) Select the options you prefer and then click Save:

¢ (U) Apply Color - If you select the Apply Colors check box,

FANTOM colors the articulation nodes using the currently
selected ap-color.

(U) Color — The Articulation Point Color option lets you select the
default color to use for articulation point nodes. To select a new
color, double-click the Color swatch and the Choose a Color
dialog box displays (Figure 11-8).

Figure 11-8: (U) Choose a Color dialog box

Choose a Color

x|
] v | v | e | o)

Recent:

W

rPreview

n - . Sample Text Sample Text
. | . Sample Text Sample Text -
OK I Cancel | Reset |

4, (U) Select a color and then click OK.
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BIDMA S Importer Preferences

(U) The BIDMAS Importer Preference includes an option for Debug Dat
File Hex. The option is for internal use so you can keep it deselected.

Betweenness P references

(U) These preferences set the default settings for the Betweenness
Centrality Analytic (see “Betweenness Analytic” on page 9-10).

(U) To set Betweenness preferences:

U
U

1.  (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Betweenness from the Plug-in menu.
(

) The options for this plug-in display (Figure 11-9).
Figure 11-9: (U) Betweenness preferences

i
1ess

Plug-n: |34

Name Value

Apply Colors v
Use Edge Direction v

Apply | Save | Reset | Cancel |

3. (U) Select the options you prefer and then click Save:

¢ (U) Apply Colors — When this check box is selected, FANTOM
color codes the nodes with high Betweenness red, those with
slightly lower Betweenness yellow, and the rest green.

¢ (U) Use Edge Direction — If this check box is selected, FANTOM
takes the edge direction into consideration when computing the
Betweenness values.
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CsV Exporter

(U) CSV Exporter preferences let you specify the maximum number of rows
per sheet for data sets exported from FANTOM to a .csv file (see “Exporting
FANTOM Data to a Delimited File” on page 2-23). The default value is
500,000.

(U) To set CSV Exporter preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

(U) Choose CSV Exporter from the Plug-in menu.

(U) The CSV Exporter preferences display (Figure 11-10).

Figure 11-10: (U) CSV Exporter preferences

FANTOM Preferences i [m] ]
CSV Exporter

Name | Value
Max Rows Per Sheet | 500000

Apply | Save | Resst | Cancel |

3. (U) Type a new maximum number of rows per sheet value and click
Apply or Save.
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Call Cl‘laining Preferences

(U) These preferences set the default settings for the Call Chaining Analytic
(see “Call Chaining Analytic” on page 9-8).

(U) To set Call Chaining preferences:

1. U) Choose Edit > Preference Manager in the Controller window.

(
(U) The Preferences dialog box displays.

2. (U) Choose Call Chaining from the Plug-in menu.
(U) The options for this plug-in display (Figure 11-9).
Figure 11-11: (U) Call Chaining preferences

~lojx|

Plug-in: |{e=lRaGET T

Name Value

Frequency

Max Chaining Time
Ratio of Observed
(Time Unit Minutes

Ll i e v

Apply | Save | Reset | Cancel |

3. (U) Select the options you prefer and then click Save.

Circle Layout P references

(U) The Circle Layout preferences let you select the default Radius for the
Circle Layout (see “Circle Layout” on page 7-2).

(U) To set Circle Layout preferences:

1.  (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Circle Layout from the Plug-in menu.
(U) The options for this plug-in display (Figure 11-12).
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Figure 11-12: (U) Circle Layout preferences
=10l

Name | Value |
Radius | 50|

Apply | Save | Reset | Cancel |

3. (U) Click the 50 Radius value to make it editable, and then type the
factor value you want to use as the default in the Value text box.

4.  (U) Click Save.

Closeness Centrality Preferences

(U) The Closeness Centrality preferences let you select options about how
this analytic will behave and which columns it produces (see “Closeness
Analytic” on page 9-14).

(U) To set Closeness Centrality preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.
2. (U) Choose Closeness Centrality from the Plug-in menu.
(U) The options for this plug-in displays.
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Figure 11-13: (U) Closeness Centrality preferences

FANTOM Preferences Ol x|
Closeness Centrality

Name Value
Display Component r
Display Farness -
Geodesics (Use Directed) -
Geodesics (Use UnDirected) -
Rediprocal {Use Directed) -
Reciprocal (Use UnDirected) v

Apply | Save | Reset | Cancel |

4.  Select the options you prefer and click Apply or Save.

DeDuplication Analytic Preferences

(U) The DeDuplication Analytic preferences lets you specify the default
options for the number of days in the Date or Date/Time column sequence
to compare for potential duplicates.

(U) To set DeDuplication Analytic preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose DeDuplication from the Plug-in menu.
(U) The options for this plug-in display (Figure 11-14).
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Figure 11-14: DeDuplication preferences

FANTOM Preferences -|d ﬂ
Bl IDeDuplication

Name I Value I
Deduplication | 1|

Apply | Save | Reset | Cancel |

3. Enter the number of days in the sequence of dates in the Date or Date/
Time column that you want FANTOM to compare for potential
duplicate transactions. The default number is one (1).

4.  Click Apply or Save.

Degree Analytic Preferences

(U) The Degree Analytic preferences lets you specify the default options for
the Degree Analytic (see “Degree Analytic” on page 9-15).

(U) To set Degree Analytic preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Degree Analytic from the Plug-in menu.
(

U) The options for this plug-in display (Figure 11-15).
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Figure 11-15: (U) Degree Analytic preferences
=loix|

Plug-in: [eEsl=3]

=
'8
£
M

Name

Child Degree
Edge Degree
Edge In Degree
Edge Out Degree
Meighbor Degree
Parent Degree

3

Apply | Save | Reset | Cancel |

(U) Select any combination of the options.

(U) There is an edge between two nodes when there is at least one
connection between them. There is a multi-edge between two nodes
for every connection between them. For example, there might be
several calls between two phone numbers, making several edges but
only one multi-edge. Therefore, the Degree Analytic can count both
edges and multi-edges, as desired. For many graphs the edge
originates with one node (like a phone call) and terminates with
another (called a directed edge). Therefore, the Degree Analytic can
count incoming, outgoing, and total for each node, depending on what
you select:

¢ (U) Neighbor Degree— The sum of the neighbors (inbound and
outbound connections).

¢ (U) Parent Degree— The sum of the parents (inbound
connections).

¢ (U) Child Degree— The sum of the children (outbound
connections).

¢ (U) Edge Degree — The sum of the edges in and out degrees.

¢ (U) Edge In Degree — The number of communications inbound to
a selected node.

¢ (U) Edge Out Degree — The number of connections outbound
from a selected node.

(U) Click Save.
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Disperser Layout Preferences

(U) The Disperser Layout preference let you select default options for the
Disperser Layout command (see “Disperser Layout” on page 7-3). The
Disperser Layout lets you spread out clusters in the graph. It is useful in
order to fully “pull apart” the graph into its separate clusters, if any exist.
Clusters in a graph are separate groups of connected nodes.

(U) To set Disperser Layout preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.
2. (U) Choose Disperser Layout from the Plug-in menu.
(U) The preferences display (Figure 11-16).

Figure 11-16: (U) Disperser Layout preferences

Lol

a5 Bl Disperser Layo

Mame | Value |
Random Layout ‘ = |

Apply | Save | Reset | Cancel |

3. (U) Select or deselect Sort Layout.

(U) The Disperser Layout’s Sort Layout option spreads out the
connected clusters of the graph, sorting them left to right from largest
to smallest. If you deselect this check box, the Disperser Layout uses a
Random layout by default. The Sort layout is usually faster than a
Random layout, but a Random layout takes up less space in the 3D
Viewer window.

4., (U) Click Save.
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Edge Display Preferences

(U) The Edge Display preferences lets you specify colors for default and
mixed edges.

(U) To set Edge Display preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Edge Display from the Plug-in menu.
(U) The options display (Figure 11-17).

Figure 11-17: (U) Edge Display preferences

FANTOM Preferences i =] |
dge Display
Name Value
Default Edge Color I
Mixed Edge Color |

Apply | Save | Reset | Cancel |

3. (U) Double-click a color that you want to change.

(U) The Choose a Color dialog box displays (Figure 11-18).
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Figure 11-18: (U) Choose a Color dialog box
]

| msv| Hst | Rag | cmvk]

OO
|

n - . Sample Text Sample Text

Sample Text Sample Text!
. | . Sample Text Sample Text -
CK I Cancel | Reset |

4., (U) Select a new color and click OK.
5.  (U) Click Save.

Eigenvector Centrality Preferences

(U) These preferences let you select the default decimal places, iterations,
and whether or not to use edge direction.

(U) To set Eigenvector Centrality preferences:

1.  (U) Choose Edit > Preferences Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Eigenvector Centrality from the Plug-in menu.
(

U) The options for this plug-in display (Figure 11-19).

FBI FANTOM Version 3.1.3 UNCLASSIFIED 11-18



UNCLASSIFIED
FANTOM User’s Guide March 2016

Figure 11-19: Eigenvector Centrality preferences

FANTOM Preferences o ] [
i igenvector Centrality

Name Value

Decimal Places
[terations
Use Edge Direction [

Apply | Save | Reset | Cancel |

4. (U) Select the default options you prefer and click Save.

FOICQ Directe(]_ Pre{erences
(U) The Force Directed preferences let you select default options for the
Force Directed layout command (see “Force Directed Layout” on page 7-7).

(U) To set Force Directed preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Force Directed from the Plug-in menu.
(

U) The options display (Figure 11-20).
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Figure 11-20: (U) Force Directed Preferences tab

FANTOM Preferences - ol x|
Plug-in: IFnrce Directed LI
Name Value
D r
Diameter 500
ForceModel [Fruchterman-Reinaold = |
Randomize I~
Run Type 1- Only Nearby Nodes Repel ... =]
Run time Mormal 1=

Apply | Save | Reset | Cancel |

3. (U) Specify any of the options you prefer and then click Save.

*

*

(U) 3D — Select this check box if you want the Force Directed
layout to produce 3D layouts by default.

(U) Diameter — The Diameter default scale is 250; increase the
number to increase the diameter or reduce it to reduce the
diameter of the graph.

(U) Force Model — Select the force model you want to use by
default: Fruchterman-Reingold or Molecular Force Model. For
more information about these models, see “Force Directed
Layout” on page 7-7.

(U) Randomize — If you want to use this layout repeatedly to
increase the separation between clusters in the graph, you may
want to deselect this check box to change the default setting.

(U) Run Type — Select the default Run Type you prefer:
¢ 1 - Only Nearby Nodes Repel (Fast)

¢ 2 - All Nodes Repel, Approx. (Slower)

¢ 3 - All Nodes Repel, Exact (Slowest)

(U) Run Time — Select your preference for Run Time: Very Short,
Short, Normal, Long, or Very Long.
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General Preferences

(U) The General preferences let you select general default options for
FANTOM.

(U) To set General preferences:

1. U) Choose Edit > Preference Manager in the Controller window.

(
(U) The Preferences dialog box displays.
(U) Choose General Preferences from the Plug-in menu.
(U) The General preferences display.

Figure 11-21: (U) General Preferences

R

[ZEE (General

| Name Value
|Shnw Edge Directionality [
Show Unique 1D I~

Apply | Save | Reset | Cancel |

3. (U) Specify any of the options and then click Save.

¢ (U) Show Unique ID - If you select this check box, FANTOM
displays the node and edge ID column in the controller tables.

General Importer Preferences

(U) The General Importer preferences let you indicate whether to display
the Show Merge dialog box at the end of the import process.

(U) To set General Importer preferences:
1.  (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose General Importer from the Plug-in menu.
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(U) The General Importer preferences displays.
Figure 11-22: (U) General Importer preferences
I=E

215y Bl General Importe:

| Mame | Value |
Show Merge Dialog ‘ [ |

Apply | Save | Reset | Cancel |

3. (U) Deselect the Value check box to hide the Merge Nodes dialog box
at the end of the importer process or keep the check box selected to
show it.

GCOIP Local Preferences

(U) The GeolP Local Analytic preferences specify settings for using the Max
Mind GeolP data set. Max Mind GeolP lets you determine the geographical
location of IP addresses in the data sets you are analyzing with FANTOM.

(U) To view or change your GeolP Local Analytic preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose GeolP Local from the Plug-in menu.

3. (U) This plug-in’s options display (Figure 11-31).
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Figure 11-23: (U) GeolP Local Analytic preferences dialog box

FANTOM Preferences = 10| x|
Plug-in: | iglle
Name Value
City File Mame GeolPCity.dat
Domain File Name GeolPDomain. dat
GeolP Data Directory C:\Users\bmeier
ISP File Name GeolPISP.dat
Met Speed File Mame GeolPSpeed.dat
Organization File Name GeolPOrg.dat
Apply | Save | Reset | Cancel |

4.  (U) View or specify options as needed and click OK or Apply.

Icon Palettes Preferences

(U) Keep the Icon Palettes preferences unchanged unless instructed by
FANTOM support engineers to change the value.

Link Cluster Layout Preferences

(U) These preferences let you specify the default values for the Link Cluster
Layout command (see “Link Cluster Layout” on page 7-17). This includes
whether or not to color edges, the maximum distance, the number of
clusters, and the partition method.

(U) To view or change your Link Cluster Layout preferences:

1.  (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Link Cluster Layout from the Plug-in menu.

3. (U) This plug-in’s options display (Figure 11-24).
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Figure 11-24: (U) Link Cluster Layout preferences

FANTOM Preferences =] |
2R Bl (Link Cluster Layol

Name
Color Edges
Maximum Distance
MNumber of Clusters
Partition Method

Maximum Distance 1=l

Apply | Save | Reset | Cancel |

4. (U) Select the default options you prefer and click Save.

PCAP Importer PI‘C{CI'QHCCS

(U) The PCAP Importer preferences let you specify preferences to use
during a PCAP import (see “Importing PCAP Data” on page 2-19).

(U) To set PCAP Importer preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose PCAP Importer from the Plug-in menu.
(

U) The PCAP Importer preferences display (Figure 11-25).

FBI FANTOM Version 3.1.3 UNCLASSIFIED

11-24



UNCLASSIFIED
FANTOM User’s Guide March 2016

Figure 11-25: (U) PCAP Preferences dialog box
=10/

Name | Value |
mport Type [Raw PCAP =

Apply | Save | Reset | Cancel |

3. (U) Select the Import Type to use as a default (Raw PCAP or
Aggregate TCP PCAP), and then click Save.

Prestige Centrality Preferences

(U) The Prestige Centrality preferences let you select the default number of
decimal places and whether or not to use the reverse measure (see “Prestige
Centrality Preferences” on page 11-25).

(U) To set Prestige Centrality preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.
2. (U) Choose Prestige Centrality from the Plug-in menu.

(

U) The Prestige Centrality preferences display (Figure 11-26).
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Figure 11-26: (U) Prestige Centrality preferences
=lgix

Name Value

Decimal Places 4
Reverse Measure [

Apply | Save | Reset | Cancel |

3. (U) Choose the default preferences you prefer and click Save.

Ran(]_om Layout Preferences

(U) The Random Layout preferences let you specify the default size for the
Random Layout.

Figure 11-27: (U) Random Layout preferences
=

I Name I Value I

Apply Save Reset Cancel

FBI FANTOM Version 3.1.3 UNCLASSIFIED 11-26



UNCLASSIFIED
FANTOM User’s Guide March 2016

Reciprocate(l Analytic Preferences

(U) These preferences let you specify the default values for the Reciprocated
analytic (see “Reciprocated Links Analytic” on page 9-37).

(U) To set Reciprocated Analytic preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Reciprocated Analytic from the Plug-in menu.

3. (U) The Reciprocated Analytic preferences display (Figure 11-28).

Figure 11-28: (U) Reciprocated Analytic preferences
~loix|

Mame Value
Minimal Frequency 2
Time Lnit Minutes =

Apply | Save | Reset | Cancel |

4. (U) Select the options you prefer and click Save.

Relatecl Nodes Preferences

(U) The Related Nodes preferences allow you to select default values for the
Related Nodes analytic (see “Related Nodes Analytic” on page 9-34).

(U) To set Related Nodes preferences:

1. ) Choose Edit > Preference Manager in the Controller window.

(U

(U) The Preferences dialog box displays.

2. (U) Choose Related Nodes from the Plug-in menu.
(

U) The Related Nodes preferences display (Figure 11-29).
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Figure 11-29: (U) Related Nodes Analytic preferences

FANTOM Preferences =] |
il telated Nodes

=
o
=
o

Name

Ignore Email Carrier
Longest Comman String
Meighborhood Similarity
Possible Alias Threshold
String Edit Distance

0.6

| ==

Apply | Save | Reset | Cancel |

(U) Select an Aggregation Method (Minimum Aggregation, Mean
Aggregation, or Maximum Aggregation) or the check boxes beside
any of the other options for this analytic.

(U) For more information about how FANTOM handles Aggregation
Method in the Related Nodes analytic, see “Related Nodes Analytic”

on page 9-34.
(U) Click Save.

Research Conduit Preferences
(U) The Research Conduit preference lets you choose the Open Research
SQL database to query.

(U) To set Research Conduit preferences:

1.

(U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

(U) Choose Reference Conduit from the Plug-in menu.

(

U) The Reference preferences display (Figure 11-25).
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Figure 11-30: (U//FOUO) Reference Conduit preferences
=lolx|

Name Value

Database
Server Name

Apply | Save | Reset | Cancel |

3. (U//FOUO) Specify the Database and Server Name for the Open
Research conduit to query.

Researcll Importer Pre{erences
(U//EOUO) The Research Importer preferences lets you specify options for
Open Research file imports.

(U) To set Research Importer preferences:

1. U) Choose Edit > Preference Manager in the Controller window.

U) The Preferences dialog box displays.

(
(
2. (U) Choose Research Importer from the Plug-in menu.
(U) This plug-in’s options display.

(

U) Select the options you prefer and click Save.

Source to Destination Path Preferences

(U) The Source to Destination Path preferences let you select the default
options for the Source to Destination Path analytic (see “Source to
Destination Path Analytic” on page 9-39).

(U) To set Source to Destination Path preferences:
1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Source to Dest Path from the Plug-in menu.
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3. (U) This plug-in’s options display (Figure 11-31).
Figure 11-31: (U) Source to Destination Path Analytic preferences

i

[Z11:E 4Bl |Source To Dest Path

Name Value
Apply Colors [l
Color [ |

Max Size of Path 10
Use Edge Direction I~

Apply | Save | Reset | Cancel |

4.  (U) Select the options you prefer and then click Save:

¢ (U) Apply Colors — Select this check box if you want the Source to
Destination Path analytic to apply the selected color to the Source
and Target nodes you've selected when running the analytic.

4 (U) Color — Double-click the Color swatch and select a default
color for this analytic.

¢ (U) Max Size of Path — Specify the default maximum size of the
paths to include when running this analytic.

¢ (U) Use Edge Direction — Select this check box to select it by
default in the Source to Destination Path analytic dialog box.

Tiered Layout Preferences
(U) To set Tiered Layout preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.
(U) The Preferences dialog box displays.

2. (U) Choose Tiered Layout from the Plug-in menu.
(

U) This plug-in’s options display (Figure 11-32).
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Figure 11-32: (U) Tiered Layout Preferences
=IOl x|

Name Value

Country Code United States 1=
Selected Node Color
[Tier 1 Color

Tier 1 Radius 30
Tier 2 Color
Tier 2 Radius 25
[Tier 3 Color
[Tier 3 Radius 20
[Tier 4 Color
[Tier 4 Radius 15
Tier Height 60
Unrelated Node Color

Apply | Save | Reset | Cancel |

3. (U) Select the options you prefer and then click Save:
(U) Selected Node Color
U) Tier 1 Color

U) Tier 1 Radius

U) Tier 2 Color

U) Tier 2 Radius

U) Tier 3 Color

U) Tier 3 Radius

U) Tier 4 Color

U) Tier 4 Radius

U) Tier Height

U) Unrelated Node Color

® ¢ 6 6 6 6 O O 6 0 o

(
(
(
(
(
(
(
(
(
(

Time Controller Preferences

(U) To set Time Controller preferences:

1. (U) Choose Edit > Preference Manager in the Controller window.

(U) The Preferences dialog box displays.
2. (U) Choose Time Controller from the Plug-in menu.

(U) The Time Controller preferences display (Figure 11-33).
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Figure 11-33: (U) Time Controller preferences
=10l
Mame Value
Default Duration 10,
File Chooser Path C:Ysers'\bmeier
Apply | Save | Reset | Cancel |
3. (U) Type a new duration value and click Apply or Save.
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Creating Import Templates

(U) Before importing a file or after connecting to an Oracle, MySQL, or
PostgreSQL database using the Databases > Database Importer
command, you may still need to create a template that defines what
information FANTOM should copy from the file or database and display in
the FANTOM Controller window table.

(U) To access the Template Editor dialog box:

1. (U) Perform the first three (3) steps in “Importing Delimited Data” on
page 2-9.

(U) The Template Selection dialog box displays.

Figure 12-1: (U) Template Selection dialog box
x|

Input Files

| | i

Template Files

MNew | Load | Edit | Delete | Cancel | oK. |

2. (U) Click the New button to create a new template for this data set.

(U) FANTOM displays a Save dialog box where you can provide a
filename for the new template and then define template settings

(Figure 12-2).
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Figure 12-2: (U) Save dialog box for new template

3. (U) Type a template filename in the File name text box and click Save.
(U) The Template Editor dialog box displays.
Figure 12-3: (U) Template Editor dialog box
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4.  (U) Specify template settings to use for this imported data:

€5V Import Template Editor: C:\Users\bmeier\Desk x|
Encoding: [UTF_8 =l

Delimiter: {~ Tab { Space f* Other l,_

Header Line: |1 Ignore Lines: |1

Data Source Mame: IN'I'OM undlass data\Summation Report sample data\pank-example.csv

Destination: ICDunt LI

¢ (U) Encoding - FANTOM examines the database table and
automatically selects one of the available character encoding types:
US-ASCIL, UTEF-8, UTF-16BE (big endian), or UTF-16LE (little
endian). You should not need to change this selection.

¢ (U) Delimiter — Specify the character that separates individual
fields in the table (Tab, Space, or the character you type in the
Other text box).

¢ (U) Header Line — Type the number of rows used for table
column headings.

¢ (U) Ignore Lines — Type the number of rows at the top of the table
that FANTOM should ignore. This is typically the number of
Header lines in the file.

# (U) Source - Select the table column (in the format <column
number>-<column title>) that lists the initiator of the point-to-
point communication. For example, the sender email address or
caller phone number.

¢ (U) Destination — Select the table column (in the format <column
number>-<column title>) that lists the recipient of the point-to-
point communication.

¢ (U) Relationship section provides settings that will be used in
future versions of FANTOM.

Relationship Directionality Edge Color

Type: LI ™ User Defined: |Index ;I IDIrECthaI ;I Edit |

¢ (U) Data Attributes section

Data Attributes:

MName Type Column Data Type

Add Edit Remove
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4 (U) Click the Add button to include columns in addition to the
Source and Destination in the Controller table. You can have
more than one attribute defined for a column. For example,
you might want to define an attribute for a Date or Time
column.

(U) The Attribute Editor dialog box displays (Figure 12-4).

Figure 12-4: (U) Attribute Editor dialog box

x
Name: |
Type: IEdga LI
Column: |1 - Index LI
Data Tpr Sellecta col]umn to apply the attribute setﬁlgls to. ||
Date Format: |\ M ddfyyyy HH:mm:ss Z ? |

Preview: I

[¥ Form Unique Edge 1D
[~ Create Source-Destination Pair
[~ Use Mode Label

oK | Cancel |

(U) Specify the following Attribute options, and then click the OK
button:

¢ (U) Name — Type the attribute name to use to describe this
column of information. If you type a name that exactly matches
one of the column titles in the database, FANTOM applies the
attribute settings to determine how that column of information
is treated. If you type a different name than the column you
select, FANTOM creates a new column at the right in the
Controller window which applies the attributes you specify
using the Attribute Name as the Column title.

¢ (U) Type — Select whether this column is a Source Node,
Destination Node, or Edge (an edge is one or more
relationships, or connections, between nodes).

¢ (U) Column — Select a column to apply the attribute settings
to.

¢ (U) Data Type — Select the type of data the column contains:
String (alphanumeric text), Number, Date and Time, Date,
Time, Boolean, Epoch Time, Phone Number, IP Address,
IP Address IPv6, URL, or Currency.

¢ (U) Date Format — Edit the characters that define the format
of the selected column that contains date information. Click
the ? button to display a Help window defining the options.

FBI FANTOM Version 3.1.3
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¢ (U) Form Unique Edge ID — If your database does not contain
a column defining a unique edge ID, you can add an attribute
that is used to create a unique ID by selecting this check box.

¢ (U) Create Source-Destination Pair — Select this check box
and FANTOM creates a source and a destination Attribute row
for this attribute.

4 (U) Use Node Label — Select the Use Node Label check box

¢ (U) Preview and Raw — Select the type of sample information you
want to see. Preview displays the information in a simple table
format. Raw displays values separated with the delimiter character
used in the file to separate individual pieces of information (fields).

5. (U) Click the Save button to save these settings in case you need to
retrieve the information again later, or retrieve updated information
later.

6.  (U) Click the OK button in the Template Selection dialog box.

7. (U) Click the Process CSV Import button to retrieve the data
specified and display it in FANTOM so you can begin analysis.

(U) The Classification Editor dialog box displays.
Figure 12-5: (U) Classification Editor dialog box

x|
Classification Caveats
I~ Allow Override I Add |

_~ |
|
|
x|

UNCLASSIFIED

Cancel

8. (U) Select the classification settings for this data set and click OK.

(U) FANTOM imports the data set using the settings you specified
and displays the information in table form in the Controller window
and as a graph in the 3D Graph Viewer window.
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Figure 12-6: (U) FANTOM Controller and 3D Graph Viewer windows (sample data:
All_ContractsY12Q3+12Q4+13Q1.session)
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Trouble shooting’

(U) This appendix provides answers to common questions and identifies
where you can obtain FANTOM log information.

Questions and Answers

I was zooming in the 3D Viewer and the graph disappeare(l. What llappene(l?
(U) If you zoom in and everything changes to the background color, you
have “gone past” the nodes and edges. Zoom out until you start seeing the
graph again.

FANTOM starts, but the 3D Viewer window does not display. How can I fix the
problem?

(U) Choose View > 3D Viewer in the FANTOM Controller window.

(U) Until the next software update, FANTOM will remember your choice
and open the 3D Viewer window when it opens the Controller window.

The FANTOM 3D Viewer window (lisplays, but I cannot see any nodes or edg‘es.
What do I do next?

(U) Contact your administrator and request the latest version of the
NVIDIA video card driver be installed on your workstation.

(U) You can verity the current version by choosing Start > Settings >
Control Panel and double-clicking the NVIDIA Control Panel. Next, click
the System Information link at the bottom left of the control panel window.
The System Information dialog box displays your workstation’s current
video card hardware component and the installed Driver version.
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Viewing Task Details

(U) In FANTOM, tasks are the commands you choose that cause the
application to perform actions, such as querying a database, running an
analytic, rearranging the graph with a layout, or producing a report.

(U) You can watch the progress of these tasks by opening the Task Monitor.
(U) To view task details:
(U) Choose View > Task Monitor.

(U) FANTOM displays the Tasks dialog box (Figure A-1) with one or more
Task Names along with the Status and Elapsed Time.

Figure A-1: (U) Task Details

() Task Monitor 1ol =l
Task Name Status Progress Elapsed Time
DWS Conduit Done [TTTTTTTTTT 00:01:15
DWW Conduit Done [TTTTTTTTTT 00:04:25
Close |

Viewing the History Log
(U) The FANTOM History Log shows application messages, such as start-
up information, warnings, and errors. If you have any problems with
FANTOM but the application does not crash, you could open this window
and either Copy/Paste the text or Save it. Then send the information to the
Advanced Visualization Team. This information can help them to discover
and correct issues you might encounter.

(U) To view the History Log:
(U) Choose View > History Log.
(U) FANTOM displays the History Log window (Figure A-2).
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Figure A-2: (U) History Log

Click Maximize to expand the
window and read the log
more easily

-loix|

2434 INFO [?:?] com.fantom.common.Log
2434 INFC [?:?] com.fantom.common.Log
2434 TNFO [?:?] com.fantom.common.Log
2449 INFC [?:?] com.fantom.common.Log
2449 INFCO [?:7?] com.fantom.common.Log
2449 INFCO [?:?] com.fantom.common.Log
2440 INFO [?:?] com.fantom.common.Log
2449 INFG [?:?] com.fantom.common.Log

Initializing logging system
mmmmmmmeeee e FANTOM Client Logger

User: bmeier is logged onto Domain: WINTACNET on Workstation: F2136390 using 05: Windows 7
FANTOM Client
FBI - Federal Bureau of Investigation

2449 INFC [?:?] com.fantom.common.Log
2449 INFO [?:?] com.fantom.common.Log

2449 INFC [?:?] com.fantom.common.Log Special Technologies & Applications Section

2449 INFC [?:?] com.fantom.common.Log 3.0.5.1

2449 INFCO [?:7] com.fantom.common.Log - [-Xmx10349m, -XX:+UseConcMarkSweepGC, -Dsun.javazZd.noddraw=true]
9236 INFC [PortListener.java:!39] com.fantom.common.Log - Listening on port: 4729

10780 INFC [OGLRenderManager.java:803] com.fantom.common.Log - glBindFramebuffer is available.

10780 INFO [CGLRenderManager.java:803] com.fantom.common.Log glEnableVertexAttribArray is available.
10780 INFQ [COGLRenderManager.java:803] com.fantom.common.Log
10780 INFC [OGLRenderManager. H
10780 INFC [OGLRenderManager.j
10780 INFC [CGLRenderManager.j
10780 INFC [CGLRenderManager.jav
10780 INFC [CGLRenderManager.jav
10780 INFO [OGLRenderManager.j
10780 INFO [OGLRenderManager.
10780 INFO [OGLRenderManager.
10780 INFC [OGLRenderManager.
10780 INFC [OGLRenderManager.j
10780 INFC [CGLRenderManager.j
10780 INFC [CGLRenderManager.jav
10780 INFC [CGLRenderManager.jav
10780 INFO [OGLRenderManager.
4757688 WARN [PropertyTypeController.java:73] com.fantom.common.Log - The node attribute Icon already has type class javax.swing.Imagelcon. The ne

glVertexAttribPointer is available.
com. fantom. common. Log glDrawElements is available.
com. fantom. comman. Lag
com. fantom. common. Log
com. fantom. common. Log
com. fantom. common. Log
com. fantom. common. Log

glDisableVertexAttribArray is available.
glGenBuffers is available,

glBufferData is available.

glBindBuffer is available.
glGenFramebuffers is available.

com. fantom. common. Log glGenTextures is available.
com. fantom. common. Log glGenRenderbuffers iz available.
com. fantom. common. Log glBindFramebuffer is available.
com. fantom. comman. Lag

com. fantom. common. Log

glFramebufferTexture2D is available.
glBindRenderbuffer is available.

com. fantom. common. Log glRenderbufferStorage is available.
com. fantom. common. Log glFramebufferRenderbuffer is available.
com. fantom.common.Log - glCheckFramebufferStatus is available.

Ll | |

Save ear | close |

(U) You can drag the bottom right corner to resize the window or click the
Maximize button at the top right to read the information more easily.

Tip: (U) You can copy the contents of the History Log to your Clipboard
by clicking or dragging inside the window, pressing CTRL+A and
then pressing CTRL+C.

Opening the Comprehensive FANTOM.Log File

(U) The comprehensive FANTOM.log file is the first place you should look
if you encounter a problem. This information can also help the FANTOM
Team to identify an issue or bug.

(U) To open the comprehensive FANTOM log:

1.  (U) Go to the desktop and locate the file at:
<user_home_directory>\FANTOM\10g\FANTOM. log<date-time><incremented number>.

2. (U) Double-click the file to open it in Notepad.

(U) Notepad displays the contents of your comprehensive log (see
Figure A-3).
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Figure A-3: (U) Example of comprehensive FANTOM Log data

lanalytic Name:

update color =

GraphML Importer

executed with parameters:
update position

True

= false

Viewing Retraceable Steps
(U) FANTOM now records the steps you take with a data set. This includes
the commands you choose along with the settings. When you save a session
file, this information is included. If you open the session file and perform
more steps, that information is appended to the Retraceable Steps.

(U) To view retraceable steps:

1.

(U) Choose View > Retraceable Steps.

30 mar 2011 13:48:14,318 [AwT-Eventqueue-0] INFO [FANTOMClient.java:79] -
30 Mar 2011 13:48:14,320 [AwWT-EventQueue-0] INFO [FANTOMCTient.java:79] - Initializing logging system
30 mar 2011 13:48:14,320 [AwT-Eventqueue-0] INFO [FANTOMCTlient.java:79] - FANTOM Client Logger
30 mar 2011 13:48:14,322 [AwT-EventQueue-0] INFO [FanTOMCTlient.java:79] -
30 Mar 2011 13:48:14,362 [AWT-EventQueue-0] INFO FANTOMC'\‘ient.java:ZSF] - FANTOM Client
30 mMar 2011 13:48:14,363 [AwWT-EventQueue-0] INFO FANTOMC'Hent._]ava:ZSB] - FBI - Federal Bureau of Invest'lgatwn
30 mar 2011 13:48:14,363 [AwWT-EventQueue-0] INFO [FANTOMClient.java:239] - special Technologies & Applications section
30 Mar 2011 13:48:14,363 [AWT-EventQueue-0] INFO FANTOMCTlient. java:240] - 2.8.0.0-RCS5
320 Mar 2011 13:48:14,364 [AWT-EventQueue-0] INFO FANTOMCTient. java:241] - 2.8.0.0-RCS5
30 mar 2011 13:48:15 724 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:199] - controller created
30 Mar 2011 13:48:16,093 [AwT-EventQueue-0] WARN [ServiceobjectManager.java:162] - unable to connect Tomcat application server, assuming remote
services wﬂ'\ be Unavailable.
30 mMar 2011 13:48:16,099 [AwT-EventQueue-0] ERROR [LocalserviceLoader. Java 231] - Node Element is empty or NULL.
30 Mar 2011 13:48:16,136 [AwT-Eventqueue-0] ERROR [LocalserviceLoader.java:231] - Node Element is empty or NULL.
30 Mar 2011 13:48:16,162 [AWT-EventQueue-0] INFO [PreferenceManager.java:65] - Component: GeoIP Local Analytic previously had preferences stored.
These previous values will be overwritten.
Mar 2011 13:48:16,166 [AwT-EventQueue-0] ERROR [LocalservicelLoader.java:231] - Node Element is empty or NULL.
30 Mar 2011 13:48:16,169 AWT-EventQueue-0] ERROR [LocalServiceLoader.java:231] - Node Element is empty or NULL.
30 mar 2011 13:48:16,173 [AwT-EventQueue-0] ERROR [LocalserviceLoader. _]ava:zslj - Node Element is empty or NULL.
30 Mar 2011 13:48:16,209 [AwT-EventQueue-0] ERROR [LocalServiceLoader.]ava:231] - Node Element is empty or NULL
30 Mar 2011 13:48:16,211 [AwT-EventQueue-0] ERROR [LocalserviceLoader.java:231] - Node Element is empty or NULL.
30 mMar 2011 13:48:16,237 [AwT-EventQueue-0] INFO [FANTOMControllerframe.java:2393] - Menu Item Name: Lab
30 mMar 2011 13:48:16,237 [AwWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: qu'lck Moves
30 Mar 2011 13:48:16,238 [AWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Alias Detection Anaﬂymc
30 mMar 2011 13:48:16,238 [AwT-EventQueue-0] INFO [FANTOMControllerframe.java:2393] - Menu Item Name: Articulation point_anal
30 mMar 2011 13:48:16,238 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Betweenness Centrality Ana]y‘m‘c
30 Mar 2011 13:48:16,239 [AWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Lab
30 Mar 2011 13:48:16,241 [AWT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Temporal
30 mar 2011 13:48:16,241 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Lab
30 Mar 2011 13:48:16,241 [AWT-EventQueus-0] INFO FANTOMControllerFrame, Java:2393 - Menu Item Name: Quick Moves
20 Mar 2011 13:48:16,242 [AWT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Lab
30 mar 2011 13:48:16,242 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Lab
30 Mar 2011 13:48:16,243 [AwWT-EventQueue-0] INFO FANTOMControllerFrame, Java:2393 - Menu Item Name: Lab
20 Mar 2011 13:48:16,243 [AWT-EventQueus-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Simulations
30 mar 2011 13:48:16,243 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: qQuick Moves
30 Mar 2011 13:48:16,244 [AwWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Query from
30 Mar 2011 13:48:16,244 [AWT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Import
30 mMar 2011 13:48:16,244 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: EXporT
30 Mar 2011 13:48:16,244 [AwWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Save Screenshot
20 Mar 2011 13:48:16,244 [AWT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Exit
30 mMar 2011 13:48:16,246 [AwT-EventQueue-0] INFO [FANTOMControllerframe.java:2393] - Menu Item Name: Lab
30 mMar 2011 13:48:16,246 [AWT-EventQueus-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Centrality Measures
30 Mar 2011 13:48:16,246 [AWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Lab
30 mMar 2011 13:48:16,246 [AwT-EventQueue-0] INFO [FANTOMControllerframe.java:2393] - Menu Item Name: Centrality Measures
30 mMar 2011 13:48:16,247 [AwT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Session
30 Mar 2011 13:48:16,247 [AWT-EventQueue-0] INFO FANTOMControllerFrame. Java:2393 - Menu Item Name: Lab
20 Mar 2011 13:48:16,247 [AWT-EventQueue-0] INFO FANTOMControllerFrame. java:2393 - Menu Item Name: Clustering
30 mar 2011 13:48:26,871 [Swingworker-pool-3-thread-1] INFO [AnalystMLConverter.java:788] - analystMLConverter.toGraph
30 Mar 2011 13:48:27,324 [AWT-EventQueue-0] INFO [FANTOMControllerFrame.java: 435] - setting classification Banner: UNCLASSIFIED
30 Mar 2011 13:48:27,326 [AwWT-EventQueue-0] USER_EVENT_LEVEL [ServiceTask.java:235] -

(U) FANTOM displays the Retraceable Steps window (Figure A-4).
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Figure A-4: (U) Retraceable Steps window

=TE

2. (U) Click the Save button if you want to save a copy of the current

Session Load
Loading S5ession : true

Betweenness
Apply Colors : true
Use Edge Direction : true

Tiered Layout

Primary Sort Based On Index : 0
Tier Radius Factor : 1.0

Color Nodes : true

Generate Report : true

Tier Height : 60

Tier 1 Radius : 30

Tier 3 Radius : 20

Tier 4 Radius : 15

Tier 4 Color : (1.0, 1.0, 0.5019608)
Tier 3 Color : (1.0, 0.5019608, 0.0)
Unrelated Node Color : (1.0, 1.0, 1.0)
Tier 2 Radius : 25

Tier 1 Color : (0.5019608, 1.0, 1.0)
Tier 2 Color : (0.6, 1.0, 0.5019608)

|

Retraceable Steps list.

(U) FANTOM displays a standard Save dialog box.

3. (U) Select a location, specify a filename and click Save.

(U) FANTOM saves the text file to the location you selected.
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Duplicates Error Message
(U) If a data set you import contains duplicate records, FANTOM displays a
message to let you know. It only displays identical records one time in the
Controller and 3D Viewer windows.

FBI FANTOM Version 3.1.3 UNCLASSIFIED A-6



UNCLASSIFIED
FANTOM User’s Guide March 2016

Glossary

(U) This appendix provides a list of visualization and technology terms.

Alias Detection Analytic

(U) In FANTOM version 3.0.8, the Alias Detection analytic has been
renamed to the Related Nodes analytic. See Chapter 9, “Related Nodes

Analytic”.

Analytic

(U) An analytic command performs a computation upon records in a set of
data and adds the results in one or more columns in the Controller table.
Analytics point out meaningful patterns in data, such as Articulation Points
(or “bridges”), Betweenness Centrality (“busiest intersections”), and so on.
Analytics may color nodes to highlight those with the highest levels of
results. Analytics do not rearrange nodes in the 3D Viewer like the Layout
commands do (see Layout).

BMP file

(U) BMP is the standard bitmap image file format used with Microsoft
Windows-based computers. You can open a BMP file using Microsoft Paint
or many other graphics applications.

Children

(U) A child is a node at the remote end of an out-directed edge from a given
node. For example, if the graph represents communications, then a child
node of node A, is one that receives a communication from node A.

Compresse(l file

(U) A compressed file uses mathematical algorithms and other strategies to
reduce the size of a file.
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Delimited file

(U) A delimited file is a plain text file—comma separated value (.csv),
delimiter separated value (.dsv), Microsoft Excel (.xls), or text (.txt).

Domain Axis

(U) The horizontal axis in the Report Services chart.

Edg’e

(U) Prior to FANTOM 3.0, an edge was called a link and defined as a line
that represented one or more relationships between two nodes. In
FANTOM 3.0, an edge has been redefined to indicate one relationship
between two nodes. Multiple relationships between two nodes is now called

a Multi-Edge.

FANTOM Deploylnent Kit (FDK)

(U) A high-end standalone computer to run the FANTOM software for
intensive analysis work.

Filters

(U) Filters are a way to selectively hide information displayed. When you
add and enable a filter, FANTOM hides the information that matches the
filter criteria. When you disable that filter, FANTOM shows the hidden
information again. Filtered information is not deleted.

GraphML file

(U) GraphML (Graph Markup Language) files are XML-based files used to
define the contents and characteristics of a graph. FANTOM imports
GraphML files, but no longer exports them.

GUI

(U) A Graphic User Interface (GUI) is the objects you see, and can interact
with, on the computer display. Objects include windows, dialog boxes,
messages, text boxes, check boxes, radio buttons, and buttons.

IVML
(U) Information Visualization Markup Language

KML

(U) Keyhole Markup Language stores geographic modeling information in
XML format including placemarks, text descriptions, and so on. KML files
are used in Google Earth and other geospatial software applications.

Layout

(U) Layout commands arrange nodes in the 3D Viewer window in
meaningful ways. For example, the Force Directed Layout moves nodes
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Table

based on magnetic attraction, repulsion, so that connected nodes attract
and are closer while unconnected nodes repel and are pushed away.

Link
(U) In FANTOM versions prior to 3.0, a link was a single connection or

relationship between two nodes. This term has been replaced in FANTOM
3.0 with the term Edge.

LMM
(U) Local MaxMind

MIME

(U) Multipurpose Internet Mail Extensions (MIME) data is a protocol
developed and adopted by the Internet Engineering Task Force (IETF) that
permits the transmission of mixed media messages on the Internet. The
MIME standard defines how transmitted email messages can contain
images, file attachments, headers identifying message routing and other
information, and foreign language text.

Modes

(U) Before FANTOM 3.0, the application was modal, requiring you to click
a button to indicate the kind of action you wanted to perform in the 3D
Viewer window. In FANTOM 3.0, modes have been replaced with
accelerator keys as shown in the following table.

B-1: 3D Viewer window modes replaced by accelerator keys

FANTOM 2.8.x Modes | FANTOM 3.0 Accelerator Keys

Node Select

Press SHIFT and drag to select nodes

Node Movement Press ALT and drag to move selected nodes

View Movement

Hold down the middle scroll wheel on the mouse while dragging to
move the view

Edge Select

Unused; no longer available

oom

Roll the middle scroll wheel on the mouse up to zoom in and down
to zoom out

Multi—Edge

(U) In FANTOM 3.0, the term multi-edge has been introduced to define
more than one connection or relationship between two nodes. Multi-edges
are shown in the 3D Viewer window as a single line. The term multi-edge
replaces the term Edge which now indicates a single connection.

Neig’ll]:)ors
(U) A neighbor is any connecting node, including parents and children.
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Node

(U) A node is an object or entity, such as a financial transaction, IP address
or email account.

One Hop

(U) One hop is a common term for a direct connection (A sends a message
to B, D, and C). See Two Hops.

Parents

(U) A parent is a node at the remote end of an in-directed edge from a given
node. For example, if the graph represents communications, then a parent
node of node A is one that sends a communication to node A.

PCAP file

(U) PCAP (Packet Capture Data) files are created by network analyzer
software, such as Wireshark

PNG file

(U) PNG (Portable Network Graphics) is a compressed bitmap image file
format widely used on the Internet and intranets.

Range Axis
(U) The vertical axis in the Report Service chart.

Relational database

(U) A relational database in which all data are represented in tabular form.
The description of a particular entity is provided by the set of its attribute
values, stored as one row or record in a table. The relational approach
supports queries that involve several tables by providing automatic edges
across tables. Complete information can be obtained by joining the tables.
Definition from: Encyclopedia Britannica. In FANTOM, the Controller
window provides the Node Table, Edge Table, Multi-Edge Table and Filters
Table, while the 3D Viewer window “joins” all this information in graphical
form.

Seed

(U) A value, such as an account or facility, that you search for in a database.
A node you select before running an analytic, layout, or report.

SMS

(U) Short Message Service. Short messages transmitted to and from mobile
telephones.
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T3.512

(U) In FANTOM, a task is a command you choose such as importing data or
running an analytic, layout, or report. FANTOM lets you watch the progress
of tasks by viewing the Task Monitor.

Template

(U) In FANTOM, templates you create “map” columns of data from the
source file to the Controller window table. These templates also let you
specify other presentational information, such as the classification of the
data set, how many rows are used for the table headings and how many
should be ignored, what character is used in the source file as a separator
character (often a comma), and so on.

Two Hops

(U) Two hops is a common term for an indirect connection (A sends a
message to B who in turn sends a message to C and D; A is two hops from C
and D). See One Hop.

Visual analysis

(U) The science of analytical reasoning facilitated by interactive visual
interfaces. It is a unique blend of human computer interaction, analytical
reasoning, cognitive science, high-performance computing, and computer
graphics. It lets you expose meaningful patterns and identify hidden
relationships in any structured data set. Revealing these relationships helps
you find answers to questions about your case data.
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Java Reg’ular Expressions

(U) This appendix provides details about Java Regular Expressions, which
you can enter to select records based on patterns in the Filter dialog box.

Java Regular Expression Patterns

(U) A regular expression is notation for specifying a set of strings, e.g., the
set of all valid email addresses or the set of all binary strings with an even
number of 1s. Since the set might contain infinitely many members, we can't
simply enumerate them. There are five basic operations for creating regular
expressions, and the table below illustrates them by example.

Table 1: (U) Five Basic Operations for Creating Regular Expressions

Operation Regular Expression Yes No
Concatenation aabaab aabaab every other string
Logical OR (Alternation) aa | baab aa every other string
baab
Replication (Kleene closure) ab*a aa e
aba ab
abba ababa
Grouping a(a]b)aab aaaab every other string
abaab
Wildcard a.a abba aa
abaa aaaaa

¢ (U) Concatenation — the simplest type of regular expression is formed
by concatenating a bunch of symbols together, one after the other, like
aabaab. This regular expression matches only the single string aabaab.
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¢ (U) Logical OR - the logical OR operator enables us to choose from one
of several possibilities. For example, the regular expression aa | baab
matches exactly two strings aa and baab.

¢ (U) Replication — the replication operator enables us to specify
infinitely many possibilities. For example, the regular expression ab*a
matches aa, aba, abba, abbba, an so forth. Note that O replications of b
are permitted.

¢ (U) Grouping — the grouping operator enables us to specify precedence
to the various operators. The replication operator has the highest
precedence, then concatenation, then logical OR. If we want to specify
the set of strings a, aba, ababa, abababa, and so forth, we must write
(ab)*a to indicate that the ab pattern must be replicated together.

¢ (U) Wildcard - the wildcard symbol matches exactly one occurrence of
any single character.

Note: (U) You must use quotation marks to delimit the pattern, since
otherwise the operating system would interpret the | and * symbols
before passing along the string.

Table 2: (U) Additional Operations for Creating Regular Expressions

Operation Java Regular Yes No
Expression
One or more a(bc)+de abcde ade
abcbcde abc
Once or not at all a(bc)?de ade abc
abcde abcbcde
Character classes [a-m]* blackmail above
imbecile below
Negation of character classes [~aeiou] b a
c e
Exactly N times [~aeiou]{6} rhythm rhythms
syzygy allowed
Between M and N times [a-z]{4,6} spider jellyfish
tiger cow
Whitespace characters [a-z2\s]*hello hello Othello
say hello 2hello

(U) This topic is extracted from Section 7.2, “Regular Expressions” in
Introduction to Programming in Java (http://introcs.cs/princeton.edu/java/
70theory) Copyright © 2002—2012 Robert Sedgewick and Kevin Wayne. All

rights reserved.
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Symbols Eigenvector Centrality 9-17
.accdb and mdb GeolP Local 3-6
importing Microsoft Access data 2-4 K-Cpre 9-26
* fsa 2-25 Neighborhood Index 9-29
* session 2-25 Prestige Centrality 9-32
*fsaz 2-25 Related Node; 9-34
# Total Edges 7-30, 7-32 Source to Destination Path 9-39
# Total Multiedges 7-27 Analytics
#T1 Edges 7-27, 7-32 Multi-Edge Date Range 9-28
analytics 8-8
Numerics Apply Colors 11-9
24-hour time range 10-5 Apply to All Entities 10-3, 10-6, 10-16, 10-21
2D/3D 7-10, 7-11 Around Event
360-degrees 5-3 report 10-8
3D 5-3, 11-20 Report Service tab 10-7
space, node icon size 11-3 Around Event chart
Viewer preferences 11-2 bars 10-3
3D Viewer window lines 10-3
selecting nodes in the 6-2 Around Event report 10-7
Articulation Point Analytic 9-3
A Attractive forces 7-14
Access Attribute 10-11
importing Microsoft database data 2-4 Lookup report 10-9
Add Selected Nodes 10-6 Name 12-4
Aggregation Tracker report 10-11
Method 9-36 type of 12-4
Aggregation Method 11-28 Attribute Tracker
algorithms 1-2 Report 10-13
Alias Attribute Tracker chart
Mean 9-36 Dots 10-3
Alias Detection Analytic B-1 Lines 10-3
Allow Override 2-6, 2-11 Attributes
Analytic Merge 6-17
Alias Detection (see Related Nodes B
analytic) B-1
Articulation Point 9-3 Background
Betweenness Centrality 9-10 Color 11-2
Call Chaining 9-8 Show Space 11-6
Colorizer 9-20 BCC 7-26, 7-30, 7-31
definition B-1 or CC with Target 7-20, 7-22, 7-27, 7-30, 7-32
Degree 9-15 Betweenness Centrality Analytic 9-10
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BIDMAS

exported .csv and .dat files imported into

FANTOM 2-2

Bin Size 10-16
blue

slider in Time Controller 9-43
BMP

(bitmap) 2-27
BMP (bitmap) B-1
BMP file

definition B-1
Boolean 12-4

C

Calendar selection 10-4
Call Chaining Analytic 9-8
Case ID
node icons 4-5
Caveats 2-6, 2-12, 12-3
CC 7-26, 7-30, 7-31
or BCC with Target 7-20, 7-22

CC or BCC with Target 7-27, 7-30, 7-32

Center on Graph 5-4
Chaining Time, Max 9-9
Chart
Output Graph Type 10-6
Chart Output Graph Type 10-11
Chart Title 10-5
Child
Degree 9-16
child
node 6-6, B-1
Children 7-20, 7-27, 7-30, 7-31
definition B-1
Choose a Color dialog box 11-3
Circle Layout 7-2
Classification 2-2, 12-3
Editor 2-6, 2-11, 2-36, 3-6
Override 2-6, 2-11
Clear
Node Colors 4-13
Clipboard 6-3
Cluster
Density 7-18
Clusters 7-17
node 11-16
number of 7-19
CMYK definition 4-11
cognitive science 1-1, B-5
Color
Background 11-2
Choose a 11-3
node rule 9-20
Selected Edge 11-4

Selected Node 11-5

swatches 4-9
Colorizer 9-20

Analytic 9-20
Colors

analytic 11-8

Clearing Node 4-13
Column 12-4
Columns

Reset 4-15

show or hide 4-2

showing and hiding 4-2
Command-+click 8-7
Communication

Direction 10-6

frequency of 7-21

Type 10-6
communication frequency 7-22
communications logs 1-2
Communities 7-17
Community ID column 7-19
Components 7-3
Compressed

PNG File (*.png) 2-27
Compressed file

definition B-1
compressed file B-1
Configure

Labels 4-15
Configure Labels 4-14
CONN IDX 7-26, 7-28, 7-29, 7-31
Conversation

report 10-15

Report Service tab 10-9, 10-14
Conversation chart bars 10-3
Conversation report 10-13
Copy 2-28

(Ctrl-C) 6-3
Counts

report 10-22

Report Service tab 10-21
Counts chart slices 10-3
Court 7-26, 7-29
Csv

importing data 2-9
CSV (comma separated value) 2-2
Currency 12-4
Custom Sort 7-33

D

Data
dragging and dropping 2-28
Export Tiered Layout Report 7-34
import PCAP 2-20
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patterns in connections 1-2

points 1-2

point-to-point connections 1-2

sort 7-32

Type 12-4
Database

Type 2-32, 3-2
Database Name 2-32, 3-2
Date 12-4

and Time 12-4

Format 12-4

Multi-Edge Range analytic 9-28

of Event 10-7
Date/Time

columns 9-42
Default filters 8-1
definition B-4
Degree Analytic 9-15
Delimited

file definition 2-2, B-2

importing data 2-9

Sample 12-5
Delimiter

character 12-3
Deselect

nodes 6-9
Desktop

drag selection to 2-30
Destination 12-3
Destination Node 12-4
Details, Task A-2
directed edge 9-16, 11-15
Disable a filter

Filter

disable 8-8

Disperser layout 7-3, 11-16
Domain Axis

Definition B-2
Dragging and dropping

data 2-28

table data 2-28
DSV

importing data 2-9
DSV (delimiter separated value) 2-2
Dual Source 7-6

E
ECAU Inteligence Analyst 7-19
Edge 9-16, 11-15, 12-4
definition 12-4, B-2
Degree 9-16, 11-15
ID 12-5
In Degree 9-16, 11-15
Out Degree 9-16

Select B-3
Selected Color 11-4
Selected Opacity 11-4
Edge Table
tab 8-8
Edges 1-2
Color, Link Cluster layout 7-19
Eigenvector Centrality Analytic 9-17
Enable a filter 8-8
Encoding
character 12-3
Entities 10-6
Entity 10-9, 10-11, 10-14, 10-23
Epoch Time 12-4
Event
Around report 10-8
Excel
Importer dialog box 2-16
importing 2-15
Export
data 2-2
Tiered Layout report 7-25, 7-28, 7-29, 7-31, 7-
34
F
FANTOM
Definition 1-1
Deployment Kit 1-1
Deployment Kit (FDK) definition B-2
node icons 4-4
FANTOM Log A-3
File
dragging and dropping table data to exter-
nal 2-28
Files
select multiple 2-4, 2-10
Filter
adding 8-1
default 2-8, 2-14, 2-18, 2-20, 8-1
enable 8-8
Nodes 8-4
remove 8-8
Filters 10-13
definition 8-1, B-2
financial transactions 1-2
Flow of Values 7-5
Force
Balance 7-14
Model 7-12
Force Directed Layout 7-7
Frames Per Second (FPS), Show 11-5
FREQ IDX 7-26, 7-28, 7-29, 7-31
Frequency of Communication 7-21, 7-22, 7-32
Fruchterman-Reingold 7-13
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G

Generate Chart 10-3, 10-16

Generate Report 7-23

Geo Summary 7-27, 7-29, 7-30, 7-32
Geographic data set, Max Mind 3-6

GeolP Local Analytic 3-6
GeolPCity.dat 3-6
GeolPDomain.dat 3-6
GeolPISP.dat 3-6
GeolPOrg.dat 3-6
GeolPSpeed.dat 3-6
Graph

center on 5-4

clear 4-15

disappeared A-1
GraphML 2-3, 2-17
GraphML file

definition B-2
gravity 7-20
Group nodes 6-16
GUI

definition B-2

H

Header row 12-3
Height

tier 7-22
Hide

columns 4-2
Highlight nodes 9-37
Histogram

report 10-17
Histogram chart bars 10-3
Histogram report 10-15
Hops B-4, B-5
HSL definition 4-11
HSV definition 4-11

I

Icon
node 9-20
selecting a node 4-4
ID 7-26, 7-28, 7-29, 7-31
Show Unique 11-21
Ignore Lines 12-3
IIS log file 2-2
Image
Background 11-6
Import

Aggregate TCP PCAP Data 2-20

data 2-2
Raw PCAP Data 2-20
Tips 2-3

Importer
PCAP preferences 11-24
Importing
Delimited data 2-9
Excel 2-15
Inbound connections 7-20, 7-22, 7-27, 7-30, 7-32
Inbound/outbound connections 7-20, 7-22, 7-
27, 7-30, 7-31
Internet
traffic files 2-2
IP Address 12-4
IPv6 12-4
IP traffic 1-2
IVML 2-3
definition B-2

K

K Clusters 7-18
K-Core
Analytic 9-26
Value 9-27
Vertex Color 9-27
KML
definition B-2

L

Labels

Configure 4-14, 4-15
Layout

changing 7-1

definition B-2
layouts 8-8
Legacy Session 2-3
Levels, Tier 7-27, 7-30, 7-31
Link

definition B-3
Link Cluster Layout 7-17
LMM

definition B-3
LOG

IS 2-2
Log

FANTOM comprehensive A-3
LOG file 2-2

M
Max Chaining Time 9-9
Max Mind 3-6
Maximum Aggregation 11-28
Maximum Distance 7-17, 7-19
Mean

Aggregation method 9-36
Mean Aggregation 11-28
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Memory Clearing Colors 4-13
Allocation 1-3 Clusters 11-16
Merge Color 9-20
Attributes 6-17 definition B-4
on Import 2-8, 2-13 Icon 9-20
Merge nodes 6-16 labeling 4-13
Merged MovementMove
Node Name 2-8, 2-13 Nodes B-3
Show node contents 6-18 Select B-3
Merging Selected Color 11-5
Nodes during a query or import 6-16 selecting icon 4-4
Microsoft Node Icon Size 11-3
Access Database 2-4 Node Table
Microsoft Access Database 2-2 tab 8-8
Mime Nodes 1-2
definition B-3 deselect one, multiple, or all 6-9
Minimum Aggregation 11-28 Merge on query or import 6-16
Minimum Frequency 9-37 merge selected 6-16
mobile telephones B-4 Related Analytic 9-34
Modes B-3 relationship 6-4
Molecular Force 7-13 selecting in a graph 6-3
Monitor selecting in the 3D Viewer window 6-2
Task A-2 selecting individually 6-2
Mouse button shared 7-20
middle 5-3 to Merge 2-8, 2-13
Mouse movements 6-2 Non-US Based 7-27, 7-29, 7-30, 7-32
Move Number 12-4
View B-3 Number of Results 10-8
Multi-Edge 9-16, B-3 O
Date Range analytic 9-28
Table tab 8-8 ON REC W/ TGT 7-26, 7-30, 7-31
multi-edge 11-15 One Hop B-4
multiple sheet Excel import 2-15 Opacity
MySQL 2-32, 2-33, 3-2, 3-3 Selected Edge 11-4
MySQL database 2-32, 3-2 Open
FANTOM Session 2-30
N Research 2-15
Name Open document
Attribute 12-4 drag selection to 2-30
NASA/ESA Hubble NGC 5253 blue compact Oracle 2-32, 3-2
dwarf galaxy 11-6 Oracle database 2-32, 3-2
Neighbor Outbound connections 7-20, 7-22, 7-27, 7-30, 7-
Degree 9-16 31
neighbor Output Unit 10-8
node 6-7, B-3 Override
Neighborhood Classification 2-6, 2-11
Index Analytic 9-29 P
Neighbors
definition B-3 Parent 7-20
network Degree 9-16
monitoring 2-19 parent
traffic 2-19 node 6-4, B-4
No Geo Available 7-27, 7-29, 7-30, 7-32 Parent-Child 7-20, 7-27, 7-30, 7-31
Node
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Parents
definition B-4
Partition Method
Link Cluster 7-17
Password 2-32, 3-2
Paste 2-28
Paste (Ctrl-V) 6-3
Path
Shortest 9-40
Pattern of Life
report 10-20
Report Service tab 10-19
Pattern of Life chart
bars 10-3
Lines 10-3
Pattern of Life report 10-19
patterns
in point to point data 1-2
Pause button 9-42
PCAP
import aggregate TCP PCAP data 2-20
import raw data 2-20
Importer preferences 11-24
PCAP (Packet Capture Data) 2-3
PCAP file
definition B-4
Phone Number 12-4
Pie Chart report 10-21
Pie report 10-21
Play
Timeline 9-42
Play button 9-42
PNG (Portable Network Graphics) 2-27
PNG file
definition B-4
PostgreSQL 2-33, 3-3
Preferences
3D Viewer 11-2
PCAP Importer 11-24
Related Nodes 11-27
Time Controller 11-31
Prestige Centrality Analytic 9-32
Primary Sort Order Based On 7-32
Process Excel Import 2-16

@)
Queried Accounts in Contact With 7-22, 7-32

R

RAM

Allocation 1-3
Randomize 7-11, 7-15, 7-17, 11-20
Range Axis

Definition B-4

Raw
Bitmap File (*.bmp) 2-27
Raw Sample 12-5
REC. FROM TGT 7-26, 7-30, 7-31
Reciprocated Links analytic 9-37
Related Nodes preferences 11-27
Relational database B-4
relationship, nodes 6-4
Report
Around Event 10-8
Conversation 10-15
Counts pie chart 10-22
Histogram 10-17
Pattern of Life 10-20
Tiered Layout 7-25, 7-28, 7-29, 7-31
Timeline 10-28
Zooming in/out of graphs 5-4
Report Service
Around Event tab 10-7
Attribute Tracker tab 10-11
Chart 10-3
Chart Title 10-5
Conversation tab 10-9, 10-14
Counts tab 10-21
Navigating in the window 10-4
Pattern of Life tab 10-19
resize window 10-4
Scatter Plot tab 10-23
Timeline tab 10-27
view tool tips 10-4
window parts 10-2
zoom in on chart 10-4
zoom out on chart 10-4
Reports
Around Event 10-7
Attribute Tracker 10-11
general options 10-4
Histogram 10-15
Pattern of Life 10-19
Pie 10-21
Tiered Layout 7-23
Timeline 10-27
Repulsive forces 7-14
Research
exported .xls and .xIsx files imported into
FANTOM 2-3
Reset Columns 4-15
Reset Orientation 5-3
Reset Time Range 10-6
Retraceable Steps A-4
RGB definition 4-11
Rotate
graph 360 degrees 5-3
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Rules SQL Server 2-32, 3-2
Colorizer Analytic 9-20 Status bar 2-7, 2-12
S Strongly Connected column 9-37
Swatch
Save Template 12-5 color 4-9

Scatter Plot
Report Service tab 10-23
Scatter Plot report 10-23 T
Secure Socket Layer (SSL) 2-33, 3-3 Target
SEED 7-26, 7-28, 7-29, 7-31 Node 9-39
Seed definition B-4 On recipient list with 7-30

Swatches 4-10

Select received from 7-30
contiguous range or non-contiguous items Sent to 7-30
8-7 Targets 7-26, 7-27
Edge B-3 Task B-5
multiple files 2-4, 2-10, 2-18 Details A-2
Node B-3 information 2-7, 2-13

SELECT command 2-33, 3-3 Task Monitor 2-7, 2-12

Select Events 9-37 Template
Selected definition B-5
Edge Color 11-4 save 12-5

Edge Opacity 11-4 tips 2-3

Node Color 11-5 templates 2-31, 3-1

SENT TO TGT 7-26, 7-30, 7-31 Text

Session importing data 2-9
FANTOM 3.0 or later 2-25 three dimensions (3D) 5-3
file format 2-3 Tier
Legacy 2-3 Height 7-22

opening a FANTOM 2-30
Shared nodes 7-20

Level 7-27, 7-30, 7-31
Levels 7-26, 7-30, 7-31
Shift-click 8-7 Tiered Layout 7-19, 7-21, 7-23
Shortest Path 9-40 report examples 7-25, 7-28, 7-29, 7-31
Show Tiered Layout report 7-22, 7-23
columns 4-2 creating custom sort 7-32
Frames Per Second (FPS) 11-5 export data 7-34
Space Background 11-6 Time 12-4
Unique ID 11-21 Controller date/time selection 9-42
Show on Startup 11-6 Data Column 10-6, 10-16
Showing and hiding columns 4-2 of Event 10-7

Single Range 10-7
Source 7-6 Range / to 10-5

SMS Window 9-37
definition B-4 Time Controller 9-42

Sort
creating a custom 7-32, 7-33
Data 7-32
Sort Components layout 7-4
Source 12-3
Node 9-39

Single or Dual for Flow of Values Layout 7-6

Source Node 12-4

Source to Destination Path Analytic 9-39

Space
Show Background 11-6

preferences 11-31

Time Range 10-3
Time Unit 10-27
Timeline

report 10-28
Report Service tab 10-27

Timeline chart lines 10-3
Timeline report 10-27

Title of Report Service chart 10-5
Two Hops B-5

TXT

(text) 2-2
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Type 10-12
attribute 12-4

U

Unit of Time 10-16

URL 12-4

US Based 7-27, 7-32
US-ASCII 12-3

Use Edge Direction 11-9
User ID 2-32, 3-2

UTF-16BE (big endian) 12-3
UTF-16LE (little endian) 12-3
UTF-8 12-3

Vv
View
Movement B-3
Visual Analysis 1-1
definition 1-1, B-5
visual analytics 1-1

\%

Wed 12/31/1969 10-5
Windows

Authentication 2-32, 3-2
Wireshark 2-3, 2-19, B-4

X
X-axis 10-11
XLS
importing data 2-9
XML
file import 2-3
XML file format 2-17
XML-based file format, GraphML 2-17

Y
Y-axis 10-11

Z

Zoom B-3
Zoom In A-1
Zoom in
Report Service chart 10-4
zoom in/zoom out 5-1
Zoom out
Report Service chart 10-4
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C Select children of selected nodes

D Deselect all nodes and edges

F Filter selected nodes

L Toggle labels on/off for selected nodes
N Select neighbors of selected nodes

P Select parents of selected nodes

R Reset graph orientation to Home view
T Re-center on graph

SHIFT Node Select

CTRL Selected Node Movement

Escape Deselect All

CTRL+F Find text in Controller window

Ctrl+Z Undo last action

Display Shortcut menu
View Movement

Pan graph to move it along 2D XY plane.

CTRL+ALT and drag on touchpad or with left
Mouse button to rotate graph.

Drag while middle scroll wheel is held down to
rotate graph

Scroll up and down to zoom in and out on
graph

Node Select

SHIFT+click to select a node you are pointing at

SHIFT+drag to select nodes inside a bounding box

Alt+click to deselect selected node you point at

Node Movement

Drag with middle scroll wheel is held down to rotate
selected nodes

CirL+drag to move selected nodes

Zoom

Scroll in to zoom in

ALT+scroll to zoom selected nodes in and out

Scroll out to zoom out
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Tool button group handles

™

Save Session

Export Preferences
KML

Center on
Export CSV Graph
Import File Reset Graph

Open Session

Time Controller

Reset Camera
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Circle Layout
Displays nodes in a circle. Sometimes with a large graph, nodes may overlap or stack. What you select before running this layout affects results.

No nodes selected One node selected Multiple nodes selected
Disperser Layouts (Ran(lonl ancl Sort)

Pushes disconnected nodes outward in a single layer. Nodes remaining in the center have the most connections. Sort Disperser spreads
disconnected nodes sorting them left to right from largest to smallest. Random Disperser is faster, but uses more space.

(T Y Y R C .

Random Disperser Sort Disperser
Magnetic Attraction, Repulsion: Force Directed Layout

Connected nodes attract, or pull, toward each other. Unconnected nodes repel, or push away from each other. Strongly connected nodes are
closest, weakly connected nodes are less close, and unconnected nodes are farthest apart. Selected nodes affect results:

No nodes Multiple nodes (Fruchterman Reingold force model)
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Link Cluster Layout
Link Cluster layout identifies communities by grouping nodes with shared edges.

Maximum Distance K Clusters Cluster Density

Tiered Layout
Tiered Layout identifies To, From, and To/From communications for selected nodes and displays results in a chart and table.

Tiered Layout with default settings accepted including Generate Report and Color Nodes selected
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Activity Date Range Analytic

FANTOM adds an Activity Start and Activity End column to the
Node Table. It determines the values by finding all the specified dates
in the Edge table for the Source of each connection and then entering
the first and last date in the corresponding column.

Bridges: Articulation Points Analytic
Articulation points are nodes that are like bridges between clusters of
nodes. If you filter out these nodes, FANTOM would break the graph

into multiple, independent clusters.

Filter articulation points

Articulation points at top

Edge Table is empty and Random Disperser shows no
edges; all connections go through these articulation points

Busiest Intersections: Betweenness An a]yti c

Nodes with the highest betweenness centrality (the red nodes) and
next highest betweenness (the yellow nodes) are the busiest
intersections. That is, “all paths lead through” the nodes with the
highest Betweenness scores.

Find Email Flows: Call Chaining Analytic

Analyzes communications data for directly-linked graph events. In
the case of call chain events, the domain is defined as linked

communications (edges) occurring between entities (nodes) within a
predetermined time frame.

Click the Plus/Minus toggle buttons top open/close folders

Hfg]z/fg/qt Interesting Properties: Colorizer An a]y’tic

The Colorizer Analytic lets you color, select, or deselect nodes or
edges based on their attributes. Its value is in highlighting nodes or
edges that have interesting properties.

Add Rules defining colors or selections by attribute for nodes
or edges

Nodes in this phone data set are colored by Case ID

Date Attribute Aggregation

Creates a Date/Time column from separate Date and Time columns.
Count [n[foum{, Oul‘ZwunJ: Degree Analytic

Computes the number of connections between nodes in a variety of
ways. Can count both multi-edges and edges, and can count
incoming, outgoing, and total edges and multi-edges for each node.
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Select the edges and multi-edges to count, FANTOM adds a
column for each one

Eigenvector Cen tra]i‘ty Analy'tic

Identifies nodes that are close to everyone else in graph. Eigenvector
Centrality is the measure of the importance of a node. It adds a
column to the Node Table that populates each cell with a value
between zero and one (a percentage, with one being the highest).

Birds of a Feather: Ncig]wl)orlmod Index An a]ytic

Useful when trying to determine which nodes are strongly connected
to the selected nodes (often the target set). It does this by counting
(for every node) how many of the target set are directly connected.

Select at least one node, FANTOM calculates the
Neighborhood Index value for nodes

Non-Target Communication /\na]ysis An a]y’tic

Explains why non-targets are in the graph. It produces a simple table
containing non-targets who communicated with the target. The table
displays the date range within which communications took place.

Prestige Centrality

Identifies popular nodes based on relationship directions. It adds a
column to the Node Table, populating each cell with a percentage
between zero and one (the highest Prestige). Prestige indicates power
within a group; for example, by a node who communicates only once
before an event is triggered or by a node who communicates the most.

Reciprocated Links Analytic

Finds strong, two-way links.

Similarities & DI:}[][(ZTG}'ZCGS.' Related Nodes Analytic

Formerly called Alias Detection. Compares all nodes to a selected set
of nodes. Determines similarity based on comparison of node
properties: 1) the number of shared neighbors and 2) similarity of
name/label. Shared neighbors is calculated by counting the number of
nodes directly connecting a given node to the selected set (shared
friends). Name similarity is calculated by longest common substring
(how many characters in the two names match in a row), and edit
distance (the number of keystrokes needed to change one name into
another).

Social Network Analytic
The Social Network analytic is the study of graphs of people.

Who's in the Middle?: Source to Destination Path Ana]ytic
Finds the shortest path between a source and destination node. You
can type the first characters of the source and target node labels and
FANTOM will display an auto-complete menu showing the closest
match to your entry.

Specify source and destination node IDs, FANTOM adds a
Shortest Path column with nhodes numbered sequentially

FBI FANTOM Version 3.1.3

UNCLASSIFIED



UNCLASSIFIED

FANTOM REPORTS QUICK REFERENCE CARD

TIERED LAYOUT REPORTS

Select “seed” nodes to be the starting point for the Tiered Layout. You

might select a few nodes with the highest Neighbor Degree.

1. Choose Analytics > Degree, select Neighbor Degree, click OK.

2. Click the Neighbor Degree column title twice to sort highest to
lowest, and then select a few rows with the highest degree values.

3. Run Tiered Layout with Generate Report selected.

Controller window 3D Graph Viewer window

Tiered Report window: Find, Sort, or Export data for
Overall, Selected Nodes, Shared, or Seed Node Tables
REPORT SERVICE OVERVIEW
All Report Services results can be exported. Standard options include
defining the Chart Title, Time Range, Column to use for Time,
Communication Type and Direction (Inbound/Outbound), and
Graph Types. Produce reports for all or selected entities.

Around Event
The Date of an event, time of an event, and number of results helps
you find who is the most active and interesting.

Attribute L()ol{ﬂp

The Attribute Lookup report looks up attribute values and then plots
them into a chart. It only works with number values and dates and
plots them into a visual chart.

Attribute Tracker

Horizontal X-axis — Displays selected node or edge attribute. Email
addresses, IP addresses, locations like City or Country, and Targets are
good attribute choices. Edge attributes work best.

Vertical Y-axis — Displays selected number of entities: one, multiple,
or all entities (Node ID) across specified Time Range. Selecting fewer
entities makes it easier to gain insight. If you discover email addresses
with identical geo-locations and send dates, try merging those nodes.
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Conversation

Tracks a subset of a clique or group. Zoom in to see the count for each
entity in the bars. Helps you narrow a search or find someone you
didn’t know about before. You can get the same benefits using Filters;
however, the this report is easier to use than the Edge table.

Counts
Proportional chart shows relative sizes of values in the selected
attribute in comparison to one another and to the whole data set.

Histogram
Bar widths are proportional to duration of date data in selected date
range. Select Bin Size from a number of Seconds to Years.

Pattern of Life

Examine patterns of communication behavior for selected entities
across specified time period. A good way to use this report is with
data sets that have email addresses as node IDs. If multiple addresses
have the same pattern, it may suggest the same person is using all of
these addresses.

Scatter Plot

The Scatter Plot report is a graph that plots two along two axes to
show the relationship between the two. Scatter plots are useful for
illustrating a trend.

Timeline

Customize this report by adding or removing one or more sets of node
criteria to show along the timeline. In addition to standard options,
select a Time Unit (Seconds to Years).
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C Select children of selected nodes Node Select

D Deselect all nodes and edges

E Filter selected nodes Left SHIFT+click to select a node you are pointing at

L Toggle labels on/off for selected nodes 'J" SHIFT+drag to select nodes inside a bounding box
N Select neighbors of selected nodes - Alt+click to deselect selected node you point at
P Select parents of selected nodes

R Reset graph orientation to Home view Node Movement

T Re-center on graph Middle

SHIFT Node Select ,J, Drag with middle scroll wheel is held down to rotate
CTRL Selected Node Movement '? selected nodes

Escape Deselect All -

CTRL+F Find text in Controller window Left

Ctrl+Z Undo last action ¥ CrrL+drag to move selected nodes

Right _?
¥
J‘?

— Display Shortcut menu Zoom
Middle
View Movement
Left _ ‘?
,J, Pan graph to move it along 2D XY plane. - scrollin to zoom in
7 CTRL+ALT and drag on touchpad or with left Middle

Mouse button to rotate graph.

M ‘i;jf le "?

- ALT+scroll to zoom selected nodes in and out

? Middle
<

- Drag while middle scroll wheel is held down to

rotate graph
Middle - Scroll out to zoom out

4

- Scroll up and down to zoom in and out on
graph
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Tool button group handles

=
!

IE

4| & @

<3

X 1

Open Session

Save Session

Export Preferences
KML

Center on
Export CSV Graph
Import File

Reset Graph
Time Controller

Reset Camera
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